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Protect Your Insight Professional Software Investment
with an Inner Range
Software Maintenance Agreement

For a modest annual fee you will receive:

. Unlimited telephone and e-mail Customer Support by our Insight Help Desk.
. Free software upgrade releases of Insight Professional for the software modules for

which you are licensed.

Get the most from your Insight Professional Security Management Software!

Complete and return the Application form contained in your Insight Professional pack or

download the form from:
http://www.innerrange.com/downloads/MaintenanceAgreement.pdf

Did you know that Inner Range operates customer training courses throughout Australia
and New Zealand?

Details of our Insight Professional System Administration courses are listed on our Training
Website at http://training.innerrange.com/index.cfm

Enrol on-line or contact Inner Range on (03) 9753 3488 or via email to:
admin@innerrange.com
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Getting Started Guide

This section gives you the minimum information needed to get Insight running quickly. For more
information, refer to the rest of the manual. Whilst using Insight, pressing the F1 key will open
electronic help.

You Will Need

1. A workstation with Windows 2000*, Windows 2000 Server*, Windows XP Pro, Windows
2003 Server, Windows Vista Business or Windows Vista Ultimate installed and
satisfying the minimum hardware requirements (Intel P4 2 GHz processor, 512 MB
RAM (1GB with Windows Vista), CD-ROM, 500 MB of free hard disk space [see note 3],
XVGA monitor at 1024x768 24-bit colour and Mouse or similar device).

2. A spare USB port on the Insight Server computer (not needed for Insight Lite).

3. Version 5 firmware upgrade kits for all version 4 panels you intend to manage with
Insight.

Notes:

1) By default, Insight uses the Microsoft SQL Express database engine, which
limits the database to 4 GB of data. Users upgrading from Insight 3.1 or earlier
may wish to upgrade to SQL Server, which is required where the review data
exceeds 4-5 million events per year. Contact the manufacturer for hardware
specifications when the recommended number of review events will be
exceeded.

2) Recommended hardware requirements: Intel Core 2 Duo (or quad core)
processor @2.4GHz, 3GB RAM, Gigabit Ethernet adapter, DVD Reader/Writer,
50GB of free hard disk space [see note 3], 22" WSXGA+ (1680 x 1050) monitor
24-Dhit colour and Mouse or similar device.

3) Whilst the installation itself only takes around 500MB of hard disk space, the
SQL Express database can grow to 4GB over time with the storage of your
panels’ review data. If up to 4 or 5 million Review events are expected over a
12 month period, SQL Express is required to host the Insight database, in
which case 5GB of free hard disk space is recommended. The 4GB database
will allow room for at least 6 million review events, but note that a moderate to
busy site could easily generate that number of events every year. For large /
busy sites, (more than 6 million review events per year) you may need to
purchase the full version of SQL Server 2005. To ease the CPU load on both
the SQL database and Insight Server, these can be located on separate
computers.

4) *Windows 2000 platforms are not recommended for new installations. Support
for these operating systems from Microsoft is being phased out and future
releases of Insight may not be able to support them.

Tip

Users upgrading from Insight V3.1 may wish to take advantage of the inclusion of SQL Express
2005 and upgrade their Insight database platform from MSDE SQL. Instructions for this are
found in Appendix B on page 157.
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Step 1: Install Insight Lite -or- Step 1: Install Insight Professional

1. Locate the Insight Lite install 1. DO NOT plug in the USB security key
program and open it. until you are instructed to do so.

2. Follow the on-screen prompts. 2. Locate the Insight Professional install

3. Click Finish. program and open it.

4. Restart your computer if you 3. Follow the on-screen prompts. Only
are asked to do so. choose “Client and Server” on the

computer that will be the Insight
Server. For all other workstations,
choose “Client Only”. Be patient,
installation might seem to pause for
up to 5 minutes.

4. Click Finish.

5. Plug in the security key (server only).

6. Restart your computer if prompted.

Step 2 (Option 1): Enrolling a Version 4 Panel

If your panel is already version 5, skip to “Option 2: Enrolling a Version 5 Panel”. (You can
determine the version by pressing MENU-2 on any Elite terminal.) If you DON'T want to
preserve panel programming then perform steps 6 and 7 and then proceed to “Option 2:
Enrolling a Version 5 Panel”. If you DO want to preserve existing panel programming, then:

1. Configure a PCDirect comms task in the panel. SET THE
BAUD RATE TO 9600. heat-sink

2. Start Insight Launch Pad (page 19), then click the Enrol
Panel icon.

3. Login asinstaller (the default password is installer).

4. Enter the details of your panel (page 29). Make sure you
set the protocol to PCDirect.

5. Click Enrol Now. Insight reads the panel’s programming.

6. Upgrade your panel to the latest production firmware
version. (Must be version 5 or later) Detailed instructions

8l

are available from Inner Range (document part number =

635101; this document is included in the Insight — E FLASH /
Professional box). Important: ensure jumpers LK8 and ~ EPROM
LK9 are set correctly as per the diagram. Don't forget ©

to jumper LK2 according to your RAM size (top two pins Pin 1—p

for 128k and 512k, bottom two pins for 32k).

7. Note the current Memory configuration in the panel (Use
MENU, 2 while logged off to view the “Ram:” details), then Default the panel from a
terminal (menu 7-5-2) using this memory configuration. i.e. The memory configuration
that was uploaded in step 5.

8. Use Insight Launch Pad to start Insight Edit (page 20).

9. Locate the panel in the Insight Toolbar (page 23).

10. Right-click the panel and choose “Use Insight comms task” in the menu that appears.

11. Tick the box that says “I have activated the Insight Comms Task in the Control Module”,
then click OK.

12. Right-click the panel, choose “Entire Panel” in the menu that appears, then choose
“Mark For Download”. The panel turns red, indicating there are records waiting to be
written to the panel.

13. Go to “Step 3: Connecting the Panel”.

12



Step 2 (Option 2): Enrolling a Version 5 Panel

1. Configure an Insight comms task in the panel (page 155). It must be comms task 1.
2. Start Insight Launch Pad (page 19), then click the Enrol Panels icon.
3. Login asinstaller (the default password is installer).
4. Enter the details of your panel (page 28). Make sure the protocol is set to Insight.
5. Click Enrol Now.
Step 3: Connecting the Panel
1. Make sure comms task 1 in the panel is configured as Insight and set to Active (page
155).
2. Use Insight Launch Pad to start Insight Edit (page 19).
3. Locate the panel in the Insight Toolbar (page 23).
4. Right-click the panel and choose “auto connect” (page 37). The panel icon turns green.
(If you upgraded from version 4 firmware and elected to preserve panel programming,
then the panel turns blue while Insight writes the information back to the panel). If you
cannot connect, refer to troubleshooting on page 30.
5. Set the panel date and time (page 39).
6. If you upgraded from version 4 or earlier firmware, you must update the panel
information. Right-click the panel and choose “Properties...”, then click on the “Update
Info” button at the bottom of the panel properties window.
Step 4: Make Programming Changes
1. You can make programming changes (including allocating cards to cardholders) with
Insight Edit (page 41). If you purchased Insight Card Pool, then you can issue cards via
Card Pool Manager (page 77).
2. If you make edits while the panel is not connected, the panel turns red in the Insight
Toolbar (page 46). Changes will be sent to the panel when it is next connected (page
37).
Step 5: Examine Review
1. Review is automatically downloaded whenever a panel is connected (page 33), to see
the review use Insight Review (page 67).
2. To see review, open a new review window (page 85) and click the Go button (page 85).
3. The default filter shows review events that were generated in the last 24 hours. If you
forgot to set the panel date and time, no review will be visible. If you want to see all
review, change the filter to “All Review” (page 86), or select filters that suit your
requirements (page 86).
Step 6: Register Insight Professional
1. Insight Professional must be registered within 30 days of installation (page 111). Insight
Lite doesn’t require registration, but is only licenced for use by Certified Inner Range
technicians.
Step 7: Create Operators and Tenants
1. For Insight Professional installations, you can create operators with reduced privileges.
Normally, you would restrict editing rights to only configure cardholders and run review.
Operators are managed in Insight Operators (page 113).
2. For sites with multiple tenants, you assign operators and field hardware to different
tenancies. Tenancies are managed in Insight Operators (page 113).
Step 8: Further Reading

This concludes the Getting Started Guide. Refer to the following pages to unlock the power of
Insight in more detail. Don't forget - pressing F1 will open context sensitive help at any time
within Insight. Thank you for using Insight!

13
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Introducing Insight

Insight consists of ten modules. Each module is a separate program that helps you manage an
aspect of your Inner Range installation. The ten modules are (in the order you will probably use

them):

Icon Module

Description

Launch Pad

Insight Edit

Insight Review

Licence Manager

Card Pool

Insight Operators

Insight Archiver (SQL)

— ‘ Advanced Reports

Insight Schematic

Insight Photo ID

Paid Feature

Launch Pad is a central springboard that lets you
quickly navigate to the other Insight modules.

Insight Edit lets you inspect and modify the
programming of your Inner Range system, including
virtual panels.

Insight Review lets you examine live and archived
panel review, generate simple reports and manage
alarms.

Licence Manager activates paid features (not required
for Insight Lite).

Card Pool lets you manage direct entry and site code
card pools. Requires separate licence.

Insight Operators lets you manage access rights and
privileges of personnel who can logon to the Insight
front-end.

Insight Archiver provides a one-click backup solution
for your Insight security database.

Advanced Reports lets you create complicated reports
including muster reports. Requires separate licence.

Insight Schematic allows operators to monitor the
status of an installation via graphical floor plans and
site maps.

Insight Photo ID lets you design and print personnel ID
badges. Requires separate licence.

Licence Manager, Insight Operators and Insight Schematic are part of Insight Professional.
Card Pool, Advanced Reports and Insight Photo ID are separately licenced modules.

Warning

Insight is compatible with version 5 panel firmware. You can enrol version 4 panels, but they
must be upgraded to version 5 after enrolment before they can be managed in Insight. For

upgrade procedure see page 12.
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Product Highlights

Connectivity

v/ Insight is a true multi-panel, multi-workstation system.

v/ Insight uses Octane™ compression for fast upload/download, even over slow links.

v/ Supports direct serial, Ethernet and internal modem connections. Future releases will
add support for external modems.

v/ Supports multiple paths with automatic switching to redundant paths on link failure.

Editing
v/ Changes to module programming take effect immediately, without a LAN secure.
v/ The LAN status of modules, zones and auxiliaries is displayed.
v Selectively show or hide items based on:
o Name
o LAN status (secured, missing, unexpected, not installed)
o Programming status (blank, programmed, queued for upload/download)

v/ You can have multiple forms open at the same time.
v/ Single-click hyper-linking between forms (“help-9 / help-0” functionality).
v/ On-line data comparison between the front-end database and any panel.
v/ Automatic detection of edits made at any Elite Terminal.
Virtuality
v/ Virtual users and virtual panels lets you share common users easily between multiple
panels.
Reports

v/ Comprehensive reporting including muster reporting, time on site, activity reports and
system programming reports.
v/ Fully flexible report designer enables creation of custom report layouts and content.

Management

v/ Perform full or partial uploads and downloads.
v/ Upload individual records.
v/ Full support for offline editing.

Control

v/ Remotely control areas, area lists, auxiliaries, auxiliary lists, doors, door lists, floors,
floor lists, home auxiliaries and zone inputs.

DVR Integration

v/ Control DVRs and cameras including live digital video feeds and remote camera
control.

Online Help

v/ Comprehensive context sensitive help. Press F1 for help on any screen!
v/ Helpful tips are shown when each module starts. These can be turned off if required.

Registering Insight Professional

Insight Professional must be registered within 30 days of installation. See page 111 for more
information.

Tip
A searchable colour version of this manual is available in electronic form. Click Start— All

Programs—s Insight— Insight User Guide (requires free Adobe® Reader software:
http://mww.adobe.com).
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Insight Professional (Demo Edition)

Insight Professional is available in a demonstration edition. This version is identical to Insight
Professional, with five exceptions:

o,
L X4

Operator passwords are bypassed.

Only the first five items of each type are visible (doors, areas, users, maps etc.)
You are logged off every two hours.

A different USB security key is used.

Licence Manager is not available.

o,
L X4

o,
L X4

o,
L X4

o,
L X4
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Launch Pad

== Launch Pad is the “command centre” of Insight. It's a module that lets you quickly navigate to all
other modules. When you close Launch Pad, it moves to the system tray for easy access (next
to your clock in the Windows task bar).

Launch pad also lets you specify key Insight settings such as when Operators need to log on.

i Insight Launch Pad
File Edit Tools Launch Help

Y

Wallpaper

Launch Buttons

Tip Window

e The launch buttons let you launch other modules with one button click.

e The tip window provides information about each module. Point your mouse over a
launch button for a description of that module.

e The wallpaper improves the aesthetics of Launch Pad. You can select from a library of
default wallpapers, or choose your own.

Starting Launch Pad

You can start launch pad in two different ways:

1. Click the start button and choose Programs — Inner Range — Insight — Insight
Launch Pad

2. When you start your computer, Launch Pad appears automatically in the system tray
(next to your computer clock). Click the icon.

Tip

If Launch Pad is running, you can access it from the system tray. Click the Insight icon to open
it. (On Windows XP, you may need to click the ¢ button to display all icons.) §

fo 7 M v, axmpm
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Launching a Module

You can start a module in one of four ways. Choose the one that is most
convenient for you.

1. Click the module icon with the mouse. -
2. Right-click the launch pad icon in the system tray, and in the pop- Insight Edit
up menu that appears click the name of the module you want to

launch.

3. In any module, click the Launch menu, and then click the module you want.

4. Hold down the control key, and then click the number key that corresponds to that
module. (See the Launch menu for the number assignment of each module.)

You may need to log in to the module with an operator name and password.

Tip

You can run multiple different modules simultaneously - you don'’t have to quit a module before
starting another module. If a module is already open, then attempting to launch another copy
switches to the open module instead.

Logging In
foson X
You have to log on as an operator before you can use any module. - A
When you start a module, you are prompted to enter your operator @, e mmrot sip ok
name and password. II| O
a o | =
1. Enter admin as the operator name. [ PR

2. Enter admin as the password.
3. Click Log On.

Tip
Insight ships with two default operators: admin and installer. You can edit these operators and
create new operators with the Operators module (professional version only).

Changing Launch Pad Preferences

‘W allpaper
You can customise aspects of Launch Pad. e
& Library: [ Sydney Harbour =]
1. On the Edit menu, click Preferences. Do
2. Make your changes. b
3. Click Save or Apply.

The settings are:

e Play Sounds: clear this check box if you do not want to hear a beep as the mouse
moves over a launch button.

e Wallpaper: change the appearance of Launch Pad. Choose from a library of built-in
wallpapers, or choose your own. You can also fade the wallpaper to make it less
obtrusive.

Tip
Settings are saved per operator. If you log on to launch pad, your previously saved settings are

restored. When launch pad starts, no operator is logged in. You can still change preferences,
which will be restored the next time launch pad is started.
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Changing Client Settings ]

You can change Insight settings for your workstation. These

settings apply universally to all modules on the workstation. T mmm——
can be an IP addiess or 3 NetBIOS name.
The server is installed on:
1 I I I ' This computer
1. Onthe Tools menu, click Insight Client Settings e e [T o
2. Make your changes.
3. Click Save or Apply. Test.
Metwark Encryption
The settings are: bravent oy T g o mteh s e om e s
Cipher. [ Blowish =
Server
o Server Address (not available in Lite): o ] ool | ioob | b |

Tip

Server | Logging | Cliert |

Server Addiess

specifies which computer is running the
Insight Database Server. If Insight is installed on a single computer, or if this
computer is the server in a multi-computer installation, then select “This
Computer”. If this computer is not the server in a multi-computer installation,
click “another computer” and enter the name or IP address of the server
computer.

Logging

@)

Client
O

@)

Specifies diagnostic logging options. Do not modify these settings unless
instructed by an Inner Range technician.

Client Options: tick this option if you want Launch Pad to appear whenever an
Insight module is closed.

Password Caching: specifies when Operators must enter their password. If
caching is enabled, then Operators do not need to enter their name and
password until they quit a module, at which point the cache is cleared. If
caching is disabled, then Operators must enter their password every time a
module is started.

Press F1 at any time to get content sensitive help.
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? The Insight Toolbar

The Insight Toolbar is the management centre of Insight. The toolbar is where you create and
manage sites, enrol panels, control field devices and perform panel programming and
maintenance. The Insight Toolbar is available in all modules.

Use the Insight Toolbar to:

Enrol panels

Connect and disconnect panels
Create master sites and sub-sites
Copy or move panels between sites -
Import, export and duplicate panels Gripper
Perform selective upload and download

Remotely control hardware and modules

Blx|
E-+% Rainbaw
,EIJ‘ Green
(===, W Samnple Panel
Master Sit / ﬂ J{D 1 Infa Menu <\\ = |
aster site - 2Access Menu ane

[ 3lsolate Meru

-/l B Deadman Menu
- = §3 7 Installer Menu .\
Sub-Sites [ | = - O 70inputs

H- (0 7-2 Modules Site Tree

[

- 7-3 Communications
-0 7-4 Timing
[
[
[

]E 75 Spstem
- [ 76 Doors
o B 77 Access

¥ ----- 7.3 Lift Car Tabs
.

/

Browser I Contmll Statusl

e The Site Tree displays all the sites and panels being managed by Insight.
e The gripper lets you undock (float) the toolbar, move it around, or dock (anchor) it.
e Use the tabs to select different modes of the Insight Toolbar (page 39).



Working With Sites

When using Insight, you organise your panels into 2
collections called sites. A site is a “container” for adding  Custoneroetss
panels, virtual panels and DVRs. When you create a el onci Phamocentoals

Street Addiess: |45 Patlemnoster Row

site, you specify a name and some contact details.

Subub: [Dempssy

Post Code: |3955

T|p State: |Victaria
. , . . Caurtry: [2ustralia
Sites don't have to correspond_to actual, physical sites. Phane o [r61 5500050
You may wish to have a new site per customer, or you Fasho: [ aaomen
may want to group your panels by geographic area, or Nales
you may choose to store all of your panels in one site. Miscallneous notes may be erfeed bere
Tip el

When Insight is installed, it creates a single site called
“Default Site”. If you want, you can delete this site or rename it to something else.

Previous Software

In PCDirect and WinDirect, sites are called clients. Sites are more powerful, because:
e One site can hold more than one panel.
e Sites can be contained within other sites, forming a ‘hierarchy’.

Master Sites and Sub-Sites

If a site is contained within another site, it is called a sub-site. Sites that are not contained by
other sites are called master sites.

Paid Feature
You cannot create sub-sites in Insight Lite.

To Create A New Master Site

1. Right click the blank white area below the bottom of the Sites Tree, and choose “New
Master Site...” in the menu that appears. (Tip: you may have to scroll to the bottom of
the Site Tree to find the blank area.)

2. Enter a unique name for the site.

3. Click OK.

To Create A New Sub-Site (licenced versions)

1. Right click an existing site and choose “New Sub-Site...” in the menu that appears.
2. Enter a unique name for the site.
3. Click OK.

Operator Permissions

To create a new master site, you must have the create permission for sites. To create a new
sub-site, you must have the create permission for sites and the change permission on the
parent site.
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To Edit Or Rename An Existing Site

1. Right click the site and choose “Properties...” in the menu that appears.
2. Edit the details of the site.
3. Click OK.

Operator Permissions
To edit or rename a site, you must have the change permission on that site.

To Move A Sub-Site (paid versions)

1. Click the site you want to move, and keep the mouse button down.
2. Drag the site into its new location.
3. Release the mouse button

Panels are moved with the site.

Operator Permissions

To move a sub-site, you must have delete permission on the site being moved and change
permission on both the old and new parent sites.
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Working With Panels

You cannot work with a panel until it has been created in Insight. There are three methods of
creating panels:

1. Enrolling: this is the normal method. The panel is physically connected, and is fully
uploaded into Insight.

2. Importing: with this method, the operator specifies a template file that is loaded into
Insight. The panel is connected later on for full or partial download from the template.

3. Copying: the programming of an existing panel can be duplicated, creating a new
panel. The programming of the new panel can then be fully or partially downloaded later
on.

Tip
Insight ships with a number of “empty panel” templates, including Standard, Enlarged, Access,

Access 2, Alarms, Apartments, Extra Door and Special. You can use these templates as a basis
for panel programming without enrolling an empty panel.

Note

Panel connections are always made through Insight Server. For direct serial connections, the
panel must be connected to the server computer. For dial-up connections, the PC modem must
be connected to the server computer.

Paid Feature

By default, you can only manage one panel with Insight Professional . If you want to manage
multiple panels with Insight Professional, you must purchase a multi-panel licence.

Enrolling Panels

[Enralpanel |
Enrolling a panel makes the panel available in Insight, and Ervol Panel
also uploads (reads) all of the existing programming and s e h e of e coms kot e
users from the panel. To upload a panel: i s

Panel Name: [Sample Panel

Panel ID: |00000005 1 I IPDoor Contraller

Serial Number. [7482 [

The panel must be powered on.

Insight must be able to communicate with the panel A To St [Feta Sie |
(via direct serial, dial-up or TCP/IP). Commnicalions
e A comms task must be configured in the appropriate rass’ | [ He
format. For PCDirect, consult your programming sty | =
manual. For Insight, see page 155. Connection: | Serial For » Pansl UART =l
g p g Baud Rate: |9600 hd - 3
PC Serial Port: |1 hd
To enrol a panel:
Panel Server: [LOCAL []]
. . . . . . Iristaller FIN
1. Inthe Insight Toolbar, decide which site will contain
the panel. If necessary, create a new master site or _ Caree |

sub-site.

2. Right click on the site that will contain the panel, and choose “Enrol Panel...” in the
menu that appears.

3. The Enrol Panel window appears. Enter the correct information for the panel being
enrolled (see following pages).

4. Click the Enrol Now button. A new window appears, showing enrolment progress.

Note

Some of the settings on the enrolment screen must match the equivalent settings in Insight, or
enrolment will fail. For your convenience, these fields are marked with a small Control Module
icon (j#®) in Insight. Double-check that these settings match the settings in the panel.
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Note

You can only enrol panels from the Insight Server computer. You cannot enrol panels from an
Insight Client computer.

Operator Permissions

To enrol a panel, you must have the create permission for panels and the change permission
on the containing site. The permissions for the new panel are copied from the defaults tab of
each Operator Type.

Previous Software

Uploading a panel in WinDirect and PCDirect was a very time consuming task. Insight uses
Octane™ compression to upload the panel many times faster. Depending on panel contents
and transfer conditions, Insight can upload up to 600% faster than PCDirect / WinDirect.

If you are enrolling a version 5 panel:

Name: Enter a name for the panel.

Panel ID: Enter the 8 digit panel identification number. This number
must match the panel ID specified in the Insight comms
task.

Serial Number: Enter the panel serial number (press MENU-2 on any
terminal). You must enter the number exactly as it appears,
including leading zeros.

IP Door Controller:  Tick this box if you are enrolling an IP Door Controller.
Add To Site:  Shows the site that will contain the newly enrolled panel.

Encryption Key: Enter the encryption key for this panel (exactly 32 digits).
This number must match the Insight A & Insight B fields
specified in the Insight comms task. Leaving this field blank
is equivalent to selecting all zeros.

Connection: Specify the connection method you will use to enrol the
panel.
e Ethernet—Panel Ethernet UART: select this option
if you wish to use your computer’s TCP/IP network
and/or the Internet, and the panel is fitted with a
TCP/IP Ethernet UART board.

e Serial Port—Panel UART: select this option if you
are using a direct serial connection between Insight
Server and the panel, or if you are using a serial to
TCPI/IP protocol converter (e.g. Lantronix).

e PC Modem—Panel External Modem: choose this
option if you wish to use a modem on the Insight
Server computer to dial an external modem on the
panel.

e PC Modem—Panel Internal Modem: choose this
option if you wish to use a modem on the Insight
Server computer to dial the internal modem on the
panel.

Settings: Specify any additional connection parameters here.
Settings such as baud rate and IP address must match
those of the panel.

Panel Server: Do not change this setting from ‘LOCAL’.

Protocol:  Set this to Insight. Make sure comms task 1 is configured
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Installer PIN:

as Insight (page 155).

This field is disabled when you select the Insight protocol.

If you are enrolling a version 4 panel:

Name:
Panel ID:

Serial Number:

IP Door Controller:
Add To Site:
Encryption Key:

Connection:

Settings:

Panel Server:

Protocol:

Installer PIN:

Warning

Although you can enrol version 4 panels, you cannot manage them with Insight until they are

Enter a name for the panel.

Enter a unique, non-zero number in this field. The first two
digits should be 00. Later on, when the panel is upgraded to
version 5, you must configure the Insight comms task with
this value.

Enter the panel serial number (press MENU-2 on any
terminal). You must enter the number exactly as it appears,
including leading zeros.

Leave this field un-ticked.
Shows the site that will contain the newly enrolled panel.

Enter the encryption key for this panel (exactly 32 digits).
Later on, when the panel is upgraded to version 5, you
must configure the Insight comms task with this value.
Leaving this field blank is equivalent to selecting all zeros.

Specify the connection method you will use to enrol the
panel.
e Ethernet—Panel Ethernet UART: you cannot select
this option when enrolling a version 4 panel.

e Serial Port—Panel UART: select this option if you
are using a direct serial connection between Insight
Server and the panel, or if you are using a serial to
TCPI/IP protocol converter (e.g. Lantronix).

e PC Modem—Panel External Modem: choose this
option if you wish to use a modem on the Insight
Server computer to dial an external modem on the
panel.

e PC Modem—Panel Internal Modem: choose this
option if you wish to use a modem on the Insight
Server computer to dial an internal modem on the
panel.

Specify any additional connection parameters here.
Settings such as baud rate must match those of the panel.

Do not change this setting from ‘LOCAL".

Set this to PCDirect. Make sure there is a PCDirect comms
task configured in the panel.

The PIN number of User 1 in the panel.

upgraded to version 5. See page 12.
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Troubleshooting
If you receive a message to say that the upload failed, review the following checklists.

If you are using the Insight protocol to enrol the panel:

If you upgraded the panel from version 4:
o Was your firmware upgrade successful? (Press MENU-2 on any Elite Terminal,
and confirm that the version is 5.xx)
o Did you remember to default the panel?
The Insight comms task must be Comms Task 1.
Check the configuration of your Insight comms task matches with the Insight software:
o Panel ID (which must be unique and non-zero)
o Connection method and parameters (including baud rate etc.)
Check you have entered the panel serial number correctly (including leading zeros)
If you're enrolling an IP Door Controller, make sure you ticked the IP Door Controller
option. If you're enrolling a regular Control Module, leave the option cleared.
If you are using Serial Port — Panel UART, make sure you have specified the correct
serial port on your PC, and that no other programs are using this port.
If you are using Serial Port — Panel UART, and you are using a USB serial port, try
using a legacy (physical) serial port, if possible.
Make sure you have given Insight the correct protocol information. In particular, check
that:
o The protocol is set to ‘Insight’.
Make sure the other Insight options are correct (page 155).
Try stopping and starting the Insight comms task.
Try restarting your computer.

If you are using the PCDirect protocol to enrol the panel:

30

Make sure your panel ID is unique. Even though PCDirect doesn’t use it, Insight still
checks this number because it will be used later on.
Make sure you have given Insight the correct protocol information. In particular, check
that:

o The protocol is set to ‘PCDirect’.

o You have entered the correct installer PIN.
Check the configuration of your PCDirect comms task matches with the Insight
software:

o Connection method and parameters (including baud rate etc.)
If you are using Serial Port — Panel UART, make sure you have specified the correct
serial port on your PC, and that no other programs are using this port.
If you are using Serial Port — Panel UART, and you are using a USB serial port, try
using a legacy (physical) serial port, if possible.
Try stopping and starting the PCDirect comms task.
Try restarting your computer.



Creating Panels From Templates

You can create a panel from a template. Templates can be
blank panel configurations from Inner Range, or any panel
that you've exported previously. Once you've created the new

panel you can download it into a physical panel at a later date.

Create New Panel x|

Saurce Template

The new panel will be a duplicate of the template you speciy. You
can use an Inner Riange template, or one that you've alieady created

Template: IE:\Proglam Files\nner Rangeinzight's Templ

™ IP Door Controller Template

Frofile

“You must specify a unique |0 and zerial number for the new panel
[you can change them ater via the panel properties screen). Fields
with & panel symbal should match the panel sttings

To create a panel from a template:

Panel Name: [New Panel

1. Inthe Insight Toolbar, decide which site will contain PareliD: [O000000F i _ChangelD.

the panel. If necessary, create a new master site or el Nurrber: [7530 s
sub-site. B

2. Right click on the site that will contain the panel, and
choose “New Panel From Template...” in the menu that appears.

3. The Create New Panel window appears. Enter the correct information for the panel
being created.

4. Click OK.

A progress window appears while the panel is being imported.

Note

The new panel will be created with the name, ID and serial number you specify. After creating
the panel, you must manually set up protocol parameters and connection paths. In the Insight
Toolbar, right click the new panel and select “Properties...” from the menu that appears, then
click the Protocol and Ports tabs.

Tip
Insight ships with a number of “empty panel” templates, including Standard, Enlarged, Access,

Access 2, Alarms, Apartments, Extra Door and Special. You can use these templates as a basis
for panel programming without enrolling an empty panel.

Operator Permissions

To import a panel, you must have the create permission for panels and the change permission
on the containing site. The permissions for the new panel are copied from the defaults tab of
each Operator Type.

Field Descriptions:

File Name: Click the ... button and navigate to the template file you

wish to import.

IP Door Controller:  Tick this option if you will be connecting to an IP Door

Controller instead of a regular Control Module.
Panel Name:
Panel ID:

Enter a name for the new panel.

Enter the panel identification number. This number must
match the panel ID specified in the Insight comms task. If
you do not know the panel ID (for example, the panel has
not yet been delivered), enter any unique number here, and
change it later on.

Serial Number: Enter the panel serial number (press MENU-2 on any
terminal). You must enter the number exactly as it appears,
including leading zeros. If you do not know the panel serial

number, enter any number here, then change it later on.

31



Duplicating Panels

]
You can duplicate a panel that you have already enrolled, and =~ ot
H H . *rou must specify a unique ID and serial number for the new panel
then download the dupllcate panel into a phySICaI panel ata [vou can changs ther later via the pansl propetties scraen). Fields
with a panel symbol should match the panel settings.
later date. Pansl Name: [Duplicate Panel
Fanel ID: |E00 [+
To duplicate a panel: Seiurber i i
1. Inthe Insight Toolbar, decide which site will contain —

the duplicate panel. If necessary, create a new master

site or sub-site.

2. Hold down the Control key on the keyboard.

3. Click on the panel you want to duplicate, but do not release the mouse button.

4. Drag the panel onto the site that will contain the duplicate. A plus sign appears.

5. Release the mouse button. (You can release the Control key as well.)

6. The Copy Panel window appears. Enter the correct information for the panel being
created.

7. Click OK.

The new panel is created.

Note

The new panel will be created with the name, ID and serial number you specify. After creating
the panel, you must manually set up protocol parameters and connection paths. In the Insight
Toolbar, right click the new panel and select “Properties...” from the menu that appears, then
click the Protocol and Ports tabs.

Operator Permissions

To duplicate a panel, you must have the create permission for panels, the inspect permission
on the panel being copied, and the change permission on the site that will contain the copy.

Field Descriptions:

Panel Name: Enter a name for the duplicate panel.

Panel ID: Enter the panel identification number. This number must
match the panel ID specified in the Insight comms task. If
you do not know the panel ID (for example, the panel has not
yet been delivered), enter any unique number here, and
change it later on.

Serial Number: Enter the panel serial number (press MENU-2 on any
terminal). You must enter the number exactly as it appears,
including leading zeros. If you do not know the panel serial
number, enter any number here, then change it later on.

Moving Panels

You can move a panel from one site to another site.

To move a panel:

1. Inthe Insight Toolbar, decide which site you want to move the panel to. If necessary,
create a new site.

2. Click on the panel you want to move, but do not release the mouse button.

3. Drag the panel onto the site you want to move it into. A special icon appears.

4. Release the mouse button. The panel is moved.
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Panel Connections

For communications to occur between a panel and Insight, it must be connected. Connections
occur over a configured connection path. Insight supports a number of different connection
paths. The following table is ranked in order of reliability and lowest line cost, best option first.

Path Panel Hardware Insight Hardware Suitable For

Ethernet Panel Ethernet UART TCP/IP Permanent connections
Serial Panel UART Serial port Permanent connections
Serial* Panel UART—converter>—Ethernet ~ TCP/IP Permanent connections
Dial-up  External modem Modem Non-permanent

Dial-up  Internal modem Modem Non-permanent

GSM Panel UART—FE3000 TCP/IP Non-permanent

! Part of the link is Ethernet, however the end-to-end protocol is serial. 2 e.g. Lantronix
When a panel is not connected, you can do the following:

o Make offline edits to panel programming with Insight Edit, which will be downloaded to
the panel later.

e Manage card pools with Insight Card Pool (requires separate licence).

e View archived review data with Insight Review or Insight Advanced Reports (requires
separate licence).

e Generate reports on archived data with Insight Review (professional edition)

e Backup your entire Insight database with Insight Archiver SQL (professional edition) or
Insight Archiver (lite edition)

e Create and manage operators with Insight Operators (professional edition)
When a panel is connected, you can perform the following additional actions:

Transmit changes to panel programming (including user cards and PINS)
Control field equipment (such as doors, zone inputs and auxiliaries)

View live security logs (review) from the panel

Receive alarms (professional edition)

Monitor field equipment status with Insight Schematic (professional edition)
Update panel info in Insight.

Update LAN status in Insight.

Set the panel time.

Tip
A summary of panel connections is shown in the status bar at the bottom right of most Insight
modules. If no panels are connected, a blinking red square is shown. [l 0 Panelis) anline

Yellow means some panels are connected, and green means all panels are connected. Click
the red square to stop it flashing.

To configure an Ethernet connection:

1. Inthe panel, configure CTO01 as Insight (page 155). Ensure Ethernet options are
configured including Insight IP, Panel IP, Router IP and Subnet Mask. Ensure Ethernet
options are set to ACE.

2. InInsight, right click the panel in the Insight Toolbar and choose “Properties...” in the
menu that appears.

3. Click Ports.
4. On the Ports tab, tick the TCP/IP option.
5. Click OK.

Note

This information applies to a panel with an Ethernet UART. If you are using a protocol converter
(such as Lantronix), configure a serial connection, then consult the documentation that came
with your converter.
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To configure a serial connection:

1. Inthe panel, configure CTOO01 as Insight (page 155). Ensure serial options are
configured including panel UART port and baud rate. Ensure serial options are set to
ACE.

2. InInsight, right click the panel in the Insight Toolbar and choose “Properties...” in the
menu that appears.

3. Click Ports.

4. On the Ports tab, tick the Direct Serial option.

5. On the Serial tab, set the PC serial port and baud rate. The baud rate must match the
baud rate you programmed in step 1.

6. Click OK.

To configure a dial-up connection:

1. Inthe panel, configure CT0O01 as Insight (page 155). Ensure serial options are
configured including panel UART port and baud rate. Ensure internal modem options
are set to ACE.

In the panel, configure CT002 as I-modem (page 156).

In Insight, right click the panel in the Insight Toolbar and choose “Properties...” in the
menu that appears.

Click Ports.

On the Ports tab, tick the Internal Modem option.

On the Internal Modem tab, set the dial-up number.

If you are using fax bypass, tick the fax bypass option.

Click OK.

wn

© N O A

Tip

In timed fax bypass mode, Insight calls the panel, hangs up after 2 rings, then re-dials the panel
60 seconds later. You must activate the timed fax bypass mode in the panel — see the callout
box on page 156.

Permanent Connections

If your panel is wired for Ethernet or direct serial connections, then you will generally want to
leave it permanently connected. Insight can be configured to always keep a connection open on
one of these paths — this is known as a permanent panel connection. On the other hand, for
dial-up connections, you generally want to choose when the panel is connected manually. This
is called a non-permanent connection.

To set up a panel to be permanently connected:

1. Inthe Insight comms task for the panel, ensure that Ethernet and/or direct serial paths
are configured and enabled.

2. InInsight, ensure that Ethernet and/or direct serial paths are configured and enabled

(pp. 33-34).

Right click the panel in the Insight Toolbar, and choose “Properties...” in the menu that

appears.

Click Protocol.

Select the Connection tab.

Select the Permanent Connection radio button.

Click OK. Insight will attempt to keep the panel connected via Ethernet or direct serial.

(Insight will not attempt to dial the panel if these paths are unavailable.)

w

No ok
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To set up a panel so that connections are managed manually by operators:

=

Right click the panel in the Insight Toolbar, and choose “Properties...” in the menu that
appears.

Click Protocol.

Select the Connection tab.

Select the Non-Permanent Connection radio button.

Click OK.

arwN

Panel Initiated Connections

You can configure your panel to automatically connect to Insight Server via dial-up if an alarm
occurs. The panel will connect in these circumstances:

1. An XMIT event occurs.

2. There is an IMODEM comms task configured in the panel with outgoing connections
enabled (page 156).

3. There is at least one Insight modem configured to receive incoming calls (page 38).

Scheduled Connections (Insight 3.2 or later)

Panel Synchronisation g‘
You can configure Insight to automatically connect to a Schedule Panel Synchioniston |
panel on a periodic basis. The panel must be configured Panel Syrohiorisaon
for manual connections (see top of page) and a dial-up 1% Scheduie Panel Synchiarisaton [Mia moder)
COnneCt'On mUSt be Conflgured (page 34) The z::::uz\o:::::nSChemSetarttime: Connection Duration
connection will be maintained until a condition you s oy = [Woimm e ]
specify is satisfied, such as all review being received. chade Task Weskly 5] ot
Scheduled connections are configured independently for Bvery [T =] Weeksts)on: =
eaCh panel, T R~ ‘0 means do not disconnect

["Tue I Fri ™ sun

I~ Wed

To schedule automatic connection:

1], Cancel ‘ Apply ‘ Help

1. Inthe Insight toolbar, right-click the panel you
want to configure and choose “Schedule Connection” in the menu that appears.

2. Tick the Schedule Panel Synchronisation check box.

3. Specify how often to connect, and on which days and at what time to establish the
connection.

4. Specify the connection duration. The options are:

Maximum Minutes. The connection will be maintained for the number of minutes you
specify.

Until Synchronised. Insight only connects to the panel if records are marked for
upload/download. Upon connection, Insight maintains communication with the panel
until the panel and Insight are synchronised.

Until No Review Received. The connection will be maintained until all review has been
downloaded from the panel.

Tip
If you want the connection to be maintained until you manually disconnect, set the Connection
Duration to “Maximum Minutes” then enter O in the minutes field.

Note

If Insight can't establish a connection with the panel, it will retry periodically for the next twelve
hours.

Note

The ‘Until Synchronised’ connection duration should only be chosen if Insight is the sole means
panel programming is changed and if there is no requirement to retrieve new review data.

35



Operator Permissions
To configure connection scheduling, you must have the control permission for the panel.

Understanding Connection Status

The status of the panel is displayed graphically in the Insight Toolbar. Refer to the following

table:
Icon Path Status Description
:ﬁ -Srgrlizllp The panel is not connected. Programming changes
W Ext. modem Disconnected will be queued. Status information and live review
=R Int .mo dem is not available. Hardware cannot be controlled.
L TCP/IP The panel is connected. Live and queued
_'j Serial programming changes will be transmitted (provided
-E; Ext. modem  Connected the panel isn’'t locked — see page 47). Review and
Er  Int. modem status information is available. Hardware can be

' controlled.
Lad  TCP/IP
=, Serial Connection error The connection could not be established, or has

W™ Ext. modem been lost. See ‘troubleshooting’ on page 30.

B Int. modem

Tip
Connections can take up to twenty seconds to establish. While Insight is negotiating the
connection, the panel icon changes to #

Note

When a panel becomes connected, the following operations are performed automatically:
refresh LAN status (page 43), check for terminal edits (page 48), check memory configuration
(page 64), download review (page 84).

Tip

You can get more information about the current connection status of a panel. Right click the
panel and choose “properties” in the menu that appears, then click the “status” icon.

Tip

To get a quick overview of the status of all panels in an installation, click the status tab of the
Insight Toolbar. It lists all panels in a flat hierarchy, with all sub-sites removed from the tree.
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Manual Connections

You can manually connect a panel in Insight. Use this option to connect to a dial-up panel, or if

you have configured a panel to be non-permanently connected.
E

To connect a panel:

@ 1o ver MR IR
. . . . solate Disconnect
1. Right-click the panel in the Insight Toolbar, and choose “Auto i
@) 5Timing =

Connect” in the menu that appears. TR Doy ¥ ot
£ Tinstollert Epties panel  »
Delete

Insight establishes a connection with the panel. The connection icon

Properties...

turns green with a tick upon success, or red with a cross if the
connection could not be established. Biowser -:y: Status
Note

The connection will remain active, even if you close all Insight modules. The connection will only
be broken if you choose to disconnect, or if the Insight Server is stopped.

Tip

If the panel is configured with multiple connection types (for example, direct serial and dial-up),
Insight tries the ‘best’ path first. Insight always tries to connect in this order: TCP/IP, direct
serial, dial-up to external panel modem, dial-up to internal panel modem, GSM. Only configured
paths are tried — see page 39.

Tip
If you don’t want to use “auto connect” you can manually specify a connection method. After

right-clicking the panel, choose “connect” in the menu that appears, then specify the connection
method to try. You can only select paths that have been configured for that panel.

Operator Permissions

To connect to a panel, you must have the control permission for the panel.

To disconnect a panel:

1. Right-click the panel in the Insight Toolbar, and choose “Disconnect”.

Note

If you disconnect a panel and it is configured for permanent connection, Insight will immediately
attempt to reconnect with the panel. You should configure the panel with a non-permanent
connection first. See page 35.

Operator Permissions
To disconnect a panel, you must have the control permission for the panel.
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Modem Blocking

Modem settings E\
If you have multiple modems, you can choose which odoabs,
modems can be used by Insight. T e ARy
DISABLED Mokia 8300 Bluetooth
To prevent Insight from using a modem:
1. Onthe Insight Server computer, right click the
Insight Server tool in the system tray, and choose
“Settings—Modems...” in the menu that appears. ostle | ustm | el |
(On Windows XP, you may need to click the <
button to display all icons.) __conce_|

2. Select the modem you want to block.
3. Click the Disable button. Insight will not make or receive calls using that modem.

To allow Insight to use a modem for outgoing calls only:

1. Onthe Insight Server computer, right click the Insight Server tool in the system tray,
and choose “Settings—Modems...” in the menu that appears.

2. Select the modem you want to make available for outgoing calls.

3. Click the Enable button. Insight will use the modem for outgoing calls. Insight will not
receive calls using the modem.

To allow Insight to use a modem for receiving incoming calls only:

1. Onthe Insight Server computer, right click the Insight Server tool in the system tray,
and choose “Settings—Modems...” in the menu that appears.

2. Select the modem you want to make available for incoming calls.

3. Click the Listen button. Insight will receive incoming calls using the modem. Insight will
not use the modem for outgoing calls.

Note

You cannot configure a single modem for both incoming and outgoing calls. If you want to make
and receive calls, you will need two different modems.

Panel Properties

x|
You can find out further information about [ = Frfe |
your panel by opening the panel properties Fiote Fofl |
. Panel Name: |Sample Panel
window. From her_e you can rename the w o o [T e,
panel, change Insight protocol settings, . sy [ |
configure communications ports, set the MasterSie: [Faser 512
panel date and time, perform directory (] sussie: [Taeroe
maintenance and inspect other panel Pretacal e B
properties such as firmware version and -
PCB revision. oot
. . =l
To open panel properties: =
Mamienameﬂ [pdate Infa aKk I Cancel | Lpnly I

1. Right-click the panel in the Insight
Toolbar, and choose “Properties...” in the window that appears.
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To change protocol settings:

1. Open panel properties and click the “Protocol” icon.

2. Fields marked with a Control Module icon must match the corresponding settings in the
Insight comms task.

3. Click OK.

Tip
You can configure Insight to connect panels automatically under certain conditions. Open panel
properties, click the “Protocol” icon then click the Connection tab.

To change port settings:

1. Open panel properties and click the “Ports” icon.

2. Fields marked with a Control Module icon must match the corresponding settings in the
Insight comms task.

3. Click OK.

Tip
You can configure multiple paths (such as direct serial and dial-up) so that if one path fails,
additional paths can be tried.

To set the panel date and time:

1. Open panel properties and click the “Maintenance” icon.

2. Click the Date/Time button. (Panel must be online to enable this button)

3. To synchronise the panel time with the time on the workstation you are using, click the
“PC Time” button. To set the date and time manually, highlight each digit and click the
up and down buttons.

4. Click OK.

Note

The panel must be connected before you can set the date or time. If the panel is not connected,
the button is disabled.

Warning

Changing the panel date and time causes all time zones, diaries and holidays to be re-
evaluated, which in turn could alter the state of auxiliaries, calculated auxiliaries and other
system entities.

To automatically synchronise the panel date and time with Insight Server:

1. Open panel properties and click the “Maintenance” icon.
2. Click the Schedule button.
3. Tick the “Schedule Panel Time Synchronisation” box.
4. Specify how often you wish to synchronise the panel with Insight Server.
5. Click OK.
Note

When synchronising, the panel date and time is changed to match the date and time of Insight
Server.

Note
For synchronisation to occur, Insight server must be running.
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Remote Control Field Hardware

You can control your Inner Range security system e |
remotely using Insight. You can control areas, area lists, Adtess | Hame [Stme =]
ape . o . . &y 001 4001 AreaOn
auxiliaries, auxiliary lists, doors, door lists, floors, floor gue frcali
lists, home auxiliaries and inputs. N Pt
&y 005 ADDS AreaOn
. &y AN0G ADDE Area OFf
To control items remotely: ol 57 41567 Al
&y p008 AD08 Area Off
&y A003 AN03 Area OFf
. . & 2o AD0 Area OFf
1. Cl!ck the _Control tab of the Insight Toolbar. S et |
2. C|IC!( the item type you want to control P o o
3. A window appears containing the items of that
type, and after a moment the current state is
displayed.

4. Highlight the item(s) you want to control.
5. Click the appropriate control button to control the item.

Tip
You can select multiple items by holding down the SHIFT or CONTROL keys whilst clicking.

Tip
If an item changes state, the change will be reflected in the control window within five seconds.

Tip
The Insight Toolbar doesn’t have a Control tab in Insight Schematic. To control items in
Schematic, right click the item directly on the map and choose from the menu that appears.

Tip
You can control DVRs and cameras using Insight. See page 141.

Operator Permissions
To control an item you must have the control permission for that item.
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Insight Edit

Insight Edit lets you inspect and modify the programming of your Inner Range security system.

This includes initial configuration of all security parameters during site commissioning,
inspection and modification of programming as time progresses and ongoing site management

functions such as allocating user cards and PINs.

Use Insight Edit to:

Inspect panel programming

Program panels and modules

Manage user cards and PINs

Import extended user programming
Program virtual panels and virtual users

Browse Toolbar

~# Inner Range - Insight Edit =1oix|
Fle Edt Yiew Thols Launch Help
Beta w0.5.1 - Inner Range Testing ‘ .
[« 1= irgms ;@0 g | Text Filter
— —— ofx| [ Panelltem 7-2-1 LCD Tejvinal (Sample Pansl) |
S | L w1 ) o O )
(-4 B Timing _ _ 1
L 6 Deadman Menu w <§ \‘g \‘% § § i \ i
nstaller Manu e e : e “®
=7 ;,UH|H§.|J.S Up1 Level 01 02 T03 104 TO5 Status Filters
il 7 Areas
B 72 Modules
- 7-20Mors g ; i ; . .
¥ 3) 7-21 LCD Teminal “5?} “% “% ‘?i? 0 g 1 'f' = installed
[ ® 7.2:3Big Expander \ L.
[ 724 Reader Module \ Xi= missing
88 725 Zone Registiation ; F
;; F—Z—BM\mExpagndlel[ \ﬂ?& ?& ?& gg +.- = uneXpeCted
. I8 727 Expander
InS|ght Toolbar %;gg:tsv\gem ;e;dz‘ar e ™ T e 'x' = not installed
----- 244 Analogus Module
38 e R &R & &
W 75 System 18 14 20 T21
[]---gl 76 Doors
F- B 7F boress L, —_
..... _ r ] ] | , = upload marker
..... B Jotncs - v?f “%’ “ﬁ“’ “Egg?’ b= dgwnload marker
Braser | Control ] Status ’W B
Ready | oPanelis) online [48 Items. [ wom | [tozra 4
Double-Click |
To Edit Browse Pane

e The Insight Toolbar lets you manage your sites and panels (page 23).
e The browse pane displays items you can program (page 42).
Note

The following sections deal with panel programming. You can only program panels that have
been enrolled into Insight. To learn how to enrol panels, see ‘enrolling panels’ on page 27.

41



Using the Browser

The most important part of Insight Edit is the browser pane. Once you have mastered the use of
this pane you can quickly and easily make programming changes to your panels.

Programmed Item (solid)

Status Filters

¥ = upload marker
¥ = download marker

" = installed/secured

X = missing/not responding
* = unexpected/unsecured
% = not installed

17

Text Filter \
Parel ltem: LD Terminal [Sgmple Panel] | |
Field: IName jText:l \||:| Iﬁ I:ITITI?IE ITIYITW
w § j
Up 1 Level T

T22

=

|i1 Panel(s) online |99 items (0 hidden)Filtered).

[ e[ aiem g

/

Unprogrammed Item (translucent)

Item Count

Navigation
The browser pane is driven from the Insight Toolbar. To program a particular item:

1. Inthe Insight Toolbar, click the browse tab.
2. Expand the tree for the panel you wish to program.
3. Click on the programming item you want.

Tip

You can change the layout of the Insight Toolbar by selecting “Preferences...” on the Edit menu,
then clicking the Interface tab. Installers who are used to the terminal menus will probably want
to use the “installer” layout.

Tip

By default, the browser pane is set to large icon view (pictured). You can
select different views with the Browse Toolbar. In particular, ‘detail’ view
allows you to sort the information by clicking on the column headings.
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Understanding Item Status

Various graphics and symbols are used in the browser to reflect the status of each programming
item.

Symbol Applies To Meaning Description
g All items Programmed Items that are ‘solid’ have been programmed.
All items Blank Items that are translucent are blank / have not
been programmed.
b This item has been marked for upload. The next
All items Upload time the panel is connected, the item will be read
from the panel.
b This item has been queued for download. The
All items Download next time the panel is connected, the item will be

written to the panel.

2 Hardware items  Secured The module is present on the LAN and secured.
® Hardware items ~ Unexpected 'SI':CeurrTé(()j(.jule is present on the LAN, but not

% Hardware items  Missing The module should be on the LAN but isn'’t.

% Hardware items  Uninstalled The module isn't on the LAN.

This record has been created because the panel
|a All items Shadow memory configuration has changed, and there are
more items of this type than before.

The panel memory configuration has changed,
|£ All items Surplus and this record no longer fits into the new
configuration.

Tip

The status of hardware modules (secured, missing etc.) is updated each time you connect with
a panel. You can also update this status manually. Right-click the panel in the Insight Toolbar
and choose “Entire Panel” in the menu that appears, then choose “refresh LAN status”.
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Using Filters

You can filter the browser so that only key items are displayed. There are a number of different

filtering methods available. Fiekt: [tame =] T [ EfERRRE =T

Using Filter Buttons
You can quickly show and hide items with the filter buttons.

Click show programmed to hide or show programmed items
Click show blank to hide or show blank / unprogrammed items

Click show normal to hide or show records that aren’t surplus, shadow or marked
Click show upload to hide or show items marked for upload from the panel

Click show download to hide or show items marked for download to the panel
Click show surplus to hide or show surplus records

Click show shadow to hide or show shadow records

Click installed to hide or show secured hardware

Click missing to hide or show missing hardware

Click unexpected to hide or show unexpected hardware
Click not installed to hide or show uninstalled hardware

BERS FO0oecel

To use the filter buttons:

1. Click the appropriate filter button. If the button is active (pressed in), then items
matching that type will be displayed.

Note

Filters are saved for each different item type, even when you exit Insight Edit. Always check the
item count (bottom right corner) to see if there are any items hidden in the current view.

Using Filter Text

You can filter based on text that you specify. Text filtering can be applied to the short or long
name, address or notes field of regular items, and also the site code, user type and extended
information fields of users.

To use filter text:

1. Select the field you want to filter on. “Name in panel” is the short name of the item.
“Name” is the full-length Insight name. “Address” is the notated address (such as DL0O15
for door list 15). ‘Notes’ is the notes field kept by Insight for each item.

2. Enter the text you want to filter by.

3. Press enter. Your filter is applied.

Using Wildcards

You can use special symbols called “wild cards” in your text filters. The ? symbol matches one
letter. The * symbol matches any number of letters.

Here are some example filters to get you started.

Field Text Description

Name PIR Only show items whose name includes the word “PIR”
Notes delay Only show items whose notes includes the word “delay”
Address Cco1 Only show control module items

Address T03:205 Show the fifth zone input on the third LCD module
Address T03:Z* Show all zone inputs on the third LCD module

Address T*:Z* Show all zone inputs on all LCD modules
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Address *Z* Show all zone inputs on all modules

Address ?201:710 Show the tenth zone input on the first module of each type
Address *S?5 Shows all system inputs ending in “5” on every module
Name k* Shows all names starting with the letter K

Name *s Shows all names ending in the letter S

Editing Items

To edit an item, double click the item in the browser. This opens an edit window for that item.

Toolbar

Navigation p | E|I4 4T [entRvDooR =1 » [0 M

Access Group Edit: ENTRY DOOR [Sample Panel] - | I:Ilil

|HE T ®|%BEo | #AiE| 7 < Edit Toolbar

Properties I Settingsl Audit | < Tabs

Access Group Properties

MName: [EMTRY DOOR

Name In Panel: [ENTRY DOOR A g < Nag%;?(:k

Access

Hyperlink HTimeZone: INone VI_I Alternate Access Group: INone 'l _I

Motes K /

Item Pickers

Using the Navigation Toolbar

E
I4
4

2]

|[ExTDOOR =]

Locate this item in the Insight Toolbar tree.
Go to the first record.
Go to the previous record.

Displays the current record number. You can enter a different number to jump to that
number.

Displays the name of the current record. Click on the arrow to select a different record
to jump to.

Go to the next record.
Go to the next blank / unprogrammed record.

Go to the last record.

Using the Edit Toolbar

Save changes to the current record. If the panel is offline, mark the record for
download the next time a connection is available.

Turn autosave on or off. With autosave enabled, changes to a record are saved
automatically as soon as the record is closed or you use the navigation buttons.

Discard changes you've made to this record without saving them. The record reverts
to the last saved version.

Erase the programming of this record. The record becomes blank / unprogrammed.
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Upload the current record from the panel. If the panel isn’t connected, the record is
marked for upload the next time a connection is available.

e

Places the current record into the Windows clipboard. When you select paste, the
original record is then made blank / unprogrammed.

Copies the current record into the Windows clipboard.

2 Pastes from the Windows clipboard over the current record.

7 Undo the last action. You can repeat this command to undo all changes made since
the record was opened.

i Opens the find window.

ref Opens the cross-reference window for this item.
T Opens context-sensitive help for this item.
Tip

If you are editing a lot of records, you should probably turn autosave on. As you finish each
record, using the navigation buttons save your changes automatically.

Operator Permissions

To open an item, you must have the inspect permission for the item. To save changes to an
item, you must have the change permission for the item.

Online and Offline Edit

If you save programming changes while the panel is connected, the changes are sent to the
panel immediately. This is called “online edit”. If you make changes while the panel is
disconnected, then the changes are queued to be written later on. This is called “offline edit”.

Insight uses different colours so you can quickly see if there are edits waiting to be sent to the
panel.

Icon Colour Meaning

B Green Panelis up to date There are no edits waiting to be sent to the panel.

&  Blue Panel synchronising Programming changes are being exchanged with the
panel. The number in brackets next to the panel
name indicates how many changes are remaining to
be sent / received.

B Red Panel unsynchronised  Offline edits have been made. There are
programming changes waiting to be written to the
panel.

Tip

You can configure Insight to automatically connect to a panel when you make programming
changes. Go to Panel Properties—Protocol—Connection, and tick the boxes that say
“Automatically connect this panel” and “when programming changes are made”.

Tip
If your panel is red (unsynchronised), you can find all records that are queued for upload or

download by opening a new search, clicking the “only match records marked for upload or
download” and clicking “Find Now” (without entering any search text).
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PIN Discovered

Two user’s cannot have the same PIN in the same panel. Insight Edit will prevent you from
setting a duplicate PIN. In addition, the user whose PIN was discovered will be asked to change
their PIN the next time they use an Elite Terminal in the field.

Note
If the panel is offline, then the PIN discovered flag won't be set until the panel is next connected.

Scheduled User Expiry

You can configure users to expire at a certain date and time. The expiry information is
downloaded into the Control Module, which takes care of expiring the user at the appropriate
time. Typically, the panel memory configuration means that only some users can be tagged to
expire. With Insight, you can specify an expiry date for any user.

To schedule expiry for any user:

1. Open the user you wish to tag for expiration.

2. Click the Options tab.

3. Set the Expiry Date and Expiry time. If the month or year fields are set to disable, then
“any month” and “any year” are assumed, respectively. If the day, hour or minute fields
are disabled (by right-clicking their “spinner” controls), then “today”, “any hour” and “any
minute” are assumed, respectively.

4. Specify the Disabled User Type. When the expiry date and time occurs, the user will be
assigned this user type.

Note

Insight Server must be running for the cardholders to expire. If Insight Server isn’t running, then
the users will be expired the next time Insight Server starts.

Note
If the panel is offline, then the users aren’t expired until the panel is next connected.

Tip
When a user expires, the original user type is displayed in the Primary User Type box.

Tip
You can set a common expiry date for a batch of users using the Copy Wizard. See page 55.

Write-Locking Panels

Sometimes you may wish to make offline edits, but you want the panel to be online (e.g. so that
alarms can be received). In this case, the panel can be write-locked. This means that the panel
is online, but any edits are not sent to the panel until it is unlocked.

To write-lock a panel:

1. Right-click the panel in the Insight Toolbar, and choose “locked” in the menu that
appears.

2. A padlock appears next to the panel, indicating that it is write-locked. Changes will not
be sent to the panel.
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To unlock awrite-locked panel:

1. Right-click the locked panel in the Insight Toolbar, and choose “unlocked” in the menu
that appears.
2. If the panel is online, then any changes will be immediately written to the panel.

Detecting Keypad Edits

The Concept security system allows programming changes to be made by authorised users at
any Elite Terminal “in the field”. These edits are not automatically uploaded by Insight, but you
will be warned that changes have been made at a terminal the next time you connect to the
panel. You can then use the compare records feature (below) to determine what type of item
was edited.

Tip
If you leave Insight permanently connected to your panels, then you can manually check for

programming changes. Right click the panel, and choose “Entire Panel-Compare Records” in
the menu that appears.

Comparing Insight With A Panel

If you suspect that edits have been made at an Elite Terminal in the field, or if you just want to
satisfy yourself that Insight is correctly synchronised with a panel, you can perform a
comparison between Insight and the panel. You can choose to compare the entire panel, or
only a particular type of item such as doors or areas.

To compare a panel with Insight:

1. If the panel is offline, connect to the panel.

2. Right click the panel you wish to compare and choose “Entire Panel-Compare
Records” in the menu that appears.

3. A message is displayed indicating if any records are different.

Note

It can take up to 30 seconds to compare a 512k panel. You will receive a message when the
comparison is complete.

Note

Insight will not tell you which specific records are different, only that there are differences. For
example, the message “areas are different” could mean that 1, 2 or all areas are different
between Insight and the panel.

Tip

If you have established that there are differences and you want to synchronise (remove) them,
then you should mark the different items for upload (if you want to preserve what is in the panel)
or download (to preserve what is in Insight).

To compare part of a panel with Insight:

If the panel is offline, connect to the panel.

Expand the panel tree and locate the item type you want to compare.

Right click the item in the tree, and choose “Compare Records” in the menu that
appears.

4. A message is displayed indicating if any records are different.

wn e
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Long Names, Notes, Name Lock Slider, Item Picker, Quick Navigation

Long Name and Notes

Insight lets you enter long names for all items, and a notes field for recording miscellaneous
details.

Name Lock Slider

Although Insight allows for long names on all items, the Control Module only has limited space
for names. To spare operators from the chore of entering both long and short names, Insight
automatically links them together. If the name is too long to fit into the panel, a tilde (~) symbol
is used.

Igl m [ = Names are locked (default behaviour).

Igl M & Names are unlocked and may be edited separately.

Tip
If you enter a very long name with numbers at the end, Insight will preserve the numbers and
remove excess characters from the middle of the name instead of the end.

Item Picker

Wherever you see a button like this (;I) you can click it to open the item picker. The item
picker is a window that lets you choose from a list of items.

Quick Navigation (Hyperlinks)

Hyperlinks are blue text labels that let you quickly navigate between related items, without using
the Insight Toolbar to manually locate them. To follow a hyperlink, click on it with the mouse
button. In the picture below, clicking the “Inside Area” hyperlink opens the area called “Office”.

Door Location

Inside%ea: Ifoice Vl J Outside &Srea: INone 'l J

Tip
You can click as many hyperlinks as you like. When you close the windows that have popped
up, you will return to the original record you were editing.

Tip
If you click a hyperlink on a field that is set to “none”, Insight changes the browser to view all of
the items that can be selected for that field.

Previous Software

In WinDirect, quick navigation was performed with the F9 and F10 keys. On panel terminals,
quick navigation is performed with the HELP-9 / HELP-0 key combinations.
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Searching Panels

=1l
Insight Edit includes an extremel_y fast search e | dvanced | o |
tool. You can choose between simple et | |
searches, which look for matching text in the Loaklr: [ Sampi Parel o ) El | =
locations that you specify, and advanced ;Metﬂhm (W ety Q
. . . Only match records marked for upload or download
searches, which let you specify complicated e ’
searches such as “find everything with the Addess | Name [ MameinPanel [ Panel [ Operator | Last Modiied
word door but not the word office”. Hoo P, CHRISTMAS DAY CHRISTMAS DAY Sample Panel
Hoo2 75, BOXING DAY BORXIMG DaxY Sample Panel
HOO2 P NEW YEARS DAY NEW YEARS DAY Sample Panel
. TZ003 ) DAYLIGHT DaAYLIGHT Sample Panel
To perform a simple search:
] | |

‘Search Complete 4 item(s] found

1. On the Edit menu, choose “Power
Search...” (or press CTRL+F).

2. Enter the text you wish to search for.

3. Choose which panels and item types you wish to search by clicking the “Look In” field
(optional).

4. Un-tick match case if you want GREEN to match with Green.

5. Un-tick whole words if you want am to match with hammer.

6. Enter any settings you want on the “Modified” tab (optional).

7. Click “Find Now”, or press ENTER.

Items matching the search text are displayed.

Tip
All text fields are searched by default. To specify which fields are searched, click the
“Advanced” tab and select them in the “Filter” box.

Tip
If your panel is red (unsynchronised), you can find all records that are queued for upload or

download by opening a new search, clicking the “only match records marked for upload or
download” and clicking “Find Now” (without entering any search text).

Tip
You can open any matching item by double-clicking it with the mouse.

To perform an advanced search:

On the Edit menu, choose “Power Search...” (or press CTRL+F).
Click the “Advanced” tab.

Enter your search criterion (see below).

Choose the fields you wish to search (optional).

Enter any settings you want on the “Modified” tab (optional).
Click “Find Now", or press ENTER.

ouhrwhE

You specify advanced criteria by entering text (enclosed in single or double quotes) separated

by special commands and, or, not and xor (“exclusive or”). Placing a text item in double
guotes means the text will match both upper and lower case. Placing a text item in single

guotes means the text will only match if the case is the same. Brackets are used like they are in

arithmetic.
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Examples

“door” (double quotes)
— case-insensitive match with door (including trapdoor, doorstop, DOORMOUSE etc.)

‘door’ (single quotes)
— case-sensitive match with door (including trapdoor but not TRAPDOOR)

exact(“door”)
— case-insensitive match with the whole word door (including DOOR but not trapdoor)

exact(‘door’)
— case-sensitive match with the whole word door (but not DOOR or trapdoor)

“door” or “window”
— matches all items with either door or window or both, regardless of capitalisation

“door” and “window”
— matches all items with both door and window

“door” and not “window”
— matches all items with door, unless the item also has window

“door” or not “window”
— matches all items with door, and also matches all items without the word window

not “door”
— matches anything that doesn’t have the word door

“exit” and “door” or “window or “corridor”
— matches anything with window or corridor, and also matches anything with both exit
and door

“exit” and (“door” or “window” or “corridor”)
— matches anything that has exit as well as one or more of the words door, window,
corridor (note: bracketed terms are evaluated first)

“exit” or (“door” and “window” and “corridor”)
— matches anything that has both door, window and corridor or it has exit

“door” xor “window”
— matches everything with either door or window, but not both

Tip
If you have difficulty understanding advanced searches, try entering some of the examples
listed above, then modifying them to what you want.

Operator Permissions
You must have the see permission on an item for it to appear in the output window.
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Cross-Referencing Items

The cross-reference window is a very useful and powerful
tool for trouble-shooting an Inner Range installation. When
an item is cross-referenced, all programming relationships
between that item and the rest of the system are
displayed. For example, cross-referencing a calculated
auxiliary shows any auxiliaries, inputs, areas, lift cars, floor
lists and counters that might be altered by the calculated
auxiliary.

To cross-reference an item:

1. Select the item in the browser window, or open
the item for editing.

2. From the Edit menu, choose “cross-reference”; or
press F2; or click the “x-ref” toolbar button (editing
window only).

The cross-reference window appears.
relationship is shown in the referred from section.

Tip

Cross Reference: "CADD1" (Calculated Auxiliary!

Target ltem

=101=]

CA001 [Caloulated Susiliary); 2 references

Tip

The tiee below shows you how this Calculated Ausiliary relates to other items in the
panel. Click on the + and - signs to expand and collapse each branch. The "refers
to" branch shaws references FROM thiz Calculated Auwiliany to other items. The
“referred from'" branch shows references TO this Calculated Ausiliary from other
items

Cross Aeference Tree

P CADDT [Caloulated Apiary] -
w+ Refened From
-8 Refers To
"B Lock Aus (Expander Ausiian)
E-1® Roller Door [Expander Ausdiary)
() #i= Refeed From
.M <coigingl iy
. E-4J F2001 (Function Zone]
i+ Ficfered From
=9+ Refers To
# Button 25 (Control Module Input]
& Office [rea)
12142 Rellar Mo (Funandar dovdiani =l

Iake: Hoot.

Any items that this item refers to are shown in the refers to section.
If this item appears in the programming of a completely different item, then this

You can open an item from the cross-reference window by right-clicking and choosing “Edit” in

the menu that appears.

Warning

The cross-reference window will not show an item if you do not have the see permission for that

item. In this case, the cross-reference tree will be incomplete.

Using The Copy Wizard

You can use the Copy Wizard to copy, swap or move
items within a panel or between panels. You can also
use the copy wizard to batch program user names,
card numbers and other user fields.

You can replicate a record, which means a duplicate
of the record is made one or more times.

To replicate a record one or more times:

=

Press F7 to open the Copy Wizard, or select
the Edit menu and choose “Copy Wizard”.

Copy Wizard

&

Step 1
Welcome to the copy wizard. With this wizard, you can
copy. move, swap, clear tems within a panel or between
panels. You can also block program user details.
What would you like to do?

« Eopy, suzp or meve recorte

" Clear records

" User programming

Next > Cancel Help

Click “Copy, swap or move records”.
Click Next.

Click Next.

ok~ wWN

Click “Replicate the current record one or more times”.

Click the arrow in the Item Type field, and navigate to the panel and item type you want

to replicate. A list of programmed items is displayed. (Click the “show blanks” box to

show all items.)
Select the item you wish to replicate.
Click Next.

© N

Click the arrow in the Item Type field, and navigate to the panel where you want to

save the replicated records. (This can be the same panel as step 6, or a different

panel.)
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10. Choose which record(s) will be replaced. Hold down the CTRL key to select more than
one destination record. Hold down the SHIFT key to select a range of records to be
replaced.

11. Click Next.

12. Click Finish. The source record is written over the target record(s).

Warning

The contents of the target records are permanently replaced. This operation can’'t be undone,
except by restoring to a previous backup.

Note

If you copy a record into a different panel, Insight leaves any programming references intact.
For example, copying a user type that points to “door list 15” into another panel will result in the
user type still using door list 15 in the new panel, even if it isn't programmed or doesn’t exist.

You can block copy one or more records, which means a group of records are copied (either
into a different location in the same panel, or into a different panel).

To block copy select records:

Press F7 to open the Copy Wizard, or select the Edit menu and choose “Copy Wizard”.

Click “Copy, swap or move records”.

Click Next.

Click “Block copy selected records”.

Click Next.

Click the arrow in the Item Type field, and navigate to the panel and item type you want

to block copy. A list of programmed items is displayed. (Click the “show blanks” box to

show all items.)

7. Select the item(s) you wish to block copy. Hold down the CTRL key to select multiple
records. Hold down the SHIFT key to select a range of records. You must make a note
of how many records are selected, which is displayed in the bottom right corner.

8. Click Next.

9. Click the arrow in the Item Type field, and navigate to the panel where you want to
save the replicated records. (This can be the same panel as step 6, or a different
panel.)

10. Choose which record(s) will be replaced. Hold down the CTRL key to select more than
one destination record. Hold down the SHIFT key to select a range of records to be
replaced. You must select the same number of records as step 7.

11. Click Next.

12. Click Finish. The source records are copied over the target records.
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Warning

The contents of the target records are permanently replaced. This operation can’'t be undone,
except by restoring to a previous backup.

Warning

You shouldn’t specify source and target ranges that overlap. Doing so could result in records
being overwritten incorrectly.

Note

If you copy a record into a different panel, Insight leaves any programming references intact.
For example, copying a user type that points to “door list 15” into another panel will result in the
user type still using door list 15 in the new panel, even if it isn’t programmed or doesn’t exist.

You can swap one or more records, which means the selected records are exchanged.
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To swap a group of records:

arwONE

Press F7 to open the Copy Wizard, or select the Edit menu and choose “Copy Wizard".
Click “Copy, swap or move records”.

Click Next.

Click “Swap selected block of records”.

Refer to the instructions for block copying records (previous page), starting at step 5.

You can move one or more records. This is the same as copying the records, except that the
original records are blanked after the copy.

To move a block of records:

arONE

Press F7 to open the Copy Wizard, or select the Edit menu and choose “Copy Wizard”.
Click “Copy, swap or move records”.

Click Next.

Click “Block move selected records”.

Refer to the instructions for block copying records (previous page), starting at step 5.

You can clear one or more records to factory default values.

To clear a block of records:

1. Press F7 to open the Copy Wizard, or select the Edit menu and choose “Copy Wizard".

2. Click “Clear records”.

3. Enter a value for the name, short name and notes fields, or leave the blank to accept
factory defaults. You can use the hash symbol (#) to specify an auto-number. The #
symbol is replaced by the auto-number settings you specify.

4. Click Next.

5. Click the arrow in the Item Type field, and navigate to the panel and item type you want
to clear. A list of programmed items is displayed. (Click the “show blanks” box to show
all items.)

6. Select the item(s) you wish to clear. Hold down the CTRL key to select multiple records.
Hold down the SHIFT key to select a range of records.

7. Click Next.

8. Click Finish. The selected records are erased to factory defaults.

Warning

The selected records are permanently erased. This operation can’'t be undone, except by
restoring to a previous backup.
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You can batch program a block of users. This features lets you specify consecutive cards, user
names or notes; set card types; set a common user type; set a common expiry date; and
optionally select a ‘source record’ for duplication.

To batch program a block of users:

Copy Wizard

1. Press F7 to open the Copy Wizard, or select
the Edit menu and choose “Copy Wizard”.

2. Click “User programming”.

3. Select which options you wish to apply.

Step 2

Generate new Users programming. Setting card numbers,
names, user types, and/or use a single record as a template
to replacs the existing records with

What would you like to do?

¥ Replace card numbers

Replace card numbers. Tick this box if you
wish to specify the card type and assign
sequential card numbers to a block of users.

¥ Replace user names
¥ Replace other fields

¥ Use selected record as template

Replace user names. Tick this box if you
wish to specify a common name for the block
of users, including an optional auto-number.

< Back Cancel Help

®

Replace other fields. Tick this box if you
want to specify a common user type and expiry options.

Use selected record as template. Ticking this option duplicates a single user
(replacing the existing users in the block), then applies any other options that are ticked.
If this option isn’'t selected, then the block of users are modified as-is.

4. Click Next.

5. Fillin any information requested by the wizard, which will depend on the options you
selected in step 3. In particular, when selecting which users to reprogram, you must
hold down the shift key to select a block of users; otherwise, your changes will only
apply to a single user. (You can use the ctrl key to select non-adjacent users.)

6. Click Finish. The batch programming is applied.

Warning

The selected records are permanently reprogrammed. In particular, if you selected the “use
selected record as template” option, then all fields in the target records are replaced. This
operation can’t be undone, except by restoring to a previous backup.

Tip

If you assigned new card numbers, you can automatically import them into Insight Card Pool. In
Card Pool, click the Panel Scan button on the Card Pool toolbar.

Card Pool Integration

Insight Card Pool is a separately licensed module that allows Operators to create and manage
card pools. Operators can quickly assign cards from a card pool, in addition to marking cards as
lost or suspended.

To assign a card from a card pool:

In Insight Edit, open the user you wish to assign a card to.
Ensure that the “Use Cardpool” option is selected. (V3.3 or later)
Click the Card Pool button.

Click the Get Available Card button.

Select the card pool and card to assign to this user.

Click OK.

Click the Save icon in the toolbar.

NogkrwdbE
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To mark a card as lost or suspended:

Open the user whose card is lost or suspended.
Click the Card Pool button.

Click the Lost Card or Suspended Card button.
Click OK.

Click the Save icon on the toolbar.

arONE

Paid Feature
Card Pool is a separately licensed component of Insight.

Card Acquisition

Insight can enrol cards using a card reader attached to the Insight enrolment PC. Card
acquisition requires:

e A compatible card reader unit.
e Afree serial port on the card enrolment computer.

Tip
If you don’'t have any spare serial ports (or any serial ports at all), you can use a serial to USB
protocol converter and connect the card reader to a spare USB port.

Insight v3.2 supports the following models:

e Inner Range Card Enrolment Station
e ACS Smart Reader
e HID PC Log-On

The Inner Range Card Enrolment Station (part number 994500) supports the widest range of
card types and formats. Refer to the tables below.

Insight hardware support for different card formats:

Site Code Method

S
v |8
=l
55| 5| 5|55 8|5|5|8|0x =
S |55 @
IR |88 || 88| 5| |0 =z
IR Card Enrolment Station v vV | vV VvV | VS I/
ACS Smart Reader
HID PC Log-On
Direct Entry Method
S
o | 8
aaaaﬁaaaaégfg
IR |88 |38 |18 |65 |]f|x|od=
IR Card Enrolment Station VA A A VA VA VA VAL VAL VA VA V4
ACS Smart Reader v v | / v/
HID PC Log-On v |/ v
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To acquire a card directly in Insight:

Click the Acquire button.

Click the Read button.
Badge the card.
Click the Save icon in the toolbar.
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If you are using Insight Card Pool at your site, then the method for direct card acquisition is

slightly different:

Click the Card Pool button.
Click the Badge Card button.

Click the Read button.
Badge the card.
Click the Save icon in the toolbar.

NogkrwdbE

Tip

Open the user you wish to assign a card to.

Select the reader type, card format and serial port.

Open the user you wish to assign a card to.

Specify the reader type, card format and serial port.

If the card you badge belongs to a card pool, the card is automatically marked as “issued” in the

card pool.

Tip

If the card you badge has a new site code, Insight creates a new card pool with that site code

and adds the card to that pool.

Tip

If the card you badge doesn't exist in a card pool, Insight Edit will remind you to run the Panel

Scan command in Insight Card Pool so it can be added to one.

Insight Edit Reports

You can generate a range of useful reports in Insight Edit. These reports summarise key areas

of panel programming including users, user types, areas and doors. Reports can be displayed
on-screen, sent directly to a printer, or saved to a file. The contents of the reports can be

streamlined with the use of a filter.

| want to view, print or save...

From the Reports menu, choose...

User programming

User type programming

Input programming

A list of areas in each area list

A list of doors in each door list

A list of lifts in each lift car list

A list of floors in each floor list

A list of sirens in each siren list
Doors accessible to each user type
Users for each user type

Areas accessible to each user type
Floors accessible to each user type
A list of inputs in each area

A list of reportable inputs per area
Users who can turn an area on
Users who can turn an area off

Programming—Users
Programming—User Types
Programming—Inputs
Programming—ArealL.ist
Programming—DoorList
Programming—LiftCarList
Programming—FloorList
Programming—SirenList
References—User Type—Daoors
References—User Type—Users
References—User Type—Areas
References—User Type—Floors
References—Area—Inputs
References—Area—Commissioning Inputs
References— Area—User On
References— Area—User Off
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Inputs + process groups in each area
Doors accessible to each user
Areas accessible to each user
Floors accessible to each user

A list of users with access per door
A list of users with access per floor
A list of users with access per Lift Car

To generate a report:

References— Area—Input — Proc Grp.
References—User To—Door
References—User To—Area
References—User To—Floor
References—User From—Door
References—User From—Floor
References—User From—Lift Car

Tip

1. Select your desired report on the Reports menu.
2. To print the report, choose Print in the sub-menu that appears. To view the report,

choose View in the sub-menu that appeatrs.

Reports saved to a file are written in CSV format, which can be opened by spreadsheet
applications such as Microsoft® Excel®.

To generate a filtered report:

Tip

1.
2.
3

Firstly, ensure that the “Use Filtering” item on the Reports menu is checked.
Select your desired report on the Reports menu.

To print the report, choose Print in the sub-
menu that appears. To view the report,
choose View in the sub-menu that appears.
The Print Filtering dialog will appear. You

can filter on a combination of parameters, as

shown on the right:

- Item status

(programmed/defaulted/both)

- Name (of the item)

- Notes
When filtering, either Simple or Complex
filtering can be chosen. Simple filtering
allows filtering on a single item and/or Notes
entry.
Complex filtering allows filtering based on a
combination of search terms. For instance,

you are able to list areas except area names

containing ‘A0’ and ‘SYSTEM’ (illustrated on
the right) When Complex filtering is chosen,
the Print Filtering dialog changes to look like
what is shown on the right. (When using
Complex Search, you can only filter on Item
Name, not on notes).

Select OK once you have set the parameters

of interest to generate the report.

Print Filtering

Options

X

" Programmed Only

" Simple Search

" Complex Search

Filtsring

" Defaulted Only " all ltems

I¥ Fiter on name Iw Filter on notes

I~ MNOT (Name;

[~ MameExactmatch [ MameNo Ignore case

Mamme: ‘ Service

" name AND

I~ MOT (Notes,

I~ Compressed Print

& name OR

MNotes: | workshop, stores|

Cancel

Print Filtering

Options

X

" Programmed Only

" Simple Search

¥ Complex Search

" Defaulted Only " all ltems

"string” = case insenstive, 'string’ = case sensitive. exact( ) = whole word match,
Use operators and, or, not, xor ko join strings.

Filtsring

Mame:

I~ Compressed Print

ot "a0" and not 'SYSTEM]|

Cancel

In both Simple and Complex Search, you can use ‘wildcard characters’ as described on page
44. In Complex Search, you can use the advanced criteria as used in the Advanced Search
function. Some examples start on page 51.

Paid Feature

Filtered Reports within Insight Edit are enabled when you enter a valid licence for the Insight
Advanced Reporting Module.
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Employees

Each panel contains information about users that have
access privileges for that panel. Depending on the
memory configuration in the panel, a name might also be
stored for some or all users.

It is often useful to store extended information about
each user such as full name, age, home and work
contact details, gender and even a photograph for
identity verification.

Insight calls this additional data extended user
information. Users with this additional information are
referred to as employees.

Insight Versions

User Edit: U00004 John Smith [Sample Panel]
HE =T ® © | F
g I =l
Access | Options | Employee  Profile | Fob | Audt |

Business Profile

Company: |Inner Range

Eo

[E3

Postion: [Software Architect Phone: [0397533488

Department: [R&D Fax: |

Email; [ismith @innemrange com
Personal Profile

Mobile: [

Street: |1 Bank Streat
Suburb: [
Cy: [Meboune
State: [Victora
Postcode/zip: [3000

Phone:

——

Country: |Austm|ia Fax: |

Email: [jsmith @home.com Maile: [

Extended user information and user photographs are not available in Insight Lite.

To add extended information to a user:

=

choose “Properties...” in the menu that appears.
Click the Employee tab.

Click the Profile tab.
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Note

In Insight edit, double-click the user in the browser pane. Or, right-click the user and

Enter the person’s title, full name, birth date and gender.

Enter the person’s business profile and personal profile.
Click the Save Changes button to save your changes.

If you edit the first name or surname field on the Employee tab, the Name field on the Access
tab becomes locked for editing. All future name edits must be carried out on the Employee tab.

Custom Fields

You may find that the default employee fields such as
name, age and address insufficient for the requirements
of your organisation. Insight lets you define up to 32
custom fields which will be associated with each user.

To define a custom field:

1. InInsight edit, double-click any user in the
browser pane. Or, right-click a user and choose
“Properties...” in the menu that appears.

2. Click the “Custom 1" or “Custom 2" tab.

3. Click an unused check box.

4. Enter a label for the new custom field. The
custom field is created and available for all
users.

User Edit: U00003 Sample User [Sample Panel]
HE=T® © | #Re| 7
g R =l

Access | Options | Employes | Profie  Custom 1 | Custom 2 | Fob | Aucit |

Eo

Custom Fields

[E3

Departmert  [Enginsering

Pay Center |F1001-12B

Distrbution List |19

A7 199 9
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To rename a custom field:

1. InInsight edit, double-click any user in the browser pane. Or, right-click a user and
choose “Properties...” in the menu that appears.

2. Click the “Custom 1” or “Custom 2” tab.

3. Double-click the custom field you wish to rename.

4. Enter a new name and click OK. The custom field is renamed.

To remove a custom field:

1. InInsight edit, double-click any user in the browser pane. Or, right-click a user and
choose “Properties...” in the menu that appears.

2. Click the “Custom 1” or “Custom 2” tab.

3. Clear the check box next to the custom field.

Note

Removing a custom field doesn’t delete any data. If you create a new custom field in the same
position, any existing data is restored.

Tip
You can search for data in custom fields. See “searching” on page 50.

Tip
You can import data into custom fields. See below.

Importing Extended User Information

You can import extended user information (such as age and contact details) from an external
file. The file must be in “Comma Separated Values” format (CSV), which means:

e Thefile is a text document.

e Each line of the file represents a single user record, with an End-Of-Line symbol
marking the beginning of the next record.

e Eachfield is separated by a comma character.

Insight expects the data to be presented in a certain default order, although you can override
this behaviour by including a heading row with your data.

Tip
CSV is a common file format that can be exported by most software. Check the documentation
that came with your software.

If you don't include a heading row, then Insight expects the data in the order shown overleaf. All
fields must be present although some can be empty on a particular row.

60



Num Field Data
1 First Name (any text)
2 Second Name (any text)
3 Title One of the following values: Mr, Mrs, Ms, Miss, Dr,
Professor, Sir, Lord, Lady
4 Gender One of the following values: M, m, O, F, f, 1
5 Date of birth A date format matching the locale of this computer
(go to Control Panel—Regional & Language Options
for Windows® XP, or Control Panel—Regional
Options for Windows® 2000). e.g. for Australia, the
format is normally dd/mm/yyyy. You should specify a
4 digit year value for correct processing.
6 Street (any text)
7 Suburb (any text)
8 City (any text)
9 State (any text)
10 Country (any text)
11 Post Code (any text)
12 Phone Number (Work) (any text)
13 Phone Number (Home) (any text)
14 Phone Number (Home Mobile) (any text)
15 Phone Number (Work Mobile) (any text)
16 Fax Number (Home) (any text)
17 Fax Number (Work) (any text)
18 Email (Home) (any text)
19 Email (Work) (any text)
20 Position (any text)
21 Department (any text)
22 Card Number (any site code number)
Note

Card Number is for site codes only and will set the user to site code and place the number into
the card number field. If it is left blank then it will not change what is currently programmed.

Tip

You can omit a field that you wish to leave blank. You must still include the comma after the
blank field, for example: John,Smith,,M (title is blank and skipped when importing)

Note

To import custom fields, you must use the “heading row” method described overleaf.

Sample CSV File: (line breaks added to fit onto the printed page; text should all be on one line)

Joe,Bloggs,Mr,M,10/05/1960,1 Millenium

Court,Knoxfield,Melbourne, Victoria,Australia,3180,555-WORK,555-HOME, 0400-
HOME,0400-WORK,FAX-HOME,FAX_WORK,
Joe.Bloggs@Australia.com,Joe.Bloggs@innerrange.com,Technician,R&D,1

Fred,Smith,Mr,M,10/05/1955,1 Millenium
Court,Knoxfield,Melbourne,Victoria,Australia,3180,555-WORK,554-HOME, 0401 -
HOME,0400-WORK,FAX2-HOME, FAX_WORK, (continued overleaf)
Fred.Smith@Australia.com,Fred.Smith@innerrange.com, Manager,R&D,2

Line 1:

Line 2:
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You can specify a custom import order by including a header row, which must be the first line of
the CSV file. The header row starts with three hash characters (###), followed by a list of field
names separated by commas. The following field names are defined:

secondname, title, gender, dob, street, suburb, city, state, country, postcode,
workphone, homephone, homemobile, workmobile, homefax, workfax,
homeemail, workemail, position, department, sitecardnumber, company,
directnumber, usertype, extraarea, extradoor, extradoorlist

Note

In the import file, “###” means “first name”. Because “###" must be the first entry in the header
row, this means “first name” must be the first field in each row.

Tip
In addition to the field names defined above, you can also use the name of any custom field
label.

Sample CSV File with header row: (assumes a custom field is defined called ‘favourite colour’)

Line 1:  ###,secondname,sitecardnumber,company,favourite colour
Line 2: Joe,Bloggs,150,Inner Range,Red
Line 3: Fred,Smith,151,Inner Range,Blue

To import extended user information:

1. Right-click the panel that contains the users you want to import information for, and
choose “Import—Extended Employee Data” in the menu that appears.

2. Navigate to the CSV file that contains your extended x
information and click Open. The Input Range dialog appears. Range

3. Specify the index of the first user you are importing data for. Rt O
Installer is index 0, master is index 1, U0O0003 is index 2, and Manber o Recordsi [T
so forth.

4. Specify how many users you are importing from the CSV file. ——

If you enter O, all records will be imported.
5. Click OK.

Tip
It's a good idea to write-lock the panel (page 47), so that changes won'’t be written to the panel
until the import is complete.

Operator Permissions

To import extended information, you must have the change permission on each user being
imported. If you do not have the change permission on a user, the user is skipped and the next
available record is used.

Insight Versions

Insight Lite only imports First Name, Second Name and Card Number. Although ignored, the
other fields must still exist if no header row is specified.
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User Photographs

You can attach a photograph to a user, either from an e

existing picture file on your computer or by acquiring a =|
picture from a device like a scanner or digital camera. You -
can configure Insight to automatically display the

photograph when the user badges at a door. ol

To attach an image from your hard disk to a user:

Open the user for editing.

Click the Employee tab.

Click the Attach Image button (ﬂ)

Browse to the image file you want to attach.

Click OK.

Click the Save Changes toolbar button to save your changes.
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Tip
To save space, Insight stores a compressed “thumbnail” of the photograph, regardless of the
original size and image format. You don’t need to scale your photographs before importing.

To acquire a new photograph and attach it to a user:

1. Open the user for editing.
2. Click the Employee tab.
3. Click the Acquire Photo button (ﬂ)
4. Select the device you will be acquiring the image from (e.g. camera, scanner)
5. Follow the on-screen directions which will vary depending on the device.
6. Click the Save Changes toolbar button to save your changes.
Note

Direct image acquisition is available for devices that support the Windows Image Acquisition

(WIA) interface in Windows® XP. For other devices and operating systems, capture the image to

your hard disk first, then attach the image.

To pop-up the photo automatically when the user badges their card:

See “working with alarm responses” on page 92.

To print an ID badge without starting Photo ID:

Open the user for editing.

Click the Employee tab.

Click the Print Badge button ( =] )

If more than one card template is defined, you will be asked to choose a template.
In the print dialog that appears, click Print.

agrONE

Paid Feature
To print ID badges you must have a licence for Insight Photo ID.

63



.8

8

To remove a photograph from a user:

Open the user for editing.

Click the Employee tab.

Click the Remove Photo button (ﬂ)

Click the Save Changes toolbar button to save your changes.

PwnNpE

Panel Memory Configurations

Each Inner Range panel has a database for storing users and programming information. The
size of the database is determined by the size of the memory chip on the panel (32, 128 or 512
kilobytes). For each memory size, there are a number of memory configurations (such as
Standard, Alarms and Special) that determines how many items of each type are stored by the
panel. This count of items is known as the directory of the panel. For example, the 512k
Standard directory has 128 doors, 250 areas, 64 time zones and so on.

When you connect to a panel, Insight automatically checks the panel’s directory. Under normal
circumstances, the directory of the panel and the directory stored by Insight is the same. Under
certain circumstances, they can be different.

1. You have used a terminal to ‘default’ (change) the panel configuration since it was
enrolled; or

2. You created the panel in Insight from a template or by duplicating another panel, and
are now connecting to a panel with a different memory configuration.

Both situations cause a conflict in Insight, because the panel contains a different number of
records than you can see in Insight. Insight automatically resolves the conflict by creating
surplus and shadow items.

Surplus items are records that no longer fit in the new panel memory configuration. You can
edit them, but they cannot be saved to the panel unless the panel configuration is changed to
something else. If you know you will never do this, then the surplus records can be trimmed,
which deletes them permanently from Insight.

Shadow items are records that exist in the new panel configuration, but not in Insight. They are
like a ‘place holder’, telling you that the records exist in the panel but have not been uploaded
yet. If you know you will be sticking with the new memory configuration, then these records
should be expanded, which converts them into ‘real’ records by uploading them from the panel.

Below are some examples of surplus and shadow records and how they are created.

Example 1
Insight: ‘ff/ ‘ff/ ‘ff/ ‘ff/ 4 diaries
Panel: ‘ff/ ‘ff/ 2 diaries
Insight after connect: ‘ff/ ‘ff/ La La 4 diaries (2 normal, 2 surplus)
Insight after ‘trim’ command: if/if/ 2 diaries
Note

If you edit a surplus record and click save, your panel will be permanently unsynchronised
(since Insight can never save your changes to the panel). To rectify this, you should trim the
surplus records.
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Example 2

Insight: 1 door

Panel: ' ' ' '
Insight after connect: ' |£ |£ |£ 4 doors (1 normal, 3 shadow)

Insight after ‘expand’ command: ' ' ' ' 4 doors

Tip
If you make changes to a shadow record, it is automatically converted to a normal item and
queued for download to the panel.

4 doors

Trimming and Expanding Records

Under normal circumstances, you should always trim (delete) surplus records, and expand
(upload) shadow records. Insight doesn’t do this automatically, because you might want to copy
the information out of surplus records before trimming, and because expanding shadow records
can be time consuming (they have to be uploaded into Insight).

To trim or expand records: 2=
p ~|  SetPanelTime Dectory |\u’emons| Haldwalel Secunlyl
1. Right click on the panel in the Prafle L
. The directory racks haw many data itsms are stored by the panel. The Insight
Ins|ght Toolbar’ and ChOOSe directary and Panel directory should be the same. IF not, use the buttons below. Note:
« . " |‘J that trimming WILL permanently remove records from Insight!
Properties...” from the menu that v e o T ] =
appears Stalus 5 tccess Group 2 2
A - . . 1" &ir Conditioning 4 4
2. Click the “Maintenance” icon. ") B drcloqu odio B8 -
. . " & dyea 280 250
3. Click the “Directory” tab. Protocel e =
4. Click “Compare”. The panel column - i o 2z
shows how many items are in the — O e iy o
current panel memory configuration. ||| | AL e =
The InS|ght Column ShOWS hOW u Compare | Select Al Ezpand Insight| | Trimlnsight | ke Same |
Ima_n):] t|tems are being displayed by ) A e S
nsight.
5. Select the items you want to expand or trim, or click “select all” to work on the entire
panel.

6. Click “Expand Insight” to convert shadow records into normal records. If you are
connected to the panel, the records are uploaded immediately; otherwise, they are
gueued for upload the next time it is connected. Click “Trim Insight” to delete surplus
records from Insight. Click “Expand+Trim” to automatically expand or trim, depending
on which operation is appropriate.

Warning
You cannot undo the trim command - the surplus records are permanently deleted.

Note

Trimming and expanding has no effect on the panel. It only effects surplus and shadow records
in Insight.

Note

You cannot change the panel memory configuration with Insight. This can only be performed at
a panel terminal.
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Tip
You can trim or expand a particular item type by right-clicking the item in the Insight Toolbar,
then choosing “Trim Surplus Records” or “Expand Shadow Records” in the menu that appears.

Tip
You can quickly trim or expand the entire panel by right-clicking the panel in the Insight Toolbar,

then choosing “Entire Panel — Trim Surplus Records” or “Entire Panel — Expand Shadow
Records” in the menu that appears.

Operator Permissions
To trim records, you must have the change permission on the containing panel.
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Virtuality

Virtuality lets you program several physical panels as if they are a single “virtual” panel. In other
words, you program the information once and it is automatically saved to each panel.

Virtuality was introduced in Insight version 2. In its current implementation, virtuality is supported
for users. In other words, you program a user’s information once, and it is saved to multiple
panels. Future versions of Insight may extend virtuality to other item types.

A virtual panel is a collection of two or more physical panels. You create a virtual panel with
Insight Edit using a wizard. Creating a virtual panel is straightforward - you just select which
physical panels to include, and specify how you want to create your virtual users.

When a panel is added to a virtual panel, it is called a member panel.

A virtual user is like a regular user, except the user exists in all of the member panels and is
programmed from a single location.

Insight makes virtuality as simple as possible, by allowing you to edit users in a single location.

You can program all the fields you can normally program for a user such as name, PIN number,
user type, expiry and fob options. When you save your changes, they are sent to each member
panel in the virtual panel.

Although you may think of virtual users as existing in one place, in reality Insight has to convert
your changes into real users in real panels, and this introduces some complexity. For example,
the member panels may have different memory configurations. You may also want a user’s
access rights to be different in each member panel. Member panels will be connected to
different field hardware, and items such as “extra area” cannot be programmed from a single
location, since the extra area will almost certainly be different in each member panel.

Insight solves these problems using virtual links. Virtuality and virtual links will be explained in
more detail in the following pages.
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Virtual Users Explained

To understand virtual users, imagine you have two panels with the following programming. (For
simplicity, we are ignoring the fact that user 1 is normally INSTALLER and user 2 is normally
MASTER.)

Panel A Panel B
ﬁ U001 John ﬁ U001 John
ﬁ U002 Peter ﬁ uo02 Amy
ﬁ U003 Bill ﬁ U003 Jo
ﬁ U004 Frank ﬁ U004 (Blank)

Looking at the diagram, we can see that John exists in both panels, whereas the other users do
not. From now on, we want to program John in one place instead of two. To do this, we make a
new virtual panel and make John a virtual user in the virtual panel.

Virtual Panel Panel A Panel B
........................ rﬁf - -
:: VU001 John o » n U001 John e » n U001 John
ﬁ U002 Peter ﬁ uo02 Amy
ﬁ U003 Bill ﬁ U003 Jo
ﬁ U004 Frank ﬁ U004 (Blank)

Now that a virtual panel has been created, the following rules apply:

« John is now VUOOL1 in the virtual panel. This is represented by a gold user icon (f:).

« Any programming changes made to VU001 will be saved to U001 in Panel A and U001

in Panel B.

«» John cannot be edited in Panel A and Panel B, because he is now a virtual user. This
is represented by a grey user icon (R) in those panels.

You will note that the user numbers “line up” in each panel — VUQO1 is the same user as U001
in Panel A and U001 in Panel B. Now imagine that Peter has been granted access to Panel B.
He becomes U004 in that panel. How is this represented in the virtual panel?

Virtual Panel Panel A Panel B
........................ GE - -
~ . .
4a VU001l John oo » n U001 John e » n U001 John
~ 0 (o)
ia VUOO2 Peter oo » 5 U002 Peter 4a U002 Amy
ﬁ U003 Bill ﬁ U003 Jo
£ Uoos Frank < £ Uoos peter
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As you can see, the user numbers do not need to “line up”. Virtual user 10 might be physical

user 25 in Panel A and physical user 70 in Panel B.

You can control which physical user in each panel is
linked to the virtual user in the virtual panel.

To see or change which physical users are linked to
a virtual user:

1. Open the virtual user.

2. Click the Physical Panel ltems tab. The Panel
Item column shows which physical user is linked
for each panel.

3. If you want to change the physical user in a
panel, click the entry with the mouse. A drop-box

appears, allowing you to set a new physical user.

4. Save your changes.

Tip

Virtual User: YU0C0010

HE =
E

s]

R =]

Employee | Profile | Access | Options | Fob

Fanel ltems

%

Physical Pansl tems | udt |

Avirtual User is composed of real Users. There can be up to one real userfor
every real panel. To change the real user for a panel in the list, click on the

associated item to display the drop-down box.

Panel
Panel A
Panel B

Panel kem
uonnzs
uooa7o

You can jump directly to a physical user from this screen. Right click the physical user, and

choose “Edit” in the menu that appears.

Note

If you change the physical user, the newly selected user will be erased and replaced with the
virtual user. The previous user will be unlinked, but retains all programming. You should erase

this programming to avoid user duplication.
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Virtual Links Explained

To understand virtual links, imagine you have two panels with the following programming. (For
simplicity, we are ignoring the normal default items INSTALLER, MASTER and OWNER.)

Panel A Panel B
|: n U001 John n U001 John
m UT001 Guard m UTO001 Clerk
m UT002 Manager m UT002 Guard

As can be seen from the diagram, John exists in both panels and has User Type “Guard” in both
panels. Note that Guard is User Type 1 in the first panel and User Type 2 in the second panel.

When set up as a virtual panel, the diagram looks like this:

Virtual Panel Panel A Panel A
@ — —— - -
A VU001 John N 9, U001 John L 9, U001 John
AA AA AA
VUTO001 Guard \—pm UTO001 Guard m UTO001 Clerk

m UT002 Manager m UT002 Guard

In the virtual panel:

John is a virtual user.
Guard is a virtual user type link. Guard is only a link — it cannot be edited in the
virtual panel.

7
0‘0
7
0‘0

In the physical panels:

John is a copy from the virtual panel and cannot be edited except in the virtual panel.
Guard is the user type that already existed in the panel. Guard is not copied from the
virtual panel.

7
0‘0
7
0‘0

Essentially, the “link” (VUTO001) tells Insight which user type to use for John in each physical
panel. In Panel A, John is UT001 (Guard). In Panel B, John is UT002 (Guard). Editing VUT001
in Insight shows this information, but not the regular User Type programming fields. These must
be set up in each member panel.

Links apply to the following items: user types, areas, area lists, doors, door lists, inputs and
auxiliaries.
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Virtuality In Practice

The previous explanations may have made virtuality seem complicated. If you set up your
physical panels correctly, then it becomes much easier.

To set up virtuality in a new system:

1. Work out how many users will exist in every panel. This may equal the capacity of your
panels, or be a smaller number. Any leftover users can be programmed specifically on
that panel. Make sure to leave some “headroom?” for future use — for example, if your
system currently has 100 users, you may wish to assign 200 virtual users.

2. Program all of the users into consecutive slots in one of the panels.

3. Set up the user types for the users you have created. Again, use consecutive slots.

4. Make sure that the corresponding slots in the other panels do not contain important
information. They will be erased in the creation process, so copy records to safe
locations if necessary (see “using the copy wizard” on page 52).

5. Create the virtual panel using the “Master Panel” method.

Master panel: select the panel you set up in steps 2 and 3.

Starting record:  select one less than the first user you set up
in step 2. So if you started programming your
users at U0010, enter 9 here.

# of records: enter the number you decided in step 1.

If you create your virtual panel using this method, then the virtual users and virtual user type
links will all be created for you by Insight. All you need to do is edit the virtual users as required.

Tip
Insight uses colours to differentiate between virtual and non-virtual items. Refer to the table
below.

Icon Colour ltem Description

nl . . . . . . .

f Gold Virtual Ttem This is a_thual item. Programming changes will

dA automatically be saved to all member panels.

’ This is a virtual item in a member panel. You cannot

Grey Member Item edit this item directly — edit the item in the virtual panel
'y ;
instead.

~ This is a normal item in a panel. When you edit this

L& Regular Normalitem item, changes will be saved only to the panel

containing the item.
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Creating Virtual Panels

You create virtual panels in Insight Edit with the virtual panel wizard. ldeally, you should create
or enrol the physical panels first, although this isn't strictly necessary since you can add
member panels later on. When you create a virtual panel, you will normally want Insight to
create virtual users at the same time. You can choose between four methods for this task.

For the following illustrations, imagine you start with two physical panels, A and B, with some
users programmed as shown.

Panel A
sl ——

U001 Installer

Panel B
U001 Installer

U002 Master U002 Master

U003 Peter U003 Sue
U004 Bill U004 Jane
U005 Frank U005 Sarah

Method 1: Panel With Default Users

With this method, you specify a starting record and the number of users, and Insight creates the
requested number of blank virtual users. Any existing users in the range specified are erased in
each member panel.

Example
Starting record: 1, number of blank users: 3.

Virtual Panel

EB

Panel A

Panel B

ﬁ U001 Installer c U001 Installer
~ . .
4ia VU001 Blank — s U002 Blank e s U002 Blank
~ . .
4ia VU002 Blank — n U003 Blank e n U003 Blank
~ . .
4ia VU003 Blank — n U004 Blank e n U004 Blank
ﬁ U005 Frank c U005 Sarah

Note

Insight considers the first user to be starting record 0, whereas the panel starts number users
with “U00001”. Hence, entering a starting record of 1 corresponds to U00002 in the panel.
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Method 2: Master Panel

With this method, you specify a starting record and the number of users, and Insight creates the
requested number of virtual users by reading them from a dominant panel. Any existing users in
the range specified are overwritten in the other panels.

Example
Dominant panel: Panel A, starting record: 2, number of users: 2.

Virtual Panel Panel A Panel B
6o - — .

R U001 Installer R U001 Installer
R U002 Master R U002 Master

~ . .

ia VUOO1 Peter e n U003 Peter — n U003 Peter

‘:; VU002 Bill ——p| R U004 Bill | R U004 Bill
R U005 Frank R U005 Sarah

Note

Insight considers the first user to be starting record 0, whereas the panel starts number users
with “U00001". Hence, entering a starting record of 2 corresponds to U0O0003 in the panel.

Method 3: Empty Panel

With this method, the virtual panel doesn’t contain any virtual users initially. You must add them
later. Any existing users in member panels are unaffected.

Virtual Panel Panel A Panel B
H2 - — .,

U001 Installer

U001 Installer

U002 Master U002 Master

U003 Peter U003 Sue
U004 Bill U004 Jane
U005 Frank U005 Sarah

Method 4: Generate From Like Records

This method will be implemented in a future version of Insight.

Tip

You can create any number of virtual panels, however each physical panel can only belong in
one virtual panel.
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To create a new virtual panel:

74

1. Enrol or create the panels that will be in the member panel. You must start with at least
one panel, you can add more later if required.

2. Right click the site that will contain the virtual panel, and choose “New Virtual Panel” in

the menu that appears.

-
Y T New Sub-site...

+- o EnrolPanel...

- B8N pew panel From Template...

Mew Digital Eideo Recorder. ..

Delete

Properties...
The virtual panel wizard appears.

Introducing the virtual panel wizard

Welcome to the virtual panel wizard, It will guide you through the
creation of a virtual panel.

Virtual panels allow 'Insight Edit' to program a user across multiple panels
ina single operation.

Next > I Cancel

3. Click Next.

4. Enter a name for the virtual panel.

5. Tick the panels you want to add to the virtual panel. You can add panels from any site
or sub-site, provided they aren’t already a member of a virtual panel.

Properties &‘

Properties

Name: | Virtual Panel
Panels

[Arane &
HAranel &
Orznel ¢

Motes

Pleage enter the virtual panel name and select the panels that will be
in the virtual panel.

< Back Next > Cancel

Click Next.

Choose a creation method for your virtual users (see previous pages).

Click Next.

Depending on the chosen creation method, you may be asked to specify a starting
record and number of virtual users to create. Fill in the required fields, consulting pages
72-73 if necessary. Users in the range specified will become virtual in your member
panels. If you specified “default users” as your creation method, they will be erased. If
you specified “master panel” as your creation method, they will be copied from the
designated panel into the other panels.

10. Click Finish. Your virtual panel is created.
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Note

If you selected a method that creates virtual users, then the virtual users will be written to the
member panels immediately. If any member panels are offline, they will turn red, indicating there
are pending programming changes in those panels.

Note

Virtual users are always created starting with VU0O0001, even when you specify a starting record
greater than one. See the previous examples for an illustration.

To add a panel to an existing virtual panel:

1. Inthe Insight Toolbar, right click the virtual panel and choose “Properties...” in the menu
that appears.

2. Tick the panels you wish to add to the virtual panel.

3. Click OK.

Note

Users in the virtual panel will not be linked to the newly added panel(s). You must link the users
manually. See pages 72 and 73 for examples.

To delete a virtual panel:

1. Inthe Insight Toolbar, right click the virtual panel you wish to delete and choose
“Delete” in the menu that appears.
2. Click Yes. The virtual panel is deleted.

Warning

Deleting a virtual panel cannot be undone, except by creating a new virtual panel and setting it
up again. Think carefully before deleting a virtual panel.

Tip
Deleting a virtual panel doesn't delete the member panels, and their programming remains

unchanged. Future programming changes can only be made on the individual panels, unless
you create a new virtual panel.
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Insight Card Pool

Insight Card Pool lets you assign, manage and examine access control cards in an Inner Range
security system.
Use Insight Card Pool to:

Create direct entry and site code card pools

Assign cards to users

Mark cards as lost or suspended

Automatically create card pools based on panel programming
Detect unassigned cards and add them to card pools

Browse Card Pool Filter
Toolbar Toolbar Controls

= Untitled - IRCardPoa|Mgr

Fie Launch View Help
Insight Professional by Inner Range V3. 1.0.0 Preview Buid 19 - Click Fr Important Information
i Amx g @0HmS5 G0
sge | @ T Select Filter: |[Card Pool =] Enter Fiter Text:
—| B2 | eordPool Name | Card Number | Card Type Card Status | Card Assigned To | Date Last Updated | Time Last Updated | Reactivate ~
—————— 0 samplePool 1 Site Code: 1 InUse George Smiley (Panel Sample Panel)  Monday, September 04, 2005 04:47:49 PM
=y Al Card Pools & SamplePool 2 Site Code: 1 Lost Mo User Monday, September 04, 2006  04:49:26 PM Toby Esterhase (Panel Sample Pa
¥R Ao 0 samplefodl 3 Site Code: 1 InUse Toby Esterhase (Panel Sample Panel) - Monday, September 04, 2006 04:43:33 PM
0 samplepodl 4 Site Code: 1 Suspended No User Manday, September 04, 2006 04:51:42 PM il Haydan (Panel Sample Pane])
1 samplePodl 5 Site Code: 1 InUse Roy Bland (Panel Sample Panel) Monday, September 04, 2008 D4:50:00 PM
0 sampleposl & Site Code: 1 InUse Percy Alleiine (Panel Sample Panel)  Monday, September 04, 2005 04:50:10 PM
&= Sample Fool i Site Code: 1 Avallabie Mo User Monday, September U4, AUUb  U4:42:43 PM
&= samplePodl 8 Site Code: 1 Available N User Monday, September 04, 2006 04:42:43 PM
— = samplePodl 9 Site Code: 1 Available Mo User Monday, September 04, 2006 04:42:43 PM
[y = samplePodl 10 Site Code: 1 Available Mo User Manday, September 04, 2006 D4:42:43 PM
Ko &= samplePool 11 Site Code: 1 Avaiable Mo User Monday, September 04, 2008 04:42:43 PM
(@) = samplePool 12 Site Code: 1 Avaiable Mo User Monday, September 04, 2006 D4:42:43 PM
C & SamplePool 13 Site Code: 1 Available No User Manday, September 04, 2006 04:42:43 PM
= EsamplePol 14 Site Code: 1 Availeble Mo User Monday, September 04, 2006 D4:42:43 PM
— [ &= SamplePool 15 Site Code: 1 Available Na User Manday, September 04, 2006 D4:42:43 PM
< = samplePol 18 SiteCode: 1 Avaiable No User Monday, September 04, 2008 04:42:43 PM
ke = SsamplePosl 17 Site Code: 1 Avaiable Mo User Monday, September 04, 2006 04:42:43 PM
%) &5 SamplePodl 18 Site Code: 1 Available No User Monday, September 04, 2006 04:42:43 PM
[ = samplePosl 19 Site Code: 1 Avalable Mo User Monday, September 04, 2006 04:42:43 PM
- &= SamplePod 20 Site Code: 1 Available No User Monday, September 04, 2006 04:42:43 PM
& SamplePool 21 Site Code: 1 Available No User Monday, September 04, 2008 04:42:43 PM
= SamplePodl 22 Site Code: 1 Available Mo User Manday, September 04, 2006 D4:42:43 PM
&= SamplePool 23 Site Code: 1 Available No User Monday, September 04, 2008 04:42:43 PM
&= SamplePool 24 Site Code: 1 Available Mo User Monday, September 04, 2006 04:42:43 PM
&= SamplePodl 25 Site Code: 1 Available Na User Monday, September 04, 2008 04:42:43 PM
= samplePodl 25 Site Code: 1 Availeble Mo User Monday, September 04, 2006 D4:42:43 PM
== Sample Pool 27 Site Code: 1 Available No User Monday, September 04, 2006  04:42:43 PM -~
Card Pools | Status | < >
Launch the Insight Schematic module. eu Alarm(s)

Browse Pane

The Insight Toolbar lets you navigate between card pools.

The Card Pool Toolbar lets you manage your card pools.

The browse pane displays cards in the selected card pool.

The filter controls let you filter what is displayed in the browse pane.

Using The Card Pool Toolbar

® Create a new site code card pool.

@ Create a new direct entry card pool.

@ Create a new site code as direct entry card pool.
Special option that provides a special display format for direct entry cards.
Do not use unless recommended by Inner Range.

% Perform a panel scan and add freshly allocated cards to a card pool.

[E Auto create card pools based on panel programming.

%  Getinformation about Card Pool Manager.
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About Card Pools

A card pool is a collection of access control cards which can be allocated to cardholders. Often,
the cards are “keyed” to a particular site and numbered sequentially — these cards are called
site code cards. Such cards store two pieces of information, the site code (which is generally
common between all cards on a site), and the card number which is unique for each card.
Usually, the card number is printed on the card for easy identification. Cards can be enrolled
without a card reader, because the site code and card number are readily identifiable.

Cards that don’t have a site code are called direct entry cards. These cards only have one
piece of information, the card number. Because there is no unique site information encoded on
the card, typically this number is quite long and therefore isn’t usually printed on the card. These
cards have to be physically enrolled at a card reader to be enrolled into the system.

Regardless of which method is used, data is encoded on the card using binary numbers (0’s
and 1's). The length of this encoding (i.e. the number of binary digits or ‘bits’) determines the
“card format” (e.g. 26-bit, 34-bit etc.) The more bits, the more unique cards that can be
represented.

Card pools simplify the management of cards at a site by streamlining the allocation of cards to
users and introducing the ability to tag cards as lost or suspended. Cards can be returned to the
card pool, which makes them available for reallocation.

Note

You can only have one direct entry card pool. You can have any number of site code card
pools.

Warning

Insight Card Pool ignores tenancy rules. Operators will be able to see the names of cardholders
that don’t belong in their tenancy.

Migrating To Card Pool

If you’re migrating to card pool and already have cards programmed in your panels, you should
use Card Pool Manager to add these cards to a card pool.

To migrate to Card Pool in an existing installation:

1. Use the Auto Create Card Pools button to create card pools based on panel
programming (see “to automatically create a card pool based on panel programming”
on page 80).

2. Add any other card pools you require (for example, corresponding to unissued cards).
See “to manually create a card pool” on page 79.

3. Use the Panel Scan button to detect unassigned cards and add them to your card pools
(see “to allocate unassigned cards to card pools” on page 82).
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Working With Card Pools

You can create card pools in one of two ways. At any time, you can manually create a card
pool. When you manually create a card pool, you specify:

« The type of card pool (direct entry or site code).
« The number of cards initially in the pool.
+ The site code number and card range (for site card pools).

You can automatically create card pools based on panel programming. Insight Card Manager
looks at the site code programming of each panel, and creates corresponding site code card
pools if they don't exist already. A direct entry card pool is also created if it doesn't exist already.

To manually create a direct entry card pool:

1. Click the Direct Entry button on the Card Pool toolbar (“&).

2. Select the card format.

3. Select the COM port of your card reader.

4. Click the Start Read button.

5. Badge one or more direct entry cards to add them to the direct entry card pool.
Note

You cannot have more than one direct entry card pool. If one already exists, then cards you
badge will be added to the existing pool.

Note

Card Pool Manager expects cards to be badged at an Inner Range Card Enrolment Station (part
number 994500) connected to a PC serial port.

To manually create a site code card pool:

1. Click the Site Code button on the Card Pool toolbar (“a).

2. Make sure the Create New Pool radio button is selected.

3. Enter a name, site code and site code offset for the card pool. The site code offset is
not normally required. However, you must specify an offset if the card number range
overlaps any other site code card number range in any given panel. For more
information, refer to your Concept system programming documentation.

4. Specify how you want the card pool to be created, as follows:

Enter range manually: enrols a sequential batch of cards without badging them.
Swipe range: enrols a sequential batch of cards, you swipe the 1> and last card.
Swipe cards: enrols cards one at a time as you badge them.

5. If you chose “swipe range” or “swipe cards”, specify the card format and COM port, then
click Start Read and badge your cards.
6. Click OK.

Tip

Insight expects the card number field to be entered in decimal. The Site Code may be entered in
the hexadecimal or decimal field depending on the card format. You can convert between
hexadecimal and decimal using the Windows calculator (Start—All Programs—
Accessories—Calculator). Just switch the calculator to scientific mode (View—Scientific).

Tip
If you change COM ports while Insight is waiting for you to badge a card, then badging is
aborted. Click the Start button to resume badging.
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To automatically create card pools based on panel programming:

1. InInsight Edit, program the site codes for your panel.

2. In Card Pool Manager, click the Auto Create button on the Card Pool toolbar ('Z)). If a
site code is found in any panel with no corresponding card pool, the card pool is
created. A direct entry pool is also created, if one doesn't exist already.

Tip
If you start Card Pool Manager and there aren’t any card pools defined, Card Pool Manager
carries out this action automatically

Tip
If you've already issued cards to cardholders, you should use the scan panel feature to update
the contents of your card pools. See page 82.

To add cards to an existing direct entry card pool:

The process is the same as creating a new direct entry card pool. See “creating a direct
entry card pool” on page 79.

To add cards to an existing site code card pool:

Press the Site Code toolbar button on the Card Pool toolbar (“a).
Make sure the “Add to Existing Pool” radio button is selected.
Use the Card Pool Name field to select a card pool.

Specify how you want the card pool to be extended, as follows:

R NS

Enter range manually: adds a sequential batch of cards without badging them.
Swipe range: adds a sequential batch of cards, you swipe the 1% and last card.
Swipe cards: adds cards one at a time as you badge them.

5. If you chose “swipe range” or “swipe cards”, specify the card format and COM port, then

click Start Read and badge your cards.
6. Click OK.

Using The Browser

The browser pane in Card Pool Manager shows the status of cards in a card pool, and also lets
you quickly tag cards as lost or suspended.

Card Pool Name [ card Number [ Card Type [cardstatus [ Card Assigned To [ Date Last Updated Time Last Updated | Reactivate [ Last Assigned To | Quick Note
&= Sample Card Pool 1 Site Code: 240 Lost No User Tuesday, September 05, 2008 02:53:46 PM George Smiley. ..

: Sample Card Pool 2 Site Code: 240 InUse Toby Esterhase (Panel Sample Panel)  Tuesday, September 05, 2006 02:52:46 PM

0 sample CardPool 3 Site Code: 240 Suspended No User Tuesday, September 05, 2008 02:53:32 PM Bill Haydon (P...

: Sample Card Pool 4 Site Code: 240 InUse Roy Bland (Panel Sample Panel) Tuesday, September 05, 2006 02:53:01 PM

&= sample CardPosl 5 Site Code: 240 Avallable Mo User Tuesday, September 05, 2006 02:54:12 PM percy Alleline (...
) sample CardPool & Site Code: 240 InUse Peter Guilam (Panel Sample Panel)  Tuesday, September 05, 2006 02:53:14 PM

: Sample Card Pool 7 Site Code: 240 InUse George Smiley (Panel Sample Panel)  Tuesday, September 05, 2006 02:53:58 PM

&= sample Card Pool 8 Site Code: 240 Available No User Tuesday, September 05, 2006 02:52:05 PM

&= Sample Card Pool 9 Site Code: 240 Available No User Tuesday, September 05, 2006 02:52:05 PM

&= 5ample Card Pool 10 Site Code: 240 Available Mo User Tuesday, September 05, 2006 02:52:05 PM

The browser pane shows the status of all cards in the currently selected Card Pool. The
meaning of each column is explained below.

Heading Description
Card Pool Name The name of the pool containing this card.
Card Number The card number. For site code cards, this is the

decimal card number component without the site code.
For direct entry cards, this is the entire card number (in
hexadecimal).
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Card Type Either direct entry or site code. For site code cards, the
site code is also displayed (in decimal).

Card Status Available: the card is waiting to be assigned.
In Use: the card has been assigned to a cardholder.
Lost: the card has been lost.
Suspended: the card has been suspended.

Card Assigned To For cards that are in use or lost, indicates who the card
is assigned to.

Date/Time Last Updated The date and time the status of this card most recently
changed.

Reactivate For cards that are lost or suspended, indicates who the
card will be assigned to if it is reactivated.

Last Assigned To For cards that are returned from the lost or suspended
states, this column indicates who the previous assignee
was.

Quick Note Operators can enter general comments in this field.
You can filter the browser pane on a range of criteria. Only cards matching the criteria are
displayed.
To apply afilter to the browse pane:

1. Select a criterion in the Select Filter box.
2. Enter atext string in the Filter Text box. Insight hides cards that don’t match the filter
text.

Tip
To stop filtering, clear the contents of the Select Filter box.

Managing Cards

You manage cards by allocating them in Insight Edit, and by marking them in Card Pool
manager when they are lost, suspended, returned or reallocated.

To allocate cards from a card pool:

See “to assign a card from a card pool” on page 55.

To mark a card as lost:

1. Inthe Insight Toolbar, select the card pool that contains the lost card.
2. Inthe browse pane, right-click the lost card and choose “Lost” in the menu that appears.
The status of the card is changed to “lost”.

Tip
Changes you make in Card Pool are saved automatically.

Note

If your changes affect a cardholder in a panel and the panel is online, changes will be written to
the panel immediately. If the panel is offline, changes will be written the next time it is
connected.
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To suspend a card:

1. Inthe Insight Toolbar, select the card pool that contains the lost card.

2. Inthe browse pane, right-click the card and choose “Suspend” in the menu that

appears. The status of the card is changed to “suspended”.

To re-activate a lost or suspended card:

1. Inthe Insight Toolbar, select the card pool that contains the lost card.

2. Inthe browse pane, right-click the card and choose “Reactivate” in the menu that
appears. The card will be reassigned to the user listed in the “reactivate” column.

To return a lost or allocated card to the card pool:

1. Inthe Insight Toolbar, select the card pool that contains the lost card.
2. Inthe browse pane, right-click the card and choose “Return” in the menu that appears.
The status of the card will be changed to “available” and the identity of the previous

cardholder will be displayed in the “last issued to” column.

Unassigned Cards

Unassigned cards are cards that have
been assigned in Insight Edit to a
cardholder, but don’t exist in any card
pools. This will be the case if Card Pool
was licenced after the cards were
assigned. You can use Card Pool
Manager to scan for unassigned cards
and add them to your card pools.

To scan for unassigned cards:

1. Click the Panel Scan button on
the Card Pool toolbar (-%).

2. Insight scans panel
programming, then displays the
Assign Users To Card Pool
window. If any unassigned

Assign Ugors To Card Pool

<

Select Card Pooi To g [Samoe Card Pol

Site Code Offeat;

cards are detected they're displayed in the left hand pane.

To allocate unassigned cards to card pools:

arLONE

Tip

Select the cardholders whose cards you wish to assign to a card pool.
Select the card pool in the lower right corner.

Click the “assign to card pool” button (>>).

You can repeat steps 1-3 to assign cards to different card pools.

Click the Close button to commit your changes.

If you change your mind, you can cancel your changes by selecting all of the assigned

cardholders in the right hand pane and clicking the “remove from card pool” button (<<).
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Insight Review

Insight Review lets you search, filter and print security events from your Inner Range security
system. The Professional Edition also includes advanced alarm handling and report generation.

Use Insight Review to:

e View live and archived review

e Search and filter review data

e Specify advanced alarm rules (professional edition)

e Acknowledge alarms (professional edition)

e Generate reports (professional edition)

Review Toolbars
Browse _
Toolbar Insight Review: - ADMIN i [al 1]
File Edit Launch| ¥iew Report Help
InsigProfessional v0.5.4,
[& A= o B Lir /
— aix -oix]
Sy D=d=5akle
£ 1w BT N | T Sl
and | Ting: [Panel =1 [is / = [andadsizk =] =" B
Source | Date | Time |/ # | Details | ;l
standard 512k 26/02/2004 02:13:51 PM [ 99772 DAYLIGHT gone valid
standard 512k 99773 INSTALLER Pin accepted at TO1
standard 512k 99775 Area 1 on by INSTALLER.
standard 512k A 99776 Area 2 on by INSTALLER
standard 512k 47 f 99777 Area 3 on by INSTALLER
standard 512k f 99776 Tamper on Zone 4
standard 512k g 99779 Xmit Tamper on Zone 4 in Area 2 stTo .
standard 512k A 99780 Tamper on Zone § F | |ter
standard 512k 99781 Xmit Tamper on Zone S in Area 3 stTa
standard 512k 93782 Tamper on Zane & Stacks
R standard 512k 99783 Kmit Tamper on Zane 6 in Area 3 stTo
standard 512k 99754 Area 1 off by INSTALLER
Insi g ht — standard 512k 95767 CTOL - Off-Line
TOOI bar o 26/02/2004 0Z:22:03PM 99788 CTOL - On-Line

Insight Review .2)
D HEE8aEe
Thing: [Panel = [ | [poeess 123 = ‘ﬁ-“ H &

Source | Date f Time I # | Details | ;l
Access 128k 26/02[2004 02:05:58 PM 99700 DADOZ gone invalid J

Access 128k 26/02/2004 02:05:52 PM 99701 MEW YEARS DAY gone invalid
Access 128k 26/02/2004 02:05:52 PM 99702 WORKING HOURS gane walid
Access 128k 26/02/2004 02:05:56 PM 99703 DAYLIGHT gone walid

Access 128k 26/02/2004 02:06:02 PM 99704  INSTALLER. Pin accepted at T3
Access 128k 26/02/2004 02:09:10PM 99705 INSTALLER Pin sccepted ak TO3
Access 128k 26/02/2004 02:09:16 PM 99706 Area 1 on by INSTALLER
Access 128k 26/02/2004 02:09:19PM 99707 Alarm of
Access 128k 26/02[2004 02:09:19PM 99708  Xmit Alal
Access 128k 26/02/2004 02:09:21 PM 99709
Access 128k 26/02/2004 02:09:21 PM 99710
Access 128k 26/02/2004 02:09:21 PM 99711  Alarm on Zong

Browser | Co

Bl 0 Panel(sionline | oM 4

| /

Risaidy

Review Windows Review

e The Insight Toolbar lets you manage your sites and panels (page 23).
e Review Windows let you search, filter and display review (page 85).
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Underlying Concepts

Inner Range panels maintain an audit trail of access control and alarm events known as review.
Depending on the size and configuration of the panel, this can be up to 6500 entries. Once the
review log is full, it slowly begins overwriting itself.

Insight uploads review from panels whenever it is connected, and stores it in a permanent
archive. The archive can be examined in real time (as new events are added by panel activity)
or historically. Because Insight keeps a permanent archive, it does not matter when the panel
review log overwrites itself.

Warning

Insight only receives review from panels while they are connected. If events occur when a panel
is disconnected, they are queued and received by Insight the next time a connection occurs.
The number of events that can be queued varies depending on panel size, but is guaranteed to
be at least 300 events and will be at most 6,500 events.

Warning

Insight tracks review via the Insight comms task (menu 7-3-1 at any terminal). If this comms
task is stopped and started (manually or via the Control Module being reset) then Insight cannot
determine which review events are ‘unseen’. In this case, you must move the review pointer
manually. See page 88.

Previous Software

In PCDirect and WinDirect, review was received automatically during online edit mode. With
Insight, panels might not be ‘connected’ even when Insight is running. To understand panel
connections, see page 33.

Tip
Insight uploads review from panels whenever they are connected, even if the Review module is
not running.

Insight Audit Events

Insight generates its own review entries called audit events. Audit events are generated when
operators log on and log off, when alarms are acknowledged and when items are edited in
Insight Edit.

Tip
You can filter specifically for audit events. Open a review window, add a new Thing filter, and
set the thing to “Insight Audit”.
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Review Windows

Review is examined in a window called the review window. You can have as many review

windows open at a time as you like, each with its own set of filters. To open a new review

window, select “New...” from the File menu, or press CTRL+N.

* Insight Review o ] 5
Period Filter bzdis8- CINENESS Review Toolbar
. — ~
> Period: ILast vl |24 :I IHours Yl = H =
) ) and | Thing: IPaneI j Iis j ISampIe Panel j =& | %
Thing Filter — ; .
Source I Diate | Time | # | Details -
Sample Panel 26/10{2005 1:20:28 PM 103 Module not initialized: FOL (FO1)
Sample Panel 26/10/2005 1:20:30 PM 104 T01:%06 On by Al-1 (.\.1001) Exit Aux F"ter T00|bar
Sample Panel 26/10/2005 1:20:30 PM 105 Al-1{A001) on by Insight {Remate)
Sample Panel 26/10{2005 1:20:32 PM 106 TO1:%06 OFF by A1-1 (A001) Exit Aux
Sample Panel 26/10/2005 1:27:21 PM 111 A1-1(A001Y off by Insight (Remate)
Sample Panel 26/10/2005 1:27:21 PM 112 Module not initialized: FO1 {FO1)
Sample Panel 26/10/2005 1:253:01 PM 115 Module not initialized: FO1 {FO1)
Sample Panel 26/10{2005 1:25:03 PM 116 TO1:%06 On by Al-1 (A001) Exit Aux
Sample Panel 26/10/2005 1:25:03 PM 117 Al-1{A001) on by Insight {Remate)
Sample Panel 26/10{2005 1:25:05 PM 115 TO1:%06 OFF by A1-1 (A001) Exit Aux
Sample Panel 26/10/2005 1:29:22 PM 123 Al-1{A001) off by Insight {Remote)
Sample Panel 26/10/2005 1:29:22 PM 124 Module not initialized: FO1 {FO1) .
Sample Panel 26/10/2005 1:30:46 PM 127 Module not initialized: FO1 {FO1) Fllter StaCk
Sample Panel 26/10{2005 1:30:47 PM 1258 TO1:%06 On by Al-1 (A001) Exit Aux
Sample Panel 26/10/2005 1:30:47 PM 129 Al-1{A001) on by Insight {Remate)
Sample Panel 26/10{2005 1:30:49 PM 130 TO1:%06 OFF by A1-1 (A001) Exit Aux
Sample Panel 26/10/2005 1:31:50 PM 132 Al-1{A001) off by Insight {Remote)
Sample Panel 26/10/2005 1:31:50 PM 133 Module not initialized: FO1 {FO1)
Sample Panel 26/10/2005 2:05:54 PM 136 INSTALLER (00001} Pin accepted at TO1 (TO1)
Sample Panel 26/10/2005 :07:17 PM 137 INSTALLER {00001} Pin accepted at TO1 (TO1)
Sample Panel 26/10/2005 2:11:05PM 138 INSTALLER (00001} Pin accepted at TO1 (TO1) >
« | oy
Review

Using the Review Toolbar

[

33

Open a new review window.
Open a saved filter stack.
Save the current filter stack.

Show or hide the filter stack.

.~ Add a new filter to the filter stack (and stops review processing).

w @ & @

H

Turn auto-scroll on or off.

Clear the current window. Disabled if review processing is enabled.

Starts and stops review processing for this window.

Create a filtered report.

Select review archive.

Using the Filter Toolbar

& i W

and

Open a saved filter.
Save the filter for use later.

Remove the filter from the filter stack.

Toggle and/or logic. If and is selected, review must match this filter as well as
previous filters. If or is selected, review only has to match this filter plus any

subsequent and filters.
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To Examine Review:

1. Open a new review window (CTRL+N)

2. Load or modify the filter stack to suit your requirements

3. If your filter stack includes the “all review”, “live review” or “last...” filters, and you want
review to appear as it happens at the panel, make sure the panel is connected in the
Insight Toolbar.

4. Click the “GO” button.

Filtering Review

Since Insight saves every single review event ever received, the number of events can grow to
a large number. Usually, you will only be interested in examining review from a particular time
period or from a specific panel. You can quickly isolate review of interest by applying filters.

About Filter Stacks

Each review window has a filter stack applied to it. A filter stack is a collection of one or more
filters which are “stacked” between the window title and the window contents. When you modify
the filter stack, you change what review events are displayed in the window.

Tip
You can hide the filter stack by clicking the show/hide filter stack button. The filters still apply
even when hidden.

Time Filters

Time filters let you filter for review that occurred at a certain time. There are five types of time
filters.

On: Lets you specify a particular day. You can also specify a time interval on
the specified day, for example 18:30 to 19:15.

From/To: Lets you specify an interval that spans more than one day. For example,
midday on March 15 until 8pm on April 3",
Last: Lets you specify review that occurred within a certain range of the current

time. For example, the last 45 minutes or the last 2 weeks. As time passes,
entries will disappear with this filter type.

Live Review: This special filter type matches any review that is received live from a

connected panel.

All Review: This special filter type matches ALL review unconditionally, including live

review from connected panels.

Thing Filters
Thing filters let you filter for review that concerns a particular item. Refer to the table below.

| want to...

This is achieved by...

See review from a specific panel.

Exclude review from a specific panel.

See review that contains certain text.

Exclude review that contains certain text.

See review for a particular user, door, area,
time zone, function zone, calculated auxiliary,
diary, input or module.
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Select the panel thing filter.

Select the panel thing filter, then set the
matching option box to “isn’t”.
Select the text compare thing filter.

Select the text compare thing filter, then set
the matching option box to “isn’t”.

Select the user, door, area, time zone,
function zone, calculated auxiliary, diary or
module thing filter.



| want to...

This is achieved by...

Exclude review for a particular user, door,
area, time zone, function zone, calculated
auxiliary, diary, input or module.

See review that is a particular type (e.g. area
on/off, system messages, user access etc.)

Exclude review that is a particular type.

See XMIT entries.

Select review for a particular XMIT message
type.
See all Insight audit events.

See edits made to panel programming, Insight
programming or Insight permissions.

See operator log-ons and log-offs.

See panel enrolments.

Paid Feature

Not all of these filters are available in Insight Lite.

Select the user, door, area, time zone,
function zone, calculated auxiliary, diary or
module thing filter, then set the matching
option box to “isn’t”.

Select the review type thing filter.

Select the review type thing filter, then set the
matching option box to “isn’t”.

Select the XMIT thing filter. (XMIT entries are
review messages flagged as ‘important’ by the
panel).

Select a thing filter that starts with an asterisk.

Select the Insight audit thing filter.

Select the audit panel items, audit insight
items or audit permissions thing filter.

Select the audit operator log thing filter.

Select the audit sync panel thing filter.

You can combine any number of time and thing filters to create more complex rules. For
example, by adding three filters you could show only review from “Panel A” that occurred in the
last hour and contains the word “granted” in the message.

To add a filter to the filter stack:

Click the add filters button in the toolbar (ﬂv) and choose the appropriate type.
Modify the filter according to you requirements.

3. [Ifthisisn't the only filter in the stack, click the and/or button to determine how this filter
interacts with the other filters in the stack.

4. Click the go button ) to activate review processing for the window.

Tip

You can search for items in the review window. Choose “Find...” from the Edit menu, or press

CTRL+F.

To copy review to the clipboard:

1. Select the item(s) you want to copy.

2. Choose “Copy” from the Edit menu, or press CTRL+C.

Tip

You can select multiple rows by holding down the Shift or Control keys whilst clicking in the

review window.
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To save review to a text file:

(Optional) select the entries you want to save.

Choose “Save As...” from the File menu.

To save all events, click the All Entries radio button. To save the events you selected in
step 1, click the Selected Events radio button.

4. (Optional) enter a name for your file.

5. Click Save.

wn e

Moving The Review Pointer

If the Insight comms task is reset, then Insight cannot determine which review entries have not
been processed. In this case, it is possible to move the review pointer manually.

To move the review pointer:

1. Right click the panel in the Insight Toolbar and choose “Review” in the menu that
appears, then choose “Move Back...”.

2. Enter how far back you want to move the review pointer.

3. Click Close.

Warning

Moving the review pointer may cause duplicate review entries to be recorded. This feature is
recommended for experts only.

Basic Reports

Insight includes report templates for most common reporting activities, including user access,
door access and alarm reports. Refer to the table below.

| want to... This is achieved by...
Create a report showing all review events. Use the all events report.
Create a report showing all comms task triggers. Use the all alarms report.
Create a report showing all XMIT events. Use the XMIT alarms report.
Create a report showing user activity. Use the user access report.
Create a report showing door activity. Use the door access report.
Create a report showing lift activity. Use the lift access report.
Create a time on site report. Use the time on site report.
Create a report showing events matching a Create a filter stack report.

complex filter.

To generate a basic report:

1. Select the desired report from the Reports menu.
2. Specify the criteria for your report.
3. Click OK. Insight generates the report.

Tip
You can copy all or part of the report into the Windows clipboard. Select the portion you want to

copy, then choose “Copy” from the Edit menu, or press CTRL+C. Formatting will be preserved if
you paste the report into a compatible application such as Microsoft® Word.
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To print areport:

1. Choose “Print...” from the edit menu.

Tip
If your report doesn’t paginate correctly, then regenerate the report and change the “records per
page” value to something else.

To save the report to disk:

1. Choose “Save As...” from the File menu, or press CTRL+S.

Tip
The report is saved in HTML format and can be opened by any web browser.

To find text in areport:

1. Choose “Find...” from the Edit menu, or press CTRL+F.

Custom Reports

You can generate a report based on complex rules and filters. Creating custom reports is a two-
step process. First, a filter stack is created that specifies the criteria for the report. Then, the
report is generated.

To create a custom report:

1. If necessary, create a new review window (select “New...” from the File menu, or press
CTRL+N).

2. Add time filters and thing filters to your review window until it is filtering for the data you
want (see page 86).

3. Test your filter stack by pressing the Go button in the toolbar (.).

4. Click the Filtered Report button in the toolbar (E|). A report is generated matching the
criteria in the filter stack.

Tip

If you save the filter stack with the Save Filter Stack button (E), then you can quickly access
the report by choosing “Filter Stack” from the Reports menu, then selecting your saved filter

stack. Make sure you are saving the Filter Stack, and not an individual filter - the Save Filter

Stack button is next to the Hide Filter Stack button (&) at the top of each review window.
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Time On Site Report

With Insight you can generate a Time On Site report.

The key features of the Time On Site report are:

]

Time on Site report criteria

Report Criteria

Export I
Fields I

Detailed / Exception 1
Panels / Users  Doors 1

C5V File |
Time [ Date

1.

o gkrowbd

© N

Fully customisable report criteria including
flexible start and end times, multiple shift times,

Date / Time Range

st [Bo/m0s -]

End: [12/10/2005

|

[1z:o0:00 A =

[rsoisapm =

cardholders, doors.

Selectable reporting fields. e
Choice of detailed or exception reporting modes. :
Customisable shift tolerance.

Provision for worker breaks of customisable
duration.

Option to export to CSV (Comma Separated
Values) file readable by Excel & other software.
Option to export to MYOB, Tenix or Custom file.
Six ‘report inaccuracy’ validation triggers.
Ability to load and save all report settings.

| shiftstart | shiftEnd |
12:00:00 AM  11:53:59 PM

Add
Tolerance: | 15 E minutes

Ignore bresks of | 0 E minutes or less

Records Per Page: [20° =]

Review Archive : | Curent

Load Settings | Save Settings

Cancel

Paid Feature

Time On Site reporting is licensed separately as part of the Insight Advanced Reporting Licence
and requires Insight Professional to operate.

To generate a Time On Site report:

1. Choose “Time On Site” from the Reports menu.

2. Onthe Time/Date tab, specify the starting and ending date and time for the report.

3. Define one or more shifts for the report.

4. On the Panels/Users/Doors tab, select at least one cardholder and door. Any number of
additional doors and cardholders can be specified, across multiple Panels if required.

5. On the Fields tab, tick the fields you want included on the report.

6. On the Detailed/Exception tab, choose between a detailed report (which includes all
time on site information) and an exception report (which only includes entries that match
specified exception criteria, such as minimum or maximum hours per day/week/month).

7. If you want to export the data in addition to generating the report, tick the Generate
Export File box on the Export tab, and choose your Export Type (Custom, MYOB or
Tenix). Once you have chosen the export type, you can then choose your export
settings relevant to that type. If you choose the “Custom” type, you will need to setup
the file format. See “To setup a custom export type format” below.

8. Choose which review archive to run the report on. The default is “current”, which
contains review that hasn’t been archived.

9. If you want to save the report settings, click the Save Settings button.

10. Click OK to generate the report.

To setup a Custom export type format: -'m-fw-mmww-h x|
= ::d::‘::r:nmdﬂnm) Substitution Felds:

1. Choose “Custom” from the Export Type Butoele i
drop-down list. U s s ros

2. Select “Edit Custom Output Format”. | R o ok s

3. Define the content of the Header, User asca,
Summary record, Ingress/Egress record e G e
and Footer sections. The required data e e e e o e
fields, separators, format identifiers, etc. e e
are added by selecting an insertion point =
and double-clicking on an item in the o
“Substitution Fields” list. Normal text can s o,
also be entered by typing. [Fere g:opf:;,_,,

4. Click OK to accept the settings for this AT -

o I Cancel
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Note

Insight will automatically flag users whose report data may include inaccuracies. Users are
flagged who trigger any of the following events:

Two or more consecutive ‘Door Out’ events without an intervening ‘Door In’ event.
Two or more consecutive ‘Door In’ events without an intervening ‘Door Out’ event.
First event in shift is ‘Door Out’.

Last event in shift is ‘Door In’.

No ‘Door Out’ events in shift.

No User/Door Access review entries.

oukhwnE

Tip
You can specify a shift tolerance when generating a time on site report. In and Out events
occurring within the specified tolerance will be included in the report.

Tip
You can specify customisable worker breaks. Time off site will be ignored if it is less than the
specified interval.

To generate areport using saved settings:

Choose “Time On Site” from the Reports menu.

Click the Load Settings button.

Navigate to your saved settings file.

Click Open.

(Optional) make any desired settings changes prior to running the report.
Click OK to run the report.

ouhrwbhE

Alarms

Insight provides advanced, customisable alarm recognition and response. The key features of
Insight alarm handling are:

X3

o

Four alarm levels: low, medium, high and critical.

Define any number of customisable alarm events with complex filters.
Customisable alarm reaction including sound effects and opening schematic maps.
Automatic user photograph pop-up.

Customisable help response messages.

Customisable operator responses.

7
0’0

X3

o

X3

o

X3

o

X3

%

What is an alarm?

For clarity, we define two different types of alarm:

- Panel alarms (also called XMIT entries) are security conditions detected in the field by a
Control Module and flagged as an alarm. Usually, you will want these alarms to be handled as
an alarm condition in Insight.

- Insight alarms are defined by Operators. They may or may not be based on an XMIT entry.
Insight Alarms are much more flexible than panel alarms, because you can choose exactly what
conditions must be satisfied for the alarm to be raised.

The way Insight reacts to an alarm is controlled by an alarm response. When Insight is first
installed, it has a single alarm response set up that handles all panel alarms. You can modify or
remove this alarm response, and you can add any number of additional alarm responses.

Alarms are displayed in the alarms window, and must be acknowledged. In any module, the
number of outstanding alarms is displayed in the lower right hand corner of the screen.

| 480 Alarmn(s)
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Paid Feature
Alarm handling is not available in Insight Lite.

Acknowledging Alarms

x
When an alarm occurs, a number of things =~ =&

. . Alarm Level: |l -
WI” happen' dependlng on the rUIeS urcegl QIQIQIDEIME #* Details Alarm Message
Specified in the Corresponding a|arm Sample Pane by A1-1 (A001) Exit Aux Aux On/OfF

@ scrple Panel  26/10/2 001) on by Insight (Remote) Area ORJOFf

response. Typlcally, an alert sound is @ carpie Panel  26/10/2005 Liziaz PN 106 TUl‘:XDGOFfbyAl-l (AOOL)Exl dux A OnJOFF
played and the alarm count starts flashing.

. < | |
TO Open the alarm handler WIndOW |Alarms: 3 [Tatal Alarms: 3 |Alarm Responses: 3 of 3 enabled v

1. In any module, click the alarm count in the status bar (bottom right).

To acknowledge an alarm:

1. Open the alarm handler window.

2. Select the alarm you wish to acknowledge. (You can select multiple alarms with the shift
and control keys).

3. Click the Acknowledge Alarm button ( £|). Depending on the alarm response options
the Alarm Acknowledge screen appears.

4. If the alarm requires an acknowledgement message, then enter your acknowledgement
text. You can select from pre-defined operator | ceertor adnewedanens:
responses by clicking the down-arrow at the [nomers o e s =
right edge of the field. o |

5. Click OK. The alarm is removed from the alarm handler window.

Working With Alarm Responses

An alarm response defines what rules constitute an alarm and also specifies how Insight reacts
when it occurs. Alarms are defined using a filter stack. When incoming review matches the filter
stack, the alarm is triggered. A triggered alarm can be configured to attract the Operator’s
attention in a variety of ways. Triggered alarms are added to the alarms window and must be
acknowledged.

To create a new alarm response: EEEETTEMNEE | 1 Panelis) online

h
1. In any module, click the alarm counter (bottom right corner). The Alarm Handler window
opens.
2. On the Edit Alarms menu, choose “New Alarm Response X

Alarm Response” and navigate to the
type of review event you want to base
the alarm response on. A new filter stack
is created matching your criteria, and the ame: | Insioht Review
Alarm Response window is displayed.

Options ]Message ] Immediate ] Acknowledge ] DYR. ] Reports ]

Alarm Response Details

. . alarm Level: |Critical j
3. Enter the settings for this alarm response . £ | =
(see below). Rl | g
4. Click OK. Iv Operator Response
I¥ Enabled

This Alarm will be Acknowledged
Automatically
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Options Tab

This defines the basic properties of the Alarm Response.

Item Description
Name The name of the alarm response, used for identification only.
Alarm Level Specifies the urgency of the alarm. Since the alarm window

Response Help

Operator Response

Enabled

This Alarm will be
Acknowledged Automatically

Message Tab

can be filtered to only show a certain level and above, this
can be used to prioritise alarms.

Specifies the help text that should be displayed when the
alarm is acknowledged.

If ticked, the operator must enter a text message when
acknowledging the alarm. If cleared, no text message is
required.

If ticked, alarm processing occurs normally for this alarm
response. If cleared, the alarm response is ignored.

If ticked, no operator action is required - Insight will
acknowledge the Alarm automatically and the Alarm will not
appear in the IR Alarm Handler window.

Controls the Message displayed to the Operator in the Alarm Response window.

Item

Description

Alarm Response Message

Text Colour

Background Colour

Immediate Tab

A description of the alarm. This text is displayed next to the
alarm in the alarm handler window.

When the alarm occurs, the text will be this colour in the
alarm handler window.

When the alarm occurs, this colour will be behind the alarm
in the alarm handler window.

Allows Insight to perform actions immediately upon receipt of this type of Alarm Insight Review.

Item

Description

Beep PC’s internal Speaker

Play a Sound File

Repeat Count

Maximize Window

Flash Application Icon In
Taskbar

When the alarm occurs, the internal PC speaker is beeped.

When the alarm occurs, the specified sound file is played. To
choose a custom sound, press the Custom radio button, then
browse to the sound file (must be in WAV format). Press the
Test button to hear the alarm sound.

Indicates how many times to play the alarm sound. If set to
continuous, the sound repeats until the alarm is
acknowledged or the mute sounds button is pressed in the

toolbar (=]|).

If Insight Review is running, then it will be maximised (in
other words, the window will be expanded to take up the
entire screen). If Insight Review isn’t running, this option is
ignored.

If Insight Review is running, then it will start flashing in the
Windows task bar. If Insight Review isn’t running, this option
is ignored.
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Display Photo-ID User If the review entry that generated the event has a user

Verification screen associated with it, then the Photo-1D User Verification screen
is displayed.

Start Insight Schematic Launches Insight Schematic.

...when computer name is If this field is used, a Windows machine name (without the

backslash characters) must be specified.

Map In Insight Schematic, specifies which map to display when
the alarm occurs.

Show DVR Camera Live Video  Opens a new video window displaying live video from the
specified camera.

Run (immediate tab) You can specify the path, name and command line options of
a 3rd-party software component, which will be executed when
the alarm occurs.

Note

Custom alarm sounds are not backed up by Insight Archiver. If you delete or rename the custom
sounds, then they will not be played by Insight.

Paid Feature
The Display Photo-ID User Verification screen requires a valid Photo-ID licence.

Using the Photo-ID User Verification e
Screen B User, Information Popup |._||’E|r5__(|

Mrs. Wanda Zieloss

1. The Photo-ID User Verification _ -
Screen will appear in response Showing 9.9F 9 event(s). 2 e e ey
to a user event when enabled.

2. The user associated with the
current user event is displayed
in the middle of the screen.

3. The associated review event is
displayed beneath the pictures.

4. Selecting the Previous or Next

button will show the _ Previous |

corresponding user event and

user photo. You can also click >
on the previous or next photo to

go to the corresponding event

‘ Date: 26{03(2007 12:11:56 PM

User Access
Wanda Zieloss (U00035) Card Access in Carpark Roladoor (DO01)
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Acknowledge Tab

Contains options pertaining to Alarm acknowledgement.

Item

Description

Display a Message Box

Display a dialog box showing
User Information

Auto Pop-Up

Run (acknowledge tab)

DVR Tab

If this option is ticked, then double-clicking an alarm opens
the alarm acknowledgement window. If this option isn’t ticked
and response help is set to none and operator response isn’'t
ticked, then double-clicking an alarm silently removes it
without showing the alarm acknowledgement window.

If the review entry that generated the event has a user
associated with it, then a User Information Window is
displayed when the alarm is acknowledged, unless the Auto
Pop-Up option is ticked. (This is a different window to the
Photo-ID Verification box in the Immediate tab)

If the review entry that generated the event has a user
associated with it, then the User Information Window is
displayed when the alarm occurs. The User Information
option must also be ticked.

You can specify the path, name and command line options of
a 3rd-party software component, which will be executed when
the alarm is acknowledged.

Commands can be sent to cameras and DVRs when an Alarm is received.

Item

Description

Execute DVR Command

Additional Parameters

Reports Tab

Sends the specified command to the selected camera or
DVR.

Some commands require additional parameters, which can
be specified in these fields.

Advanced Reports can be triggered to run upon receipt of an Alarm.

Item

Description

Run Report

Additional Parameters

Note

The checkbox runs the selected report when the alarm
occurs.

Allow you to select from Advanced Reports in the system.

For reports to execute automatically, you must set a valid printer in the settings for the selected
report. If you need to print to a network printer, the IRDB service on the Insight server computer
must be set to run using an account that has access to the network printer(s). See your network
administrator if network printing is required.

Tip

Unlike the Actions in the other tabs, the Actions in the DVR and Reports tab aren’t dependent
on an Insight client module being open at the time the Alarm is received. These actions will
execute when the alarm is received by Insight as long as the Insight server is running.
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Paid Feature

To perform DVR commands on alarms, the Insight DVR Integration Module must be purchased.
Likewise, the Insight Advanced Reporting Module is required to trigger reports on alarms.

To customise which events trigger an existing alarm response:

wn

Open the Alarm Handler window by clicking the alarm count.

Click the Alarm Responses button in the toolbar (ﬂl)

Select the alarm response you wish to modify, then click Edit. The alarm response filter
stack is displayed, then the alarm response window is opened.

Click Cancel to close the alarm response window. You will be left with the alarm
response filter stack.

Modify the filter stack to suit your requirements (page 86). Remember, any review
messages that satisfy your filter stack will generate an alarm.

Close the filter stack. Changes take effect immediately.

To modify how Insight reacts to an existing alarm response:

Tip

wmn

Open the Alarm Handler window by clicking the alarm count.

Click the Alarm Responses button in the toolbar (ﬂl)

Select the alarm response you wish to modify, then click Edit. The alarm response filter
stack is displayed, then the alarm response window is opened.

Make any changes to the alarm response.

Click OK.

If the filter stack for the alarm response is open, then you can modify the alarm response simply
by clicking the Alarm Response button on the toolbar (4).
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Working With Help Responses

Help responses are displayed as part of the alarm acknowledgement window. You can create
different help responses for different alarms. You must first create the help response using the
help response editor. You can then attach the help response to an alarm so it will be displayed

during the acknowledgement procedure.

To create a new help response:

1. Open the Alarm Handler window
by clicking the alarm count
(bottom right corner).

2. Click the Help Responses button

in the toolbar (gl).

3. Click New.

4. Enter the name and text of the
help response. You can use the
formatting tools at the bottom of
the window to control text
colour, size and formatting.

5. Click OK.

To modify an existing help response:

1. Open the Alarm Handler window
by clicking the alarm count.
2. Click the Help Responses button

in the toolbar (gl).

Click Edit.
Make any changes you require.

oA w

To attach help response to an alarm:

Alarm Response Help x|

Title:
I Standard Help

Response Help Instuctions:

Sample Help Response

Please acknowledoe the alarm with a clear and concise response.

[ Bold Text Size: ISmaII 'l

I Underine Text Colour: I

I Italic Background Colour: [N
ITI Cancel |

Select the help response you wish to modify.

Click OK. The next time you acknowledge an alarm with this help response attached,
you will be shown the updated text.

Open the Alarm Handler window by clicking the alarm count.

wn

Click the Alarm Responses button in the toolbar (ﬂl)
Select the alarm response you wish to modify, then click Edit. The alarm response filter

stack is displayed, then the alarm response window is opened.

4. Select the Options tab.

5. Click the Response Help field, and select the help response you want displayed.
6. Click OK. When operator’s acknowledge this type of alarm, the help text will be
displayed in the acknowledge window.

97




Working With Operator Responses

Operators usually need to enter text when acknowledging alarms. Instead of entering free text,
you can provide “templates” dealing with common responses that the operator can quickly
select.

To create a new operator response:

Open the Alarm Handler window by clicking the alarm count.

Click the Operator Responses button in the toolbar (Iﬁ).
Click New.

Enter the name and text of the operator response.

Click OK.

arLON B

To modify an existing operator response:

Open the Alarm Handler window by clicking the alarm count.

Click the Operator Responses button in the toolbar (Iﬁ).
Select the operator response you wish to modify.

Click Edit.

Make any changes you require.

Click OK.

oukrwn =

To apply an operator response when acknowledging an alarm:

1. Double-click the alarm to open the alarm acknowledgement screen

2. In the Operator Acknowledgement field, click the pull-down arrow and choose the
appropriate response. You can optionally modify the text if required.

3. Click OK.
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Pl | Insight Advanced Reports

L11Y
|-

- Insight Advanced Reports lets you design and generate any number of complicated reports,
including muster reports.

Use Insight Advanced Reports to:

Generate muster reports

Generate extended user reports with photographs

Design your own reports based on existing templates or from scratch

Place coloured text and graphics, drawing shapes, charts, barcodes, tables, forms or
even data from external applications in your reports

e Export reports in a myriad of formats including HTML, XML, RTF, JPEG and Text.

Launch Reports Preview
Toolbar Toolbar Toolbar

=% |RReport - TIM - 192.168.1.155

File View Launch Help
Insight Pr ional by Inner Range V3. 1.0.0 BETA 2 - Cljck For Important Information

i Amx j @20

= Rieport Templates
= Extended User Repoits
ed Lz

= Muster Feports
Users in Areas Last Access - ALL
Users In Areas Last Access - Group by ACCESS POINT
Users In Areas Last Access - Group by AREA,
Users In Areas Last Access - Group by DATE

il

Tachnicn
Rt s [ . e

=B

Report
Preview

Insiaht Toolbar

L1 PRepots Repart Templates | Sthtus

Ready A0 Alarm(s)

Report Templates Report Thumbnail

The Insight Toolbar lets you select a report template or customised report.
The Reports Toolbar lets you run, edit, delete or view properties of a report.
The Preview Toolbar lets you print, email or view the report.

The Report Thumbnail lets you immediately jump to any page of a report.
The Report Preview displays the last report that you generated.

Paid Feature
Insight Advanced Reports is a separately licenced module.
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Underlying Concepts

Insight Advanced Reports lets you design your own reports using a flexible report designer. The
basis of every report is a report template. The report template dictates the physical
appearance of the report including the position of text and graphics, which Insight fields are
included, any grouping or sorting of the data in the report and any page headers or footers
included in the report. Think of the report template as the physical layout and appearance of the
report.

In addition to the report template, a report requires certain information that assists in preparing
the report. For example, a muster report needs to know which areas of interest should be
included in the report. Insight also needs to know where to send the report — to the screen, to a
printer, to an email contact or to a file. This information is collectively called the report settings.

A report is the combination of a report template and the report settings. Insight requests the
report settings every time you run a report. When you save a report, the report settings are
saved as well, and are used as the default values the next time you run the report.

Insight is pre-installed with a handful of reports. These are called built-in reports. If you change
the report settings, you can save the report under a new name. The saved report is called a
custom report.

Tip
A report template controls how a report looks. The report settings specify what data to feed to
the report, and also where the report is sent (screen, printer, export file etc.).

Working With The Insight Toolbar

The Insight Toolbar provides access to your custom reports = B Bulin Repails
. . - Extended User Reports
and built-in reports. Etened User Rego
- Muster Reports
Users in freas Last Access - ALL
. Users In Areas Last Access - Group by ACCESS POINT
To view and manage your custom reports: Users In Ares Last Access - Group by AREA

Users In Areas Last Access - Group by DATE

1. Make sure the Insight Toolbar is visible (View—
Insight Toolbar)
2. Click the Custom Reports tab

Custom Reports  Builtin Reports | Status

To view and manage your built-in reports:

1. Make sure the Insight Toolbar is visible (View—Insight Toolbar)
2. Click the Built-in Reports tab

Generating Reports

Generating a report requires up to three steps: selecting the report, specifying the report
options, and running the report.

To generate a report without changing report settings:

1. Onthe Insight Toolbar, click the Custom Reports tab (to generate a report you've saved
previously) or click the Built-in Reports tab (to generate a built-in report with default
settings).

2. Right-click the report, and choose “Run Report” in the menu that appears.

Tip
All Advanced Reports can be triggered in response to an Alarm. See the section Working With
Alarm Responses on page 92.
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To generate areport with the option to change report settings:

1. Onthe Insight Toolbar, click the Custom Reports tab (to generate a report you've saved
previously) or click the Built-in Reports tab (to generate a built-in report starting with
default settings).

Right-click the report and choose “Report Settings...” in the menu that appears.
Specify any data settings for the report (varies according to the report type).

Click More Options.

Specify the date range, print options and export options for the report as desired.
Click OK.

If you want to save your settings as a custom report, click Save As and enter a name
and group for the report. The group dictates where the report appears in the Custom
Reports tree.

8. Click Run Report.

Nookhwn

Tip
You can create a new group when saving the report. Click the Create New Group button and
specify a name for the group.

Note

If you need to print to a network printer, the IRDB service on the Insight server computer must
be set to run using an account that has access to the network printer(s). See your network
administrator if network printing is required.

To export areport to afile:

Select the report you want to export.

Right-click the report and choose “Report Settings...” in the menu that appears.
Specify any data settings for the report (varies according to the report type).

Click More Options.

Click the Export Options tab.

Specify a name and format for the export file.

Click OK.

If you want to save your settings as a custom report, click Save As and enter a name
and group for the report. The group dictates where the report appears in the Custom
Reports tree.

9. Click Run Report. The report is exported then the normal report preview appears.

NG A~WNE

Tip
If you don't specify a path, then Insight saves the report in the Advanced Reports folder in the
Insight directory (normally C:\Program Files\Insight\Advanced Reports).

Tip
If you want the exported report to be opened by Microsoft® Word®, then select “HTML” as the

export format, and call the export file “filename.doc”. Adding the .doc extension means the
document will be opened by Word, which can parse HTML files (from Word 2000 onwards).

Tip
If you want to export a report to PDF (Portable Document File) format, then generate the report

to screen, then click the email (.=1 ) button in the Preview Toolbar and choose PDF as the
format.
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Built-in Reports

Insight ships with a number of built-in reports. As of version 3.2.1.2., there are three main types
of built-in report: door access reports, extended user reports and muster reports.

The door access reports show when doors in the system have been accessed and by whom.
The extended user report shows the name, company and department of a specified set of
users including their photograph. The muster reports show user access within the last 24
hours, and are used to establish the location of all users currently on site at the time the report
is run.

To generate a door access report:

. . o All Accesses Per Door By Department
1. Onthe Insight Toolbar, click the Built-in Reports
tab and select the type of door access report you T e
wish to generate. If you've created your own oo, Rt —
. > Card IPS Panel  PerthouseGuesi 092557 AM 18,5007
custom door access report, then select it instead j;,’f T rerm et m’mj:
Rodriguez - Jarwsay ¥ T
(on the Custom Reports tab). WE as  pSPael eboscod Gamoran | TSR
2. If you want to specify a date range, print or Romer | O PSParal | Porwousains (AT |y Bo7
. . Maurice Dell Card PSPanet | NOUSSTTIRS | g5 o7 g5 pyy | Monday. May 26
export the report, right click the report and e B o I P o
. . - 7 Set 2007
choose “Report Settings...”. On the dialog that - o p—n e ——
appears, click More Options and specify those e Dy | Ot | PSPaet Pebuseties cvarsoem | ML
H o™ _Cart . JPSOanel 2ncFiccGuest 03trasem RN
se_ttmgs. :;rf‘w m:“
3. Click Run Report. N

To generate an extended user report:

1.

Select the Extended User Report on the Built-in
Reports tab. If you've created your own custom
report based on this report, then select it instead
(on the Custom Reports tab).

Right click the report and choose “Report
Settings...”

Select the users that should be included in the
report. (Only users who have information in the
First Name, Last Name, Company, Department
or Photograph fields are displayed.)

Inner Range Extended User Report

Hay

s
Eanmac e

an

Bl Amaw

Farmiie

Tagmaton
LT

i

If you want to specify a date range, print or export the report, click More Options and

specify those settings.
Click Run Report.

To generate a muster report:

1.
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On the Insight Toolbar, click the Built-in Reports
tab and select the type of muster report you
wish to generate. If you've created your own
custom muster report, then select it instead (on
the Custom Reports tab).

Right click the report and choose “Report
Settings...”

In the left pane, specify the areas you wish to
run the muster report against.

In the right pane, select any muster points you
want to highlight in the report.

If you want to specify a date range, print or
export the report, click More Options and specify
those settings.

Click Run Report.

Users in Areas Last Access Report
(Grouped by Access Point)
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Custom Reports

A custom report contains all of the run-time settings of a report (such as input data and output
format), plus the name of the template that embodies the layout of the report. To change the
physical appearance of the report, you edit the report template. To change what data is fed to a
report and where its sent to, you edit the custom report settings.

To create a custom report:

On the Insight Toolbar, select a report which will form the basis of your custom report.
Right-click the report and choose “Report Settings...” in the menu that appears.
Specify any data settings for the report (varies according to the report type).

Click More Options.

Specify the date range, print options and export options for the report.

Click OK.

Click Save As and enter a name and group for the report

Click Cancel to close the report options window.

NN E

To modify a custom report:

1. Onthe Insight Toolbar, select a report which will form the basis of your custom report.
2. Right-click the report and choose “Report Settings...” in the menu that appears.

3. Specify any data settings for the report (varies according to the report type).

4. Click More Options.

5. Specify the print options and export options for the report.

6. Click OK.

7. Click Save.

8.

Click Cancel to close the report options window.
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To switch a custom report to a different template:

1. Select the report you want to change.

2. Right-click the report and choose “Report

Settings...” in the menu that appears.
Click More Options.
Click Browse.

arw

Reports).
Click Open.
Click OK.
Click Save.
Click OK.

BoOo~N»

Working With Report Previews

Navigate to the report template you want to use.
(Normally in C:\Program Files\Insight\Advanced

Look in: | |3 Advanced Reports

&

My Recent
Documents
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0. Click Cancel to close the Report Options window.

When you generate a report, a preview is displayed in the report preview pane of the Advanced
Reports main window. You can use the preview toolbar to perform additional operations such as

printing or emailing the report.

Using the Preview Toolbar

Go to the first page of the report.

1af 1

Jump directly to a page of the report.
Go to the next page of the report.
Go to the last page of the report.
Print the current page of the report.

Print all pages of the report.

MEEYYlJdaa

Tip

When emailing a report, you can choose to email in a number of formats including PDF, TIFF,
EMF, JPG and text. The default type is a preview file, which can be opened on any computer

that has Insight installed.

Working With Templates

Go to the previous page of the report.

Send the report via email to a recipient.

Every report is based on a report template. A report template can be shared between different
reports, and you can have many different report templates. Each report must use exactly one

template.

Insight Advanced Reports ships with a number of built-in report templates to get you started.
You can create your own templates by choosing an existing template, making a copy of it and
modifying it to suit your requirements. Or, you can create a new report template from scratch.
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To create your own report template:

Tip

Select a custom report (Insight Toolbar—Custom Reports tab) or built-in report (Insight
Toolbar—Built-in Reports tab) that most closely resembles the report you're trying to
achieve. (If you intend to start a new report from scratch, then you can select any report
you like.)

Right-click the report, and choose “Edit Report Style...” in the menu that appears. The
report designer opens and shows the contents of the report template.

On the file menu, choose “Save As...” and enter a name for the new template.

Click Save.

If you're creating a report from scratch, then select all the objects on the report (press
CTRL+A or choose Select—All from the Objects menu), then press the delete key (or
choose Delete from the Edit menu). Then choose Save from the File menu.

Make any changes you wish to your new report template.

Choose Save from the File menu.

Close the report designer.

Once you've created a new template, you'll need to modify a custom report so that it uses the
new template. See “to switch a custom report to a different template” on page 104.

To modify an existing report template:

N .

©Co~NoO

Note

Select a report that uses the template you want to modify.

Right-click the report and choose “Report Settings...” in the menu that appears.
Click More Options.

Click Edit Style. The report designer opens and shows the contents of the report
template.

Make any necessary modifications to the report template.

Choose Save from the File menu.

Close the report designer.

Click OK.

To see a preview of your changed report, click Run Report. If you don’t want to preview
your changes, click Cancel (the changes to your template are preserved).

The built-in templates are marked as “read only”. You cannot directly modify these templates.
To edit a built-in template, first save it with a different name.

Warning

Changes made to a template will affect all reports that use that template. If you want to make
changes to a report without affecting other reports, then save the template under a different
name before making changes, then assign the new template to the report (Report
Settings—More Options—Browse).
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Using The Report Designer

Insight Advanced Reports includes a fully featured report designer for modifying existing reports
or creating new reports. With the report designer you can:

Add formatted text and graphics to your report

Add tables of columnar data with coloured cells, gridlines and text
Add drawing shapes to your report

Add dynamic graphs to your report

Add HTML text to your report

Add Insight data fields to your report

Preview Pane Actions Toolbar

== Advanced Reports - C:\Wrogram Files\Insight\AdvanceZ Reports\extended_user.Ist
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Properties Pane Workspace

e The actions toolbar lets you open, save or print the report; cut, copy and paste
elements in the report; align items on the report; and perform other operations on the
report.

e The objects toolbar lets you place text, graphics, shapes, graphs, barcodes and other
items on the report.

e The variables pane lets you drag Insight data fields onto the report. When the report is
run, these fields are replaced with information from the Insight database.

e The preview pane shows a thumbnail preview of the report.

e The properties pane shows properties about the currently selected item.

e The workspace is where you make changes to the report layout.

For more information on using the report designer, refer to the on-line help (click the help menu
and choose “Contents” in the report designer).

Tip

You can open the built-in report templates to see how they work or to adapt them to your
requirements.
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Insight Archiver (SQL Edition)

Insight Archiver provides a one-click backup solution for your Insight security database. All

database components (including review and panel programming) are archived into a single file
for convenient storage. Insight Archiver can also archive review to a separate file. Backups can
be scheduled to occur automatically or run manually.

4 Insight Backup SQL

File Launch Help
Use InS|ght Archlver (SQL Edltlon) to Insight Professional by Inner Range v2.2.0.8 - Click For Important Information
5QL Backup/Restore tool
ﬂ) &+ Backup " Restore " Review Only

e Backup your database i

. I! Archive path :‘ C:\Program Files\Inner Range\Insight'Backups', J
e Restore a previous backup | l
e Move review to an archive n e
e Schedule automatic backups shesde.. | [ sanp | oo |

Insight Versions
Insight Archiver SQL is part of Insight Professional.

Insight Versions

A simpler version of Insight Archiver is part of Insight Lite. Insight Archiver Lite can back up your
entire database to a single file, but cannot schedule automatic backups or move review to a
separate archive.

Backing Up vs. Archiving

You can back up your Insight Database to a file. This creates a copy of all your data, which
can later be restored from the backup file. Your existing database isn’'t modified when you make
a backup, and is completely replaced when you restore from a backup.

You can archive the Insight Review to an archive file. This moves review that occurred prior to
a date you specify, and places it in an archive file. If you choose to archive review, Insight
Archiver will create a new archive file for each calendar year. In busy systems, archiving review
is necessary to prevent the database growing too large.

Tip
You can create review filters that extract review from a yearly archive. Open a review window,
and click the Select Review Archive button (&) in the toolbar.

Note

You cannot create a filter stack in Insight Review that can display review from multiple archives
simultaneously.

To manually create a backup:

=

Ensure the “Backup” radio button is selected.

2. Specify a location for the backup file to be saved. You can navigate to a different folder
easily by clicking the ellipsis (...) button.

3. Click Backup.

4. Your Insight database is archived to a file called “InsightBackup year month day

time.ibu”. For example: InsightBackup 2005 Oct 07 190133.ibu.

Note

If Insight Archiver is set to save or restore a back up to a location outside the Insight installation
folder, then the “NT AUTHORITY\Network Service” account on the Insight ‘server’ machine
needs to have full access to the selected location. See your Network Administrator for
assistance.
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To schedule an automatic database backup:

PwnNpE

oo

Note
Insight Server must be running at the appointed time for a scheduled backup to be performed.

Click Schedule...

In the screen that appears, tick the “perform scheduled database backup” box.

If necessary, specify the location of the backup by clicking the ellipsis (...) button.
Specify how often to run the backup, and on which days and at what time to perform the
backup.

Click OK.

A new Insight database backup will be created each time the criteria you entered is
triggered.

To schedule automatic review archiving:

No

Note
Insight Server must be running at the appointed time for a scheduled archive to be performed.

Click Schedule...

In the screen that appears, specify the location of the backup by clicking the ellipsis (...)
button. Note that archived review and Insight database backups always occur to the
same directory.

Select the “review archive schedule” tab.

Tick the “perform scheduled database archive” box.

Specify how often to perform the archive, what review should be archived, and on which
days to perform the archive.

Click OK.

Review will be moved from the “live” database to the appropriate yearly review archive
each time the criteria you entered is triggered.

To manually restore from a backup:

108

Ensure the “Restore” radio button is selected.

Specify the backup file you want to restore from. You can navigate to the file easily by
clicking the ellipses (...) button.

If you want to backup the existing database before its overwritten, tick the “Preserve
existing database” check box. The backup is saved into (Insight Directory)\Backups\
PreservedFiles.

Click Restore.

If Insight Server is running, you will be asked to wait while the Server is stopped.

Your Insight database is replaced with the backup.



Warnings

I. When you restore from a backup, the existing Insight database is deleted and
replaced with the backup.

II. A backup taken with a newer version of Insight must never be restored to an older
version of Insight. l.e. A backup taken with Insight V3.3 must not be restored to
V3.2 or earlier.

lll. A backup taken from newer versions of SQL Server cannot be restored to older
versions, regardless of the Insight versions involved. l.e. A backup taken from SQL
Express cannot be restored to any Insight version that is connected to MSDE or a
full-blown SQL Server 2000.

Note
Insight Archiver must be run on the Insight Server computer.
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Insight Licence Manager

Insight Professional requires licence keys to function. These licence keys are stored in the USB
hardware lock that was shipped with Insight Professional.

Use Insight Licence Manager to:

e View installed licence keys
e Install and remove licence keys

M Licence Keys

Froduct Serial Mumber

- mom: < Serial Number

Installed Licence keys

Key [ Licence
E26B CTAZBL259125  Hotel PHS Interface.
E4DE-254E2F15939  Insight Professional (Al Modules) Evaluation Yersion: Expires 26/06/2008

3E33-2084-1D96-DIEE Multi-Panel (3 Panels]
FDOE-5BCE-1715-7658 Insight Reports (Reports)

F368-5357.B0214208  Insight Cand Pool .\\ Licence Keys

E1F3-4057-FE34-BF03 Insight PhotalD Evaluation Yersion: Expires 2/07/2008

439F-4D20-624E-3304 Insight D¥F; integration (2 DWRs) Evaluation Yersion: Expires 3/07/2008
£554-BCE7-C437-204F Multi-Client (0 / 4 Clients] Evaluation Yersion: Expires 4/07 /2008
5BCB-4350-1106-0631 Remate Customer Licence (1] Evaluation Version: Expires 4/07/2008
A7B3-9267-BB15-ECAC Remate Installer Licance [1] Evaluation Yersion: Expires 4/07/2008
FA4B-FD23 Mamatha [Allowed)

Active Remote
Connection

Add Remove: Al eI | ™ Aliow TS connections by default

About... Exit

A

e The Serial Number identifies your Insight installation.

e The Licence Keys determine which features of Insight are available.

e The Allow TS and Deny TS buttons and the Allow TS Checkbox are used in
conjunction with “Allow Remote” licences. See the installation instructions supplied with
the Allow Remote license for more details.

Paid Feature
Insight Licence Manager is part of Insight Professional.

Registering Insight Professional

Insight Professional will operate in Professional mode for thirty days from the initial installation
date. During this time, you must contact Inner Range for a permanent Professional licence key.

To register Insight Professional:

1. Choose “About...” from the Help menu of any module.
2. Click the hyperlink that says Click to Reqister. A new window appears.
3. Click the hyperlink that says Click here for registration form.

Tip
The Insight serial number is stored inside the hardware key. You can
quickly check the serial number by opening the About box in any module.

-
-
\J‘\_.
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Licenced Modules

Your Insight Professional licence provides unlimited access to the core Insight Professional
modules such as Insight Operators and Insight Schematic. The following features or functions
are licenced separately:

o,
0’0

Insight Card Pool

Insight Photo ID

Insight Advanced Reports

Insight Time On Site Reporting
Insight DVR Integration

Insight Dynamic User Import Module
Insight COM Interface

Insight Communicator

o,
0’0

o,
0’0

o,
0’0

o,
0’0

o,
0’0

o,
0’0

o,
0’0

Panel Licensing

Insight Professional includes a licence to enrol one panel. To enrol additional panels, additional
licences are required. Contact your Inner Range distributor.
Note: Up to 15 IP Door Controller Panels may be enrolled without additional licenses.

Workstation Licensing

Insight Professional includes a licence to log in from one workstation. To enrol additional
workstations, additional licences are required. Contact your Inner Range distributor.

About Fixed Workstation Licences

When you purchase workstation licences, they are initially “floating”. As soon as an operator
logs on from a new non-server workstation, the licence becomes locked to that workstation. You
can manually “unlock” a licence at the rate of one workstation per week.

To unlock a workstation licence:

1. In Licence Manager, select the workstation whose licence you want to release.
2. Click Remove.

To unlock all workstation licences without waiting one week per licence:

1. Contact Inner Range, who can issue a special key to release all workstation licences.
The key will function for 48 hours from the time of generation.

Remote (Terminal Services) Licensing

Insight Professional supports connections to Insight machines over Windows Remote Desktop
or Terminal Services.

e The Insight Allow Remote Licence allows connection to an Insight computer on the
network from a remote computer in order to use Insight. The remote computer does not
need to have Insight installed on it.

A Client licence needs to be purchased for each remote connection. For more information,
contact your Inner Range distributor.
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Insight Operators

Insight Operators lets you manage who is allowed to login to Insight, and what privileges they
have within the Insight system.

Use Insight Operators to:

Create operators

Delete operators

Modify operator privileges

Create “locked down” workstations with reduced privileges
Manage tenancies in multi-tenant systems

Launch Toolbar

¥/ Insight Operators - INSTALLER - 127.0.0.1
File Edit View Laund

Help

Insight Professional by Inner Range V3. 1.0.0 Preview Build 19 - Click For Important Information

(CEE PR LIRS < Browse Toolbar
_ alx| Mew
£ Operatars . A o
") W;;lkstahuns S S 9\
</ Dperatar Types HOMIN INSTALLER  TASKMGR

8 Tenants

Insight Toolbar

Browser Status

Ready B0 Alarm(s) Il 0 Panel(s) onine

Browse Pane

e The Insight Toolbar lets you select between operators, workstations, operator types
and tenants.
e The browse pane displays items you can modify.

Paid Feature
Insight Operators is part of Insight Professional.

Demo Edition
Operator passwords are bypassed in the demonstration version of Insight.
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Working With Operators |

Access to Insight modules is restricted to H:E
authorised personnel called operators.

Operators have their own user name and X
password. Operators can be assigned Types
different levels of privilege, which determine ~
what operations they can perform. -
Administrators =
Special operators can be created called e
administrators. Administrators are like

normal operators, but with permanently

elevated privileges.

Prcfie |

Dpesator Profle

Logn Hame: [ADMIN
Password I Change..

Seltngs

an Type

Statur, (% Enabled

Ok I Cancal

Installer

There is only one installer operator in any Insight installation. The installer has all the privileges
of an administrator, plus the ability to create and delete tenants. The installer is invisible to

everyone except the installer.

Task Manager

There is only one task manager operator in any Insight installation. The account is invisible to
everyone except the installer. The task manager is a special non-logon account which executes

any scheduled operation, including:

X3

o

Scheduled panel time sync (page 39).
Scheduled user expiry (page 47).
Scheduled database archive (page 108).
Scheduled DVR time sync (page 144).

X3

o

X3

o

X3

o

To create an Operator:

then retype the password in the

% Set stast date

" Selact Access timas

1. Click the Operators tab in the Insight Toolbar.
2. Click the “New” button; or press the
Insert key; or right click the browser ~ hccess |
pane and select “New Operator...” e Expiry
from the menu that appears. R :
3. Enter a unique name for the Operator. A . Expee operatoreni 1511172007 3] siowa7em
4. Specify a password for the Operator Tope e
~
dA
Acces:

Confirm Password field.

5. Click the “Types” icon, and allocate
Operator Types to the Operator.

6. Click the “Access” icon, and configure
the Expiry and Availability parameters
for this Operator if required.

7. Click OK to save the new Operator.

=
Audit

o] _oms | o |

To delete an Operator:

1. Click the Operators tab in the Insight Toolbar.

2. Right click the Operator and choose “Delete” in the menu that appears; or click the
Operator with the left mouse button, then press the Delete key.
3. Click Yes when asked if you really want to delete the Operator.

Tip
You cannot delete yourself.
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Operator Permissions

To create an Operator you need create permissions on operators. To delete an operator you
need delete permission on the operator.

To suspend an Operator:
You can suspend an operator without deleting them.

1. Open the Operator you wish to suspend.
2. Click the “Disabled” radio button.
3. Click OK. The Operator will not be able to login to any modules.

Tip

You cannot suspend yourself.

Operator Permissions

To suspend an Operator you must have the change permission on the Operator.

Working With Operator Types

|
Operator Types let you control which ,ﬁ Pufle |
items Operators can see, create, Psfle Eni e
delete, control and modify. b
EE] Desaription: |
Permissions
Once an Operator Type has been atss: =
created, you can assign it to Operators. - !
Lag On
=
Audit
=
To create an Operator Type: T = =
1. Click the Operator Types tab in the Insight Toolbar.
2. Click the “New” button; or press the Insert key; or right click the browser pane and
select “New Operator Type...” from the menu that appears.
3. Enter a unique name for the Operator Type.
4. Click the “Permissions” icon, and allocate privileges to the Operator Type.
5. Click the “Log On” icon, and specify which workstations Operators of this type are
permitted to log on from.
6. Click OK to save the new Operator Type.

To delete an Operator Type:

1.
2.

3.

Note

Click the Operator Types tab in the Insight Toolbar.

Right click the Operator Type and choose “Delete” in the menu that appears; or click the
Operator Type with the left mouse button, then press the Delete key.

Click Yes when asked if you really want to delete the Operator Type.

Deleting an Operator Type might prevent Operators from logging in, since an Operator with no
Type cannot login to Insight modules.

115



Tip
Operators who are Administrators automatically receive all privileges. You do not have to assign
them any Operator Types.

Operator Permissions

To create a new Operator Type, you must have the create permission for Operator Types. To
delete an Operator Type you must have the delete permission on the Operator Type.

Working With Permissions

Sites and Panels | Security | Defauls |

Permissions are at the heart of Operator Types. T s bk hows e . R -
R R . R 2 ree Delow shows the el!'mssluns iat af {eliglid = g‘ ol ul= _ ﬂEj
With permissions, you can precisely control what opetorlipe, peabe ol peregndihese | | B = 818 2| - §|S
an Operator can do in Insight. T Sies v
—l4% Master Site Edicdicd a [ e
/g Panels FEFCCE CC
There are three pages of permissions in each /g9 Saple P df i m | R Y
8 B Acoess Group - -
Operator Type: sites and panels shows ;:vclondmnnmdal i ;_F_ -
. . . nalogue Module
permissions for all sites, panels, panel & freali afid ;IIZ 7II; -
programming and maps. Security shows D i FFCFCP OO
permissions for Operators, Operator Types and e e "AFAEE ERA
Workstations (in other words, the items
manIpU|ated by the |nSIght OperatOrS module Kew: [ = pemission relates tathis item [ = permission doss rot relate to this item

itself). Defaults shows what permissions will apply to new items that are created in the future.
Insight lets you define what an Operator can do via nine permissions.

Permission Description

See The see permission means you can see the item in lists and browser panes.
The inspect permission means you can open the item and see how it is
Inspect .
configured.
Chanae The change permission means you can modify the item and save your
9 changes.
Create The create permission means you can create new items of that type.

Permissions on the new item will be copied from the Defaults page.

The delete permission means you can delete the item. For panel items like
Delete doors and user types, this permission lets you reset the record to the
unprogrammed state.

Control The control permission means you can control the item via the Insight Toolbar.
Print The print permission is not currently implemented.

The export permission means you can export data to afile. It's currently only

Export used by the “save panel as template” command in Insight Edit.

Set Perms The set perms permission is not currently implemented.

Setting Permissions

You grant or deny permissions on a particular item by ticking or clearing the corresponding
checkbox for that item.

The privileges windows are deliberately organised in a tree structure. When you tick an item at
the top of the tree, the tick “ripples” down through the branches of the tree. Thus, ticking “see” at
the top-most site level grants the “see” privilege to all items in the site including sub-sites,
panels, programming items and maps.
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Tip
If you don’t want a tick to “ripple” down the tree, hold down the Control key when you click the
checkbox. The tick will not ripple more than one level down.

Tip

Sometimes, you may want to “ripple” a setting that only makes sense at the lower branches of
the permission tree. For example, you can control doors but not sites. In this case, Insight
provides a special check box with a black border. The purpose of this check box is to provide a
convenient means of turning the permission on and off at a lower level in the tree.

Operator Permissions

To set permissions on an item, you must have the set perms permission on that item. To set
some items, you must also be an administrator.

Working With Module Permissions

With Insight, you can grant or deny Operators access to Insight modules, and you can also
control what actions can be performed within modules. Module permissions are set at the
Operator Type level.

| want to... Use this permission in the tree (see below)...
Control which alarms an operator Alarm Handler—Alarm Acknowledgement—
type can acknowledge (Critical/High/Medium/Low)

Specify whether an operator type can  Alarm Handler—Alarm Responses—

create, edit and remove Alarm (Create/Edit/Remove)

Responses

Specify whether an operator type can  Alarm Handler—Help Responses—

create, edit and remove Help (Create/Edit/Remove)

Responses

Specify which Insight modules are Run Modules—(module name)

available to an Operator Type

To change the permissions for an Operator Type:

1. Double-click the Operator Type you wish to modify.

2. Click Modules.

3. Expand the tree on the right hand pane to locate the item you wish to modify. Ticking an
item grants the permission to all Operators with this Operator Type.

4. Click OK.

Tip
Operators with multiple Operator Types receive the combined permissions of each Operator
Type.
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Working With Workstations

Workstation: Local

Insight lets you use workstations in two ways. [l
Profile [Finiz
1. You can specify that certain Operator 5 wolatolntane: [Locd | Browee.
Types must log on from designated UD;?}TWE Padgess [ 1700 T
workstations. Descrpion: |
2. By applying an Operator Type to a ] Hotes
workstation, you can limit the B

To create a workstation:

permissions that are available from
that workstation.

ok I Cancel Apply

Click the workstation tab in the Insight
Toolbar.

Click the “New” button; or press the Insert key; or right click the browser pane and
select “New Workstation...” from the menu that appears.

Enter the name of the workstation, or click the Browse button and select the
workstation from the network.

Click OK to save the new workstation.

To delete a workstation:

=

Click the workstation tab in the Insight Toolbar.

Right click the workstation and choose “Delete” in the menu that appears; or click the
workstation with the left mouse button, then press the Delete key.

Click Yes when asked if you really want to delete the workstation.

To create a “locked down” workstation:

=

gk wN

Create an Operator Type, and set up the maximum permissions that will be permitted
from your locked-down workstation.

Right-click the workstation and choose “Properties...” from the menu that appears.
Click the “Operator Type” icon.

Click the radio button labelled “Restrict permissions to this operator type”.

Select the Operator Type you created.

Click OK to save your changes.

Any permission that isn’t granted in the Operator Type will never be allowed on the locked-

down workstation. Any permission that is granted in the Operator Type may be allowed on the

locked-down workstation, depending on the Operator’s normal permissions.

Note
You cannot create or edit Operator Types from workstations that have been locked down.

Warning

It is possible to lock yourself out of Insight completely with this feature. Use it carefully, and
make sure you never lock down your system in such a way that you (the administrator) cannot
change permissions from any workstation.

Operator Permissions

To create a new workstation, you must have the create permission for workstations. To delete a
workstation, you must have the delete permission for that workstation.
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Working With Tenants

Tenant - Sample Tenant 3
Tenants let you ‘divide’ your panel into multiple | I g =~ "o
groups, so that only parts of the panel are Picfle Idetifcston
visible to each group. For example, a shopping ame: [Sample Tenart
centre might have ten retailers. Rather than v Descipers |
installing one panel per retailer, a single panel e Hoes
can be used. To prevent retailer A from =
tampering with retailer B’s security e
configuration, tenants are created so that each
retailer can only ‘see’ their own users, doors,
areas and review.
Tenancy Rules Explained [ ox | come | |

e Tenancy rules can be switched on or off. If tenancy rules are off, then all operators can
see all items, subject to the permission rules defined for each operator type (see page
116).

e Only the installer operator can turn tenancy rules on or off.

e Turning tenancy rules off erases any existing tenancies. All items and operators
become ‘untenanted’.

e Only the installer operator can create or delete tenancies.

e Only the installer and administrators can modify existing tenancies.

e If anitem (like a door or an area) isn’t placed in a tenancyi, it is visible to all tenants
(subject to the permission rules for each operator type).

e Once an item is assigned to a tenancy, it is only visible to installer, all administrators
and any operators in that tenancy.

e Anitem can belong to more than one tenancy.

e Operators can belong to multiple tenancies. Operators can ‘see’ any item that belongs
to any of their tenancies - provided, of course, that the operator has the appropriate
permissions (see page 116).

e Operators cannot see review entries if any part of the review message is out of their
tenancy.

Warning

Insight Card Pool ignores tenancy rules. Operators will be able to see the names of cardholders
in other tenancies.

How Tenancy Affects Review

e Review messages are visible to the tenants that are common to all items in the review
message. In other words, only operators who can see all of the items in a message can
see the message.

e Changing an items tenancy after a review message has been created has no effect on
the review message.
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To enable Insight tenancy rules:

W arning

1. You must log in to Insight Operators as installer. M\ i et
2. Click tenants. o
3. Click the “turn tenancy on” button (above the browser e gy o1 1 e sstem

pane) . Are pou sure you wish to fun Tenancy on?
4. Click ‘Yes’ on the warning screen that appears.
5. Restart the server by logging on to any Insight module. Ves e

Warning

Turning on tenancy rules stops the Insight server. All operators will be disconnected.

To disable Insight tenancy rules:

You must log in to Insight Operators as installer.

Click tenants.

Click the “turn tenancy off” button.

Click "Yes’ on the warning screen that appears.
Restart the server by logging on to any Insight module.

aprLODE

Warning

Turning off tenancy will remove all items from any tenancies, then delete the tenants. Turning
tenancy rules back on will not restore the deleted tenants.

Warning
Turning off tenancy rules stops the Insight server. All operators will be disconnected.

To create a new tenancy:

You must log in to Insight Operators as installer.
Click tenants.

Click the “New” button.

Enter a name for the new tenant.

Click OK.

S S

To delete an existing tenancy:

1. You must log in to Insight Operators as installer.

2. Click tenants.

3. Select the tenant you want to delete.

4. Click the “Delete” button.

5. Click “Yes” on the warning screen that appears.
Note

When a tenant is deleted, any items belonging to that tenancy are removed from the tenancy. If
an item belonged only to that tenancy, then it becomes visible to all remaining tenants.
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To add an operator to a tenancy:

arwpnE

You must log in to Insight Operators as installer or an administrator.
Click operators.

Double-click the operator you wish to modify.

Click tenancies.

Tick the tenancies you want the operator to be a member of.

To remove an operator from a tenancy:

okrwnE

You must log in to Insight Operators as installer or an administrator.
Click operators.

Double-click the operator you wish to modify.

Click tenancies.

Uncheck the tenancies you want to remove the operator from.

To assign an item to one or more tenancies:

N e

© N

You must log in to Insight Operators as installer or an administrator.

Click tenant.

Double-click any tenancy in the browser pane. (If there aren’t any tenancies defined,
you will need to create one first.)

Click members.

Locate the item in the items tree. Panel items are in the sites branch. Review filters are
in the review branch. Operators and workstations are in the security branch.
Right-click the item, and choose “see all tenancies...” in the menu that appears.
Tick the tenancy or tenancies that the item should belong to.

Click OK. The item will become invisible except to operators sharing one or more
common tenancy.

To make an item visible to all tenancies:

N

7.
8.

Note

You must log in to Insight Operators as installer or an administrator.

Click tenant.

Double-click any tenancy in the browser pane. (If there aren’t any tenancies defined,
then the item is already visible to all tenants, subject to Operator Type permissions.)
Click members.

Locate the item in the items tree. Panel items are in the sites branch. Review filters are
in the review branch. Operators and workstations are in the security branch.
Right-click the item, and choose “see all tenancies...” in the menu that appears.
Uncheck all the boxes in the “belongs to” window.

Click OK.

This method always works if you are logged on as installer. It will work for administrators,
provided the administrator can ‘see’ all the tenancies that the item has. If there are additional
tenancies that the administrator cannot see, then the item will remain in those tenancies and
hence won't become visible.

Tip

Items are visible to all tenancies by default. You only need follow this procedure to remove an
item from all tenancies if you had previously assigned it to one.
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To see which items belong to atenancy:

You must log in to Insight Operators as installer or an administrator.
Click tenant.

Double-click the tenancy in the browser pane.

Click members.

Items that are ticked in the tree belong to that tenancy.

arwpnE

Tip
The tenancy count shows how many tenancies an item belongs to. If the tenancy count is zero,
the item is visible to all tenancies.
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Insight Schematic

Insight Schematic allows operators to monitor the status of an installation via an intuitive
interface based around graphical floor plans and site maps. Special icons can be placed on
each map that show the status of hardware items (such as inputs, areas and auxiliaries) in real
time.

Use Insight Schematic to:

Import site plans
Browse drill-downs
Add areas, auxiliaries, inputs, doors, floors and modules to plans
Monitor site activity in real time

View and acknowledge alarms

Control your Inner Range security system

Map Edit Toolbar
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=] |
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e The Insight Toolbar lets you manage your sites and panels (page 23).
e The map lets you add elements to your map, and to monitor and control these elements
in real time (page 125).
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Working With Maps —

|

To use Insight Schematic, you must first import a map of ‘ l
your site or buildings.

Note ‘ ]
You cannot create map images with Insight Schematic. -

You must create or scan your map with other software,
then import the image file into Schematic.

To import a map:

1. Inthe Insight Toolbar, click on the site that will g | |
contain the new map. If necessary, create a new
master site or sub-site.

2. Choose “New...” (formerly "Import Graphic...”) from the Map menu. Alternatively, right
click the site and select “New Schematic Map..” from the context menu.

3. Navigate to the image file you wish to import

4. Click Open.

The map is added to the selected site.

Tip

Several sample maps are installed with Insight, which can be used to familiarise yourself with
Schematic. Navigate to the location where you installed Insight, then look in the “Sample Maps”
directory.

Tip
You can change the scale of a map that you have imported. Select “Zoom...” from the Map
menu or use the Zoom combo box on the Edit toolbar.

Tip
Once a graphic is imported, you can delete or move the original file. Insight stores its own copy
of the image.

Tip

Schematic can open files in the following formats: BMP (Bitmap), JPEG (Joint Photographic
Expert Group), PNG (Portable Network Graphics) and TIF (Tagged Image Format). Pictures in
other formats (including AutoCAD DWG files) must be converted into one of these formats prior
to importing.

To edit a map.

From the Insight toolbar: Double-click the map in the Insight Toolbar to display it. Right-click on
the map to “Show” the map on the screen, “Delete” the map, or edit the map “Properties..”
including name, text format, grid resolution and icon size.

From the “Map” menu: Once a map is shown on the screen, the “Map” menu can be used to
“Delete” the map, “Zoom...” the map to the required size or edit the map “Properties..” including
name, text format, grid resolution and icon size.

e.g. Torename a map:
1. In the Insight Toolbar, right-click the map you wish to rename and choose
“Properties...” in the menu that appears.
2. Enter the new map name.
3. Click OK.
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Operator Permissions

To import a map, you must have the create permission for maps. To delete a map, you must
have the delete permission for that map. To rename a map, you must have the change
permission for that map.

Adding Labels

You can add text labels to your maps. To add labels:

Ensure you are in Edit Mode (select “Edit Mode” from the File menu).
In the Insight Toolbar, click the map you want to add the Label to.

Select the Label tool ).

Click on the map where you want to place the label.

Enter the text of your label. The text format (font, style, size and alignment) can also be
edited by selecting the “Text Format” tab.

6. Click OK.

Note that a Label can also be used as a Map Link. See “Creating Drill-Downs” for details.

SE L

Adding Alarm Groups

Alarm Groups let you monitor alarms from many sources and display them at a single point on
your map.

To add an Alarm Group to your map:

1. Ensure you are in Edit Mode (select “Edit Mode” from the File menu).

2. Inthe Insight Toolbar, click the map you want to add the Alarm Group to.

3. Select the Alarm Group tool (®).

4. Click the map where you want to place the Alarm Group.

5. In the Alarm Group properties window, enter a name for the Alarm Group.

6. Inthe Site Tree, tick the inputs that you want to add to the Alarm Group.

7. You can use the “Text Format” tab to edit the font, style, size and alignment of the
Alarm Group name.

8. Click OK.

Working With Surveillance Iltems

Surveillance items correspond to hardware detectors and devices in your Inner Range system,
and fall into one of two categories.

+« Point items occupy a single point on the map. These items are usually doors,
auxiliaries, input devices such as door/window reed switches and the like.

« Area items occupy shaped regions on the map. These items are usually Inner Range
areas, or input sensor devices such as motion detectors or perimeter beams.

Adding Surveillance ltems

You can monitor the status of your installation by adding surveillance items to your maps.

To add point surveillance items:

1. Ensure you are in Edit Mode (select “Edit Mode” from the File menu).

2. Inthe Insight Toolbar, expand the Site Tree until you reach the item you wish to
monitor.

3. Click the item with the left mouse button, but do no release the button.

4. With the button held down, drag the item onto your map and release the button.

5. The Item Properties dialogue opens to allow the text format and other relevant

125



parameters to be edited if required. Make any changes necessary, then click OK.
(While in edit mode, the item properties can be accessed at any time to view &/or edit
by right-clicking on the item.)

6. If necessary, you can fine-tune the placement of the item with the mouse or arrow keys;
and the size of the icon by dragging one of the resizing handles on the corners.

To add area surveillance items:

=

Ensure you are in Edit Mode (select “Edit Mode” from the File menu).

2. If you are placing an area, select the Area tool (Q). If you are placing a zone input,
select the Zone Area tool (' ).

3. Draw the area by clicking on the map. Hold the CTRL key down if you wish to draw
angled lines.

4. To finish the shape, either double-click the mouse button, or click on the first point of the
shape.

5. The Item Properties dialogue opens to allow the relevant item (e.g. Area, Zone Input) to
be assigned to the shape. You must select an item before you can proceed. The
Properties dialogue also allows the text format and other relevant parameters to be
edited if required. Make any changes necessary, then click OK. (While in edit mode,
the item properties can be accessed at any time to view &/or edit by right-clicking on the
shape.)

6. If necessary, you can fine-tune the shape by dragging the resizing handles on the

corners of the image. You can also fine-tune the placement of the shape with the

mouse or arrow keys. New corners can be added to the shape by clicking and dragging
the mouse from anywhere along an existing side of the shape. To remove a corner from

a shape, right-click the desired corner and select ‘Delete Vertex’ from the context menu.

Tip
You can place the same item more than once, either on the same map or different maps.

Tip
You can see which items have been placed on maps via the Map Items window. Select “Map
Items Window” from the View menu.

Tip
You can jump straight to a placed item on any map. Choose “Go To” from the Edit menu.

Tip

You can choose between the two default icon sizes. In the Insight Toolbar, right-click the map
and choose “Properties...” from the menu that appears. Click the Appearance tab, then choose
the icon size you prefer. All icons can also be sized individually.

Tip

When an item is placed, a text caption appears with the item. You can change the position of
the caption, or hide it completely. Right-click the item and choose “Caption” from the menu that
appears.

Tip

When you place items, they are aligned to a “snap” grid. You can change the size of the snap
grid - choose “Preferences...” from the Edit menu. You can disable grid snap - uncheck “Snap
To Grid” in the Edit Menu. You can hide the snap grid - click the “show/hide snap grid” button in
the Schematic Toolbar.
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Operator Permissions

To add, move or delete surveillance items from maps, you must have the change permission on
that map.

Working with Icons

The Insight Schematic image library contains a range of ready-made icons for use with point
items on the Schematic maps. For each category of items (Auxiliaries, Cameras, Doors, Lift
Floors, Inputs, Modules and PTZ Camera Presets) a range of icons are available to illustrate the
different types of item. e.g. The “Doors” category provides different icons for Boom Gates,
Roller Doors, Sliding Doors and Standard Doors.

In the relevant categories such as Auxiliaries, Doors and Inputs, a variation of each icon is
provided for each of the different item states. e.g. The Auxiliaries category has different icons
for Off and On for each type of Auxiliary.

New icons can be added, and existing icons can be edited, by opening the image library while in
edit mode. You cannot create icons with Insight Schematic. You must create or scan your icon
image with other software, then import the image file into Schematic as described below.

Changing an icon.

The icon for a specific point surveillance item can be changed by right-clicking on the item and
selecting “lcon Library” from the context menu.

Adding or editing an icon.

1. Open the image library by selecting “Image
Library” from the Edit menu , or by clicking on IE &% IO ( B
the “Image Library” icon in the “Map Edit” L —
toolbar.

2. If adding a new icon, click in the
empty name cell in the bottom row.
This will create a new row in the
table for this icon. If editing the
name of an existing icon, click in the
name cell for the icon name you wish
to change.

3. Type in the new name or the
changes.

4. If adding a new icon, click in an
empty image cell for the icon state
you wish to add. If changing the
image for an existing icon, click on
the icon.

5. Click on the browse button that
appears and navigate to the image
file that you wish to use. The file
must have a gif, jpg, jpeg, bmp or
png extension. Select the file and
click “Open”.

6. Repeat step 5 for any additional icons that need to be added or changed.

7. From the “Actions” menu, select “Save Changes”, or if your editing session is complete,
select “Save Changes and Close”.
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Understanding Surveillance Item Status

Insight conveys the status of surveillance items through the use of colour.

Sample Type Colour  Meaning Description

5 Input Green Sealed The input is in a sealed state.
'g Input Red Alarm The input is in an alarm state.
= o

::F Input Orange  Tamper The input is in a tamper state.
y Auxiliary Blue On The auxiliary is on.

E Auxiliary Grey Off The auxiliary is off.

The following symbols may be drawn on top of surveillance items to convey additional
information.
Sample Type

Meaning Description

Input Isolated The input is isolated.

zolate

The auxiliary is in an override state, and cannot be turned

Auxliary  Overnide on or off until the override is ended.

The module containing the auxiliary is not present on the

Auxiliary Not Present LAN.

The status of areas and zone areas is displayed using different colours.
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Adding Cameras

You can drag a DVR camera onto your map.

To add a camera to a map:

1. Locate the camera in the Insight Toolbar by expanding the associated DVR.
2. Drag and drop the camera onto your floor plan.

Once a camera is placed on a map, you can view live video from the camera in schematic.

To view live video from a camera in schematic:

1. Switch to surveillance mode
2. Right-click the camera and choose “Show Video” in the menu that appears.

Tip
If the camera is a PTZ-enabled model, a PTZ toolbar will be incorporated into the video window.

Note

You can only view live video in schematic. To view historical footage, you must use Insight
Review. See page 146.

Adding Camera Presets

You can drag camera presets for PTZ cameras onto your map.

To add a PTZ camera preset to your map:

1. Locate the PTZ camera preset in the Insight Toolbar by expanding the associated
camera.
2. Drag and drop the preset onto your map. A link is shown to the associated camera.

To activate a preset on your map:

1. Double-click the preset. The PTZ camera will adjust its pan, tilt, zoom and iris to match
the preset.

Paid Feature

Adding cameras and camera presets requires a DVR integration licence. Contact your Inner
Range distributor for more information.
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Creating Drill-Downs

With drill downs, you can create maps that link to other maps. For example, a site diagram
could have clickable buildings that open more detailed interior schematics, or clicking a stairwell
could jump to the next floor in an office building. You can create drill-downs quickly and easily in
Insight Schematic.

To create a drill-down:

=

Ensure you are in Edit Mode (select “Edit Mode” from the File menu).

2. If you will be drilling to a different map, ensure that the map has already been imported
into Schematic.

3. Select the Map Link tool (&l).

4. Trace the outline of your drill-down by clicking on the map. The shape you draw will be
the shape that triggers the drill-down. Hold the CTRL key down if you wish to draw
angled lines.

5. Tofinish the shape, either double-click the mouse button, or click on the first point of the
shape.

6. The Map Link properties page allows the entry or selection of the target for a link. This

can be specified as map coordinates or as a map item. When a map item is selected

as the link target, the map link can reflect the status of the target item in surveillance
mode.

Tip
In Surveillance Mode, you can follow a drill-down by clicking twice. In Edit Mode, you can follow
a drill-down by right-clicking and choosing “Follow Link” in the menu that appears.

Working In Surveillance Mode

Insight Schematic starts monitoring the status of all surveillance items when you activate
Surveillance Mode. You can also control items directly from your floor plan.

To activate surveillance mode:

1. Select “Surveillance Mode” from the File menu.

In a few moments, the state of all surveillance items is updated.

Note

Insight Schematic cannot monitor the status of panels that are not connected. Schematic places
a cross over all point surveillance items that belong to offline panels, and draws all area
surveillance items a dim grey colour.

Alarm Processing

Schematic has a simple alarm reporting and clearing mechanism. Items that go into an alarm or
tamper state flash and change colour.

+« Point surveillance items go red for alarm and orange for tamper; in addition, the text “in
alarm” flashes while the alarm is active, and “had alarm” if the alarm condition has
passed.

+ Area surveillance items go red when in alarm, and orange when in tamper; in addition,
the flashing speed halves when the alarm condition has passed.

Alarms will continue to flash, even after the condition that caused the alarm ends. You must
clear alarms from Insight Schematic manually. Alternatively, an alarm or zone map item can be
configured to ‘Automatically Acknowledge’ alarm states and the map item will automatically
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return to the sealed state when the physical input is resealed.

To clear alarms:

1. Right click the item that is in alarm and choose “Clear” from the menu that appears.
The alarm is cleared.

Note

If Schematic is open on more than one workstation then the alarms must be cleared on each
workstation.

Note

Clearing alarms in Insight Schematic does not acknowledge the alarms at the panel. You must
still acknowledge alarms from a Terminal.

Note

Insight Schematic alarms are not related to advanced alarm management in Insight Review.
Clearing alarms in Insight Schematic does not acknowledge alarms in Insight Review.

Note

Insight Schematic must be running when Area alarm events occur, or they will not appear in
Schematic. All other alarm events will be displayed even if they occurred before Insight
Schematic was opened, provided the alarms are still active.

Tip

If a zone input exists in multiple areas, you can choose to only show alarms on the floor plan
when an alarm occurs in one designated area. Right click the zone or zone area and choose
“Area Monitored” in the menu that appears, then choose the area you want to monitor, or
choose “All Areas” to restore normal behaviour.

Controlling Items Within Schematic

You can control field hardware directly from your maps in Schematic including doors, areas,
auxiliaries, home auxiliaries and inputs.

To control an item on a floor plan:

1. Make sure you're in surveillance mode (File—Surveillance Mode)
2. Right-click the item, and choose a command from the menu that appears.

Operator Permissions
To control an item, you must have the control permission on that item.
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ll Insight Server Tool

The Insight Server Tool lets you perform advanced server tasks.
Use the Insight Server Tool to:

Manually start or stop Insight Server
See who is connected to Insight Server
Disconnect clients who are connected
Configure your modem pool

Insight Server Tool

:

sl B s4zem

Starting and Stopping Insight Server

Insight Server normally starts automatically. Insight Lite starts its own internal server when the
operator logs on. Insight Professional starts the server as soon as Windows has loaded (but
before anyone has logged in).

% Insight Server is running and accepting client connections.

2 Insight Server is running, but no connections will be accepted.

é_ Insight Server is stopped. The server will start again if an operator tries to log
on.

To stop Insight Server:

1. Right click the Insight Server Tool and choose “Stop Database” in the menu that
appears.

Note
Stopping the server can take up to one minute.

Warning

If you stop Insight Server, all operators will be forcibly disconnected. All panels will also be
disconnected, and review and alarms will not be received until the panels are reconnected.

To start Insight Server:

1. Right-click the Insight Server Tool and choose “Start Database” in the menu that
appears.

Note
Starting the server can take up to one minute.
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Note

To start the Insight Professional server, the red lamp must be illuminating on the hardware lock,
which must be plugged into a USB port on the server computer.

Viewing Client Connections _ _
]

Active Connections

You can see which operators are connected to
Insight Server. You can also block connections, [t S i mna s st sawon
SO operators can no longer log on.

To view client connections:

1. Right-click the Insight Server Tool, and Sk ren cormestons =
choose “Client Connections...” in the
menu that appears. Cancel

To disconnect an operator:

1. Right-click the Insight Server Tool, and choose “Client Connections...” in the menu that

appears.
2. Select the session that you wish to disconnect.
3. Click Stop.

4. Inthe Module Shutdown window, enter a message that will be displayed on the
Operator’s workstation and also specify how long the message will appear before the
session is terminated.

5. Click OK.

To block new connections:

1. Right-click the Insight Server Tool, and choose “Client Connections...” in the menu that
appears.
2. Tick the “Block new connections” checkbox.

New connections will not be accepted. Note that sessions that have already been established
are not affected.

Configuring Your Modem Pool

You can choose which modems on the server computer are available for incoming and outgoing
Insight connections. See Modem Blocking on page 38.
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. Insight Photo ID

Insight Photo ID lets you design and print employee identification tags and badges.
Use Insight Photo ID to:

e Design one or more ID badge layouts for your organisation
e Print employee ID badges

Photo ID Launch Toolbar
Toolbars BB PHOTO-ID 1 - IRPho oID
File View DefinePhotoID| Launch Help
Insight Professional by Inner Range v2.2.0.8 - §lick For Important Information
2HSEE? LASEE § Ffmy g @006
| Name: 1st & 2nd Names < Database F|e|ds
| Gender: Gender
Department: Department
Photo Field , - Image Field
Sample Company, Pty. T_td.\
\ Text Fields

e The Photo ID Toolbars let you quickly customise and print ID badges.
e The field elements define how your ID badge looks and prints.

Paid Feature
Photo ID is a separately licensed add-on to Insight Professional.

Using the Photo ID Toolbar

Open the template management window.

Save the current card template.

Print one or more ID badges based on the current template.
Open the template properties window.

Open the field management window.

Open the about window.

Selection tool.

Add an image field.

Add a photograph field.

Add a database field.

E b b B 5 <& [FD W

Add a text field.
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Underlying Concepts

Printing ID badges is a two step process. First, you must design a card template. The card
template lets you choose how the ID badge will look, including any graphics and text that will
appear on the card, and what fonts and colours will be used. You can create as many different
card templates as you like, each with a different layout.

Once a template has been created, it can be used to print a batch of ID cards. To print cards,
you first select the users who will be issued with badges, then issue the print command.

Working With Card Templates

With Insight Photo ID you can add, remove and modify card templates. A card template stores
the layout of an ID card including any text, images or watermarks that appear on the card.

To create a new a card template:

Sample Template

1. Choose “Open...” from the File menu, or press
CTRL+O, or press the Open button on the Photo

ID toolbar ().
2. Click the “Add New” button. eerEn
3. Specify a name for the template, and specify the
size of the card.
4. Edit and save the template.

COoPY
DELETE

SELECT
Tip

To create a new template based on an existing card layout,
select the existing template and click “Copy” instead of
“Add New".

Cancel

e |

To delete a card template:

1. Choose “Open...” from the File menu, or press CTRL+O, or press the Open button on

the Photo ID toolbar (I:i'r?').
2. Select the template you wish to delete.
3. Click “Delete”.

Warning
Deleting a template is permanent. You cannot restore a deleted template.

Tip
Deleting a template does not delete the employees that are using that ID badge.

To modify an existing template:

1. Choose “Open...” from the File menu, or press CTRL+0O, or press the Open button on

the Photo ID toolbar (I:i'r?').
2. Select the template you wish to modify.
3. Click “Select”. You can now modify the template.
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To print ID badges based on a template:

1. Choose “Open...” from the File menu, or press CTRL+O, or press the Open button (Iﬁr")
on the Photo ID toolbar.

2. Select the template you wish to modify.

3. Click “Select”.

4. Choose “Print Cards” from the File menu, or press the Print button (@) on the Photo ID
toolbar.

5. Select the employees you want to print.

6. Click the print button.

Tip

To select a range of adjacent employees, click the first employee, hold down the shift key, then
click the second employee. To select non-adjacent employees, hold down the Ctrl key, then
click the employees you want.

Designing Card Templates

Card templates are made up of text, images, database fields and user photographs. Text and
images are the same on every card in a batch. They form the “layout” of the card. Database
fields and photographs are different for each employee. They form the “information” on the
card.

To add text to a template:

Select the template you want to work with, or create a new template.

Click the “Add Text Field” button in the toolbar ).

Click and drag the mouse in a rectangle shape where you want the text to appear.
In the window that appears, enter the text that you want to place on your card.
Click the “Font” button, and specify a font (typeface), size and colour for the text.
Specify any other attributes for your text, such as alignment and orientation.

Click OK. When cards are printed, the text you entered will appear on every card.

Nogakrwn =

Note
You must specify a font every time you add text to a card.

Tip
If the text is “chopped off”, then you need to increase the size of the text rectangle. With the

selection tool ([:E), click the text on your card layout and drag the selection handles to make the
rectangle bigger.

Tip

To change the text, font or colour, double click the text with the selection tool ([:E).

Tip
To create vertical text, tick the “Rotate text 90?” box in the text properties window.
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To add images to a template:

1. Select the template you want to work with, or create a new template.

Click the “Add Image Field” button in the toolbar (“).
Click and drag the mouse in a rectangle shape where you want the image to appear.
You can resize the image later if you want.

4. Inthe window that appears, click the browse button (J) and navigate to the image.
5. Click OK. When cards are printed, the image you placed will appear on every card.

wmn

Tip
To change the size of an image, click on it once, then drag one of the selection handles that
appear around the image.

Tip
To rotate an image, tick the “Rotate Image 90?” box in the image properties window.

To add database fields to a template:

Select the template you want to work with, or create a new template.

Click the “Add Database Field” button in the toolbar (.l).

Click and drag the mouse in a rectangle shape where you want the text to appear.

In the window that appears, choose the database field that you want.

Click the “Font” button, and specify a font (typeface), size and colour for the text.
Specify any other attributes for your text, such as alignment and orientation.

Click OK. When cards are printed, the information for each employee will replace the
field.

Nogkrwn =

Note
You must specify a font every time you add a database field to a card.

Tip

To change the font or colour, double click the database field with the selection tool ([:E).

Tip
To create vertical text, tick the “Rotate text 90?” box in the text properties window.

Tip
To place a barcode on your ID card, use a barcode font such as “30f9.ttf”. Remember that
barcode readers expect an asterisk as the first and last character in a barcode.

To add employee photographs to a template:

1. Select the template you want to work with, or create a new template.

2. Click the “Add Photograph Field” button in the toolbar (.!).
3. Click and drag the mouse in a rectangle shape where you want the photograph to
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appear. You can resize the photograph later if you want.

4. If you want a border around the image, tick the “border around photograph” box.

5. If you want to rotate the photograph 90 degrees clockwise, tick the “rotate photograph
90” box.

6. Click OK. When the card is printed, the employee photograph will appear on the card.

Note

You must assign a photograph to an employee with Insight Edit before it will print on their ID
card. See page 63.

Tip

To quickly add text, images or database fields to a card layout, select “Manage Fields” from the
Define Photo ID menu, or click the field management button (li) in the toolbar.

Editing Card Templates

You can make changes to existing card templates with Insight Photo ID.

To move text, images, database fields or photos:

Select the template you want to work with, or create a new template.

Make sure the selection tool ([:E) is selected by clicking it in the toolbar.
Click the text, field or image you wish to move. Selection handles appear on the item.
Click the item again and drag it to a new location.

Pwd

Tip
If you can’t select an item because it is ‘underneath’ another item, then move the top item out of
the way, or right click the top item and choose “make last” in the menu that appears.

Tip
You can make fine adjustments to the location of an item by tapping the arrow keys on your
keyboard while the item is selected.

To resize text, images, database fields or photos:

1. Select the template you want to work with, or create a new template.

Make sure the selection tool ([:E) is selected by clicking it in the toolbar.

Click the text, field or image you wish to resize. Selection handles appear around the
item.

4. Click one of the selection handles and drag it to a new location.

wn

To edit the properties of an item:
1. Select the template you want to work with, or create a new template.

2. Make sure the selection tool ([:E) is selected by clicking it in the toolbar.
3. Double-click the text field or image you wish to edit.
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Insight DVR Integration

Insight DVR Integration allows operators to control Digital Video Recorders and cameras within
Insight, including the ability to view live and historical video feeds.

Use Insight DVR Integration to:

Selected Camera Feed

(yellow border)

Camera
Feeds

e Attach DVRs and cameras to Insight
¢ View live and historical video feeds directly in the Insight workspace
e Remotely control PTZ cameras
e Access recorded video information based on review events
e Switch cameras and video feeds based on custom real-time triggers
Insight Review - INSTALLER - 127.0.0.1 - [Insight D¥R ¥ideo Stream] =1l =]
!E\\a Edit Launch Yiew Reports Window Help
Insight Professional by Inner Range v3.0.0.0 - Click Far Impartant Information
li Sme § B0 |G
B Bl
- Default Site
= _[| W@ Sample Panel
= Sample DR
‘B Factory
- Reception
B Carpark
- R0
‘B Logistics
“B Engineering
Insight
Toolbar
L Browser Contral | Status
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e The Insight Toolbar lets you open video feeds and send control commands
e The camera panf/tilt and zoom/focus/iris controls let you control PTZ cameras
e Thetimeline controls let you locate previously recorded footage
e The playback controls let you switch between live view and recorded playback modes
[ )

The layout controls let you arrange your video feeds and OSD (on-screen display)

Paid Feature

Insight DVR integration must be licensed separately. Insight DVR integration requires Insight
Professional.
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About Insight DVR Integration

Insight provides true integration with an ever expanding range of Digital Video Recorders. You
can choose to view live and recorded camera images directly within Insight. You can control
PTZ cameras including pan, tilt, zoom and iris. You can also issue commands directly to
cameras and DVRs.

DVR Plugins installer.

Insight DVR Integration is constantly being updated to add new DVR models to the range of
DVRs supported by Insight. New DVR models added since Insight version 3.2 release are no
longer automatically installed with an Insight installation or upgrade.

To add support for new DVR models, you need to run the Insight DVR Plugins installer program
separately on both the server and all client PCs requiring DVR services.

This installer first runs a setup wizard which lists the models available and allows you to select
the specific DVR model/s that your system is required to support.

To add a DVR (quick guide):

1. Check the list of supported DVRs on the Inner Range web page to make sure your
model is supported. If necessary, run the DVR Plugins installer to add DVRs that have
been added to the range of supported products since Insight V3.2.

2. Set up the DVR and cameras according to the documentation that came with your DVR.

3. Enrol the DVR into Insight (page 142).

4. If you are using Insight Schematic, you can drag cameras and camera presets onto
your building floor plans (page 129).

5. If you are using Insight to manage alarms, you can customise your alarm responses to
display camera footage (page 95).

6. If you are using a dedicated monitor or hardware multiplexer, you can use Insight to
remotely control the DVR whilst watching video feeds on your monitor (page 148).

7. You can view video feeds and remotely control cameras directly in Insight (page 143).

Enrolling A New DVR

You must enrol a new DVR into Insight before you can control cameras or view video feeds.

To enrol a new DVR:

Start any Insight module that uses the Insight Toolbar (Edit, Review or Schematic).

In the Insight Toolbar, make sure the Browser tab is selected.

Decide which site you want to attach the DVR to, or create a new site if necessary. (The

decision of which site is unimportant, since it has no affect on DVR integration.)

4. Right click the site that will contain the DVR, and choose “New Digital Video
Recorder...” in the menu that appears. (Note: requires a licence.) The DVR wizard
appears.

5. Follow the on-screen prompts. The enrolment procedure varies slightly between brands

and models. This is because there is no industry standard governing DVR design and

manufacture. You will probably need to refer to the documentation that came with your

DVR.

wn e

Note: the MCI interface is the interface used to issue commands to the DVR. The
video streaming interface is the interface used to view camera feeds in Insight. You
can choose not to configure the video streaming interface, but the MCI interface is
necessary to interface with the DVR.

6. On the Cameras page, specify the type and number of cameras connected to the DVR.
(For some models, this is populated automatically.)
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e The name can be any name that meaningfully identifies the camera.

e To set the camera type (Fixed or PTZ), click the entry twice.

e The camera number should match the camera number assigned by the DVR
software.

7. Onthe DVR Associations page, specify the area and/or other panel item/s that you wish
to associate with each camera. Insight V3.3 or later now allows a camera to be linked
to multiple panel items, no longer just an area.

e The camera can be associated with one or more panel items. e.g. Area, Doors,
Inputs, etc. Right-clicking a review event in Insight Review that contains the item,
allows you to jump directly to live footage from this camera.

To un-enrol a DVR:

1. Start any Insight module that uses the Insight Toolbar (Edit, Review or Schematic).
2. Inthe Insight Toolbar, make sure the Browser tab is selected.
3. Right click the DVR, and choose “Delete” in the menu that appears.

To edit DVR settings including configured cameras:

1. Start any Insight module that uses the Insight Toolbar (Edit, Review or Schematic).
2. Inthe Insight Toolbar, make sure the Browser tab is selected.
3. Right click the DVR, and choose “Properties...” in the menu that appears.

Note

If you add, remove or reassign cameras with your DVR software, you must update the DVR
properties in Insight.

Working With Video Windows

To see camera footage, you have to open a video window (also called a software video
multiplexer). When video windows are created, they show the footage from one camera (either
live or historical). You can change the layout of a video window to show more than one camera.
Regardless of how many cameras are being displayed, the time line of the video window is
always synchronised. This means that the view from each camera will always show images
from the same time period. If you rewind to a particular date and time, then the video window
will show what each camera recorded at that time. If you switch to live footage, then each
camera in the video window will show live footage.

You can open multiple video windows. Each video window can have multiple cameras. Each
video window has its own time line, so you can (for example) show live camera feeds in one
window and historical feeds (of the same or different cameras) in another window.

To open a new video window: =]-#% Default Site
+ - == W Samnple Panel
1. In Insight Review, select the Control tab of the =& Sample DVR
Insight Toolbar. T [ =
2. Right click a video camera in the tree, and T Reg,  SoTmands
choose “Show Video” in the menu that appears. "B Earpm
Bm RED
A new video window is opened. B Logi
™ Engineernng
Tip

You can add additional cameras to the window. See working with layouts on page 147.
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Tip
You can switch to a different camera without creating a new video window. Simply drag the new
camera from the Insight Toolbar and drop it onto the video window.

To assign cameras to a video window:

1. Click the video window you want to add cameras to, and make sure the layout contains
the number of cameras you want to add (page 147).

2. Inthe Insight Toolbar, make sure the Control tab is selected.

3. Drag cameras from the Insight Toolbar and drop them onto the appropriate panels in
the video window. Video feeds are added and synchronised to the time line of the video
window.

Synchronising DVR Date/Time

You can synchronise the DVR date and time so that it's the same as Insight Server.
Synchronisation can be performed manually, or scheduled to occur automatically at specified
intervals.

To manually synchronise the DVR date and time:

1. Inthe Insight Toolbar, right-click the DVR you want to synchronise and choose
“Properties...” in the menu that appears.

2. Click the DVR Time Zone tab.

3. Specify the time zone where the DVR is located.

4. Click Synchronise DVR Now.

To automatically synchronise the DVR date and time with Insight Server:

=

In the Insight Toolbar, right-click the DVR you want to synchronise and choose
“Properties...” in the menu that appears.

Click the DVR Time Zone tab.

Click the Schedule button.

Tick the “Schedule DVR Time Synchronisation” box.

Specify how often you wish to synchronise the DVR with Insight Server.

Click OK.

oA~ wWN

Note

When synchronising, the DVR date and time is changed to match the date and time of Insight
Server.

Note
For synchronisation to occur, Insight server must be running.

Working With The DVR Control Bar

The DVR Control Bar lets you manage your cameras. You can switch between live and archival
footage, change the time code of the video window and change the number of cameras
displayed. For PTZ cameras you can pan, tilt, zoom, iris and focus the camera by remote
control or activate a camera preset.
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D¥R Playback Control

Camera PTZ Control Video Timeline Widen Flayback Layouts ] 050 ]

Current ’m
5. L .I_._. L T°_”L‘ DatefTime [28/10/z005 1122 = 2 L I %
‘ /5 . P‘i‘ Zoom Focus Iris | J « -
v‘; -J _’I. -J i | uu;c;u IIIIIIIII 1200 ‘ I ”2I3|:59 « J‘J >
Camera Camera Timeline Playback Layout
Pan/Tilt Zoom/Focus/Iris Controls Controls Controls

Controlling PTZ Cameras

Camera PTE Conkraol

You can remotely control compatible PTZ cameras from A +H 4 4 4

the DVR Control Bar. Y, el |
-‘ 27 ’ Zoom Focus Iris

To control a PTZ camera: 'y - A A 4 |

=

In the video window, click the camera you want to control. The selected camera is
enclosed by a yellow rectangle.

Make sure the DVR Control Bar is visible (View—DVR Control Bar)

Make sure the video window is in live video mode (click »ef")

To pan the camera, click the left and right arrow controls (4 and }).

To tilt the camera, click the up and down arrow controls (& and V).

To zoom the camera, click the zoom + and zoom — buttons.

To focus the camera, click the focus + and focus — buttons.

To adjust the iris of the camera, click the iris + and iris — buttons.

N U~ WN

Some PTZ cameras support a “tour” mode, where the camera automatically tracks over a preset
path.

To put a PTZ camera into tour mode:

Click the video window containing the camera you want to control.
Make sure the DVR Control Bar is visible (View—DVR Control Bar)
Make sure the video window is in live video mode (click »ef")

» wobd e

Click the tour button (-™21). The camera enters tour mode.

Tip
To exit tour mode, click the tour button a second time, or click one of the pan/tilt/zoom/focus/iris
buttons.

Some cameras can be programmed with presets. Activating a preset sets the zoom, focus, iris,
tilt and zoom to a known position. Use your DVR software to program your camera presets.

To activate a PTZ camera preset:

Click the video window containing the camera you want to control.
Make sure the DVR Control Bar is visible (View—DVR Control Bar)
Make sure the video window is in live video mode (click »af")

Click the preset button (™). The preset controls appear.
Enter the preset number you wish to activate.
Click Go. The camera moves to the selected preset.

ook Wb
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Tip

You can also activate camera presets in Insight Schematic. See page 129.

Working With The Video Timeline

Each video window maintains a video timeline. The
timeline applies to all cameras in the window. For
example, if you add 5 cameras to a video window, then set
the time line to March 15 at 10am, then each camera will
show archival footage from March 15 at 10am.

The time line is ignored if the video window is showing live
footage.

To view live footage:

The live video button turns red, indicating you are watching live video.

Tip

Viden Timeline

| 28(10{2005 2:29:08 PM

Cate/Time |28,|'1III,|'2IIIEIS 029 j

12:00 23:59

1. Click the video window containing the cameras you want to switch to live feed.

2. Make sure the DVR Control Bar is visible (View—DVR Control Bar)
3. Click the live video button (»f)

This only applies to cameras in the active video window. Other video windows are unaffected.

To view archival footage:

The live video button turns blue, indicating you are watching archival video.

To set the time code to a review event:
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Click the video window containing the cameras you want to see

archival footage for.

Make sure the DVR Control Bar is visible (View—DVR Control Bar)
In the Video Timeline box, enter the date and time in the Date/Time
box, or click the calendar button and select a date, then drag the
slider control to set the time.

EB octoberzoos [l

Mon Tue Wed Thu Fri Sat Sun

1 2
i 4 5 & 7 8§ 9
o0 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 #EH 2

Make sure the video window containing the cameras you want to see is open. If

necessary, create a new video window and assign cameras to it.

Open the review window containing the review message. Make sure the video window

isn't completely obscured by the review window.

Drag the review event and drop it onto the video window. The time code is changed to

match the date and time of the review event.



To control playback of archival footage:

1~ Wideo Plavback -
1. Enter playback mode (see “to view archival footage”, above). M
2. Use the video playback controls described below. _ .

P Play forward (normal speed)

4  Play backwards (normal speed)
B Freeze current frame

pp  Play forward (high speed)

44 Play backwards (high speed)
I Advance forward one frame
4l Advance backwards one frame
Il Freeze current frame

Working With Layouts

. . . Layouts |osp |
You can show up to sixteen cameras in a single video

window. Each camera is synchronised with the time controls
for the video window. E | ﬂw

To change the layout of a video window:

1. Click the video window you want to change.
2. Make sure the DVR Control Bar is visible (View—DVR Control Bar)
3. Make sure the Layouts tab is selected.
4. Click a new layout.
5. Drag cameras from the Insight Toolbar onto the new layout.
Note

If you switch to a layout with fewer cameras than the current layout then Insight will discard any
leftover cameras. You can always add the cameras again by dragging them from the Insight
Toolbar and dropping them on the layout.

Insight can superimpose an On-Screen Display (OSD) for each camera in a video window. The
OSD shows the name of the camera.

To activate the OSD for a video window:

1. Click the video window you want to change.

2. Make sure the DVR Control Bar is visible (View—DVR
Control Bar)

3. Make sure the OSD tab is selected.

4. Tick or clear the Show Camera Name box.

Tip
Turning on the OSD effects all cameras in the current video window.
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Sending Commands To A DVR Or Camera

You can send a model-specific command to a DVR or camera. Right-click the DVR or camera,
and choose “Commands” in the menu that appears.

Note

The commands available will be specific to the make and model of your DVR and/or camera.
Consult the documentation that came with your equipment for more information.

Integration With Review

You can set the time code of a video window to the time and date of a review event. In other
words, if a particular review entry occurs on February 28 at 3pm, you can quickly see camera
footage from this date and time. See page 146.

You can associate cameras with areas. Right-clicking on a review event that contains the area
enables you to see live video from the associated camera.

Integration With Schematic

You can place cameras and camera presets directly onto your floor plans in Insight Schematic.
See page 129.
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Insight Dynamic User Import Module

The Dynamic User Import Module (formerly the Hotel PMS Interface) enables automatic user
programming of a Concept panel based on an output file from a third party system. Whilst this
module was initially conceived for use with a Hotel's Property Management System, the Insight
Dynamic User Import Module can also be applied to Commercial and Industrial applications with
its ability to take output from other ERP/HR Systems and update user programming in Insight
and Concept panels accordingly.

Paid Feature

Insight Dynamic User Import Module is a separately licenced module and requires Insight
Professional to run.

The Dynamic User Import Module is an application that runs in conjunction with Insight. It must
be set up to work with the panel(s) in the system before it will run properly.

Setting up the Dynamic User Import Module

Before attempting to set up the Dynamic User Import Module, it is recommended that the panel
or panels have been programmed first. The key panel items relevant to this module are:

e Panel Name(s)

e Number of users to be serviced - this will determine the memory configuration in the
panel as well as the User Range specified in the Dynamic User Import Module

e Type of cards used for access

e User types - When importing .INI files from a Hotel PMS, a User Type must be set for
each floor the panel will service. When importing .CSV files from ERP/HR systems,
User Types in the panel must match User Types that will appear in the .CSV file.

To Set Up the Dynamic User Import B
Module: Hotel Interface Setir |

| Options I Fanels | Lookup Table I

Operator details

1. Run the User Import Application.
This is done by selecting “Dynamic Operator: [installer
User Import” from Insight’s Start
menu (Start—All Programs—Inner
Range—Insight—Dynamic User

Im port Module) Directory: I C:\Program Files\Inner Range!Insight\CMS Manit J
2. The Dynamic User Import Module

should appear as =3, or I in the
system tray.

3. Right click on the icon to bring up a
contextual menu. Choose ‘Setup’
from the menu.

4. You will be prompted to log in. Log
in as installer to enter setup. ok ] concel il Help

5. Enter the settings required by the
Dynamic User Import Module (see below).

Password: i bk

Falder to monitor

Operator Permissions
To access the Setup dialog, the Installer user must be the currently logged-in user in Insight!
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Login Tab
Item

Description

Operator Details

Folder to Monitor

Tip

Sets the Insight Operator account which will be used to
process the data files.

This is the folder where the Dynamic User Import Module will
monitor for data files from the third party system. The default
location is the “CMS Monitor files” folder within Insight.

The user specified in Operator Details should be set up specifically for use with the Dynamic
User Import Module only and limited to having SEE permissions on panel items and CHANGE
permissions on users. When the Dynamic User Import Module processes data and
adds/changes user details in Insight, this appears next to the corresponding item in Insight

Review.

Options Tab

Item Description

Import Type This tells the Dynamic User Import Module which kind of files to
look for.
Windows INI File: Version 1 of Hotel PMS Tool format (see
section on page 154). Use this format when interfacing with a
Hotel PMS and where Room Numbers are part of the User data.
CSV File: Version 2 of Hotel PMS Tool format. This CSV file
format follows the same rules as import of extended user
information in Insight edit (see page 60). Use this format when
interfacing with ERP and HR systems.

Card Type Select a radio button to match the type of access cards

Card Pool for Cards

Lookup

Room Digits

(Not applicable when using
Alphabetical keys)
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programmed in the panel.

When importing user programming via a CSV file, the card
numbers and/or card allocation can be automatically entered
into the Card Pool system, assuming the Insight installation has
a valid Card Pool licence.

The type of the card pool selected in this dialog must match the
type of card specified in the user programming in the CSV file.
No action is taken if the Card Pool specified does not match the
type of card specified in the user programming in the CSV file.

For example if the Card Pool specified is a Site Code Card Pool
and the user programming indicates a Direct Entry Card Pool,
then no cards are assigned.

This sets the type of Lookup Key that is used in the floor Lookup
Table tab in this Setup dialog. Numeric values are used if this
option is unchecked.

When interfacing with a Hotel PMS and importing data using .INI
format, use numeric keys. This links a floor (derived from the
guest's room number) with a matching User Type in the panel.

When interfacing with a system using .CSV format, use
Alphabetical keys. In this case, a User Type defined in the
.CSV file is linked to a particular User Type in the panel.

The number of digits to remove from the room number to get the
floor number (key value). For example, if room 12 on the 4th
floor was designated Room 412, Room Digits should be set to
2.



Note

When using CSV files, specific items of programming for a user can be cleared by populating
the field(s) with the entry, <blank>. The <blank> entry cannot be used for the following fields:
PIN, First Name, Second Name, Gender, Date of Birth, Card Number.

Panels Tab

The Dynamic User Import Module needs to know which panel(s) is/(are) servicing the
installation.

Item Description

Properties Allows settings for the selected panel to be viewed and
changed in the Dynamic User Import Module setup file.

Remove Panel Deletes the selected panel from the Dynamic User Import
Module setup.

Add Panel Used to add panels to the list that the Dynamic User Import
Module will deal with. Selecting this button will bring up a
dialog which is explained below.

Adding Panels in the Panels Tab: Ade Fanel
Panel Name: Type the panel name in this field. panel name:

(The panel must already exist in the system). The

Panel Name field must exactly match the name of Cijurtialpane

the Panel as shown within the Insight Edit module. User Range: [CardjPin Users(57) =

User Index: I o _I.j

Virtual Panel: If this item is checked, the panel
shows up in the Select Panels pane as a virtual
panel (which must already exist in the system).

Cancel |

User Range: This setting refers to the range of user numbers to use in the panel. Each of the
"Card Only User" settings are in blocks of 8000 user numbers.

e For up to 4000 Users with User Number in the range of U0001 to U4000, select
"Card/Pin Users(57)". This would be the typical setting on a 128k panel (where built-in
memory configurations allow a maximum of 2000 users).

e For up to 8000 Card Only Users with User Number in the range of U0001 to U8000,
select "Card Only User(186)". This setting would normally only be selected for a 512k
panel or an IP Door Controller.

e For up to 8000 Card Only Users with User Number in the range of U8001 to U16000,
select "Card Only User(187)". A 512k panel is required for this setting and beyond.

e For up to 8000 Card Only Users with User Number in the range of U16001 to U24000,
select "Card Only User(188)".

e For up to 8000 Card Only Users with User Number in the range of U24001 to U32000,
select "Card Only User(189)". This setting and beyond would require a 512k panel with
a custom memory configuration.

e For each bank of 8000 User Numbers beyond U32000, select the appropriate "Card
Only User" option.

Warning

If the setting of User Range exceeds the amount of users available in the Panel (based on
memory size and configuration, for instance, choosing a "Card Only User" setting on a 128k
panels, which, by default do not support Card Only users), the Dynamic User Import Module
may successfully process the setup file, but will report an error when processing files to add
users.

User Index: This setting determines an index number from which the module starts adding users

in the panel. Forinstance, if the User Range is set to "Card Only User(187)" (which means that
User Numbers of 8000-16000 are used in the panel) and the User Index is set to 10, the first
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User Number that the Hotel PMS Tool will use in the panel is U8011.

Tip
Where the User Range includes U0O001-U4000, it is recommended that User Index is set to at

least 3 to avoid inadvertently overwriting the user programming for the MASTER and
INSTALLER users.

Lookup Table Tab

Lookup tables are required for the Dynamic User Import Module to link a hotel floor in an .INI file
to a User Type in a panel (for Hotel PMS) or to match a User Type in a .CSV file (typically from
an ERP/HR system) to a User Type in a panel.

The Dynamic User Import Module Setup dialog will create a lookup table for each of the panels
defined in the Panels tab.

To see and edit properties in a lookup table, left-click the lookup table, then select the Edit...
button. This will open the Lookup Properties dialog for the selected lookup table. Alternatively,
double clicking a lookup table will also open the Lookup Properties dialog.

The Lookup Properties dialog shows the Lookup piooeilics
existing lookup values for a panel. The values

display which User Type in a panel is [key vale [ User Type [ Panel |
associated with a particular floor (for .INI files) Floor Floor1 Panel i

Floorz Floorz Panel &

or external user type (for .CSV files).

Lookup Properties Item Description

Key Value The Hotel Floor or User Type found in the external data file

User Type The User Type in the panel that corresponds to the Key
Value

Panel The panel this User Type belongs to.

From this dialog, the user can add, edit, and delete lookup items for a panel.

When the Add or Edit buttons on the Lookup Properties dialog are pressed, the Lookup Item
dialog appears:

An explanation of the different Lookup Item dialog properties is shown below.

ltem Description

Filter Name This field is displayed as the Key Value in the parent dialog.

When importing using .INI files and using room numbers, the
Key Value is typically the floor number.

When importing using .CSV files, the Key Value is usually
exactly the same as the User Type Name.

The Key Value must be unique within the lookup table!

User Type Name In this field, enter the User Type defined in the panel that
corresponds to the Key Value in the Filter Name field.

Panel Name Select the panel to which this User Type belongs to.
Remember that lookup tables are created for each panel in
the system, so all items within a lookup table should relate to
one panel only.

Note

Whilst Filter Name/Key Values must be unique within a table, many Key Values may
be associated with a single User Type in the panel.
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Note

Entering a single asterisk, "*" in the User Type Name field tells the Dynamic User Import Module
that there is no User Type associated to this Key Value. With the exception of, "*", the entry in
this field must have a matching entry in the panel.

Working with the Dynamic User Import Module

Once the Dynamic User Import Module is set up, it should be ready to work with. Immediately
after the Setup dialog for the PMS Interface has been closed, the Dynamic User Import Module

icon in the system tray will be displayed as a red . indicating the Interface is stopped. The
operator then needs to start the Dynamic User Import Module to get it to monitor for new data
by right clicking on the icon in the system tray and selecting Run from the contextual menu.

The icon in the system tray indicates the status of the Dynamic User Import Module. The
meanings of the different icons are shown below:

Icon Colour Meaning

5 Yellow Ready The Dynamic User Import Module is running and is
ready to process data from third party source.
£ Green Processing Records The Dynamic User Import Module is processing

records from the third party data source and is
updating Insight with this new data.

s Green Checking Setup or This icon will appear briefly just after the Operator

Incomplete Setup starts the Dynamic User Import Module. If the setup
file is correctly processed, the icon will be replaced
with the “Ready” icon shortly after the Dynamic User
Import Module is started.
If the icon remains in this state, it means that the
Dynamic User Import Module couldn'’t process the
setup file for some reason.

. Red Stopped The Dynamic User Import Module has been stopped
and is not checking for new data files.

Right clicking the Dynamic User Import Module icon in the system tray reveals a contextual
menu with a number of options:

Stop: Selecting Stop from the contextual menu will cause the PMS Interface to

stop. The system tray icon will change to red in colour , indicating that the v ﬁtj:
Dynamic User Import Module is not operating. ?est

Run: When Run is checked, the system tray icon will change to yellow in colour , Setup...
indicating that the Dynamic User Import Module is ready to use. It will then -
monitor the folder nominated in the Setup for new files and process new files as it About
sees them. Euit

Test: Selecting this item opens a dialog where the Dynamic User Import Module can be quickly
tested. The operator can test the addition of a guest as well as test the removal of a guest. Test
should only be chosen after the panel(s) is/(are) setup in Insight, and the Dynamic User Import
Module has been configured accordingly using its setup dialog.

Note

The Test option will only be enabled if the Hotel PMS Tool is set to process .INI files. See the
online help for more information.

Setup: This item, when selected, opens a dialog which lets the operator setup the Dynamic User
Import Module with panels, virtual panels and lookup tables. To open the Setup dialog, Installer
must be the current logged in user.

About: If this item is selected, an About dialog appears with information about the Dynamic User
Import Module such as version details.
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Exit: Selecting this item stops and closes the Dynamic User Import Module and the icon is
removed from the system tray.

Sending data files to the Dynamic User Import Module

1.
2.

3.

Ensure that the Dynamic User Import Module is running and ready to accept data.

The third party system should be set up to output data files in a format that matches the
settings applied to the Dynamic User Import Module.

The third party system should output files with incrementing file names each time a new
data file is created (e.g.: DATA0000001.csv, DATA0000002.csv, etc.).

The data files need to be dropped into the location nominated in the set up for the
Dynamic User Import Module.

When the Dynamic User Import Module is running and it sees a new data file, its icon in
the system tray will change to =% to indicate that it is processing records. These records
are passed to Insight, which then passes the user programming changes to the
panel(s).

Once the Dynamic User Import Module has completed processing of the data file, its
icon will revert to 5 The Dynamic User Import Module will then remove the data file it
has just processed.

Hotel PMS INI File Format

When importing .INI files, the data must be in the following format:

Guest Name, Room Number, Site Code, Check-out

Each record is on a new line in the file.

Field Data
Guest Name any text, e.g.: "Rodrigo Rodriguez”
Room Number any text, e.g.: "207"
Site Code Site Code / Card number, e.g.: "6702FF0000"
Check-out Date/Time in one of the following two formats:
dd mon yyyy hh:mm e.g.: "27 jan 2007 10:59"
dd/mm/yyyy hh:mm e.g.: "27/01/2007 10:59"
Note

In both date formats, a single space character separates the date from the time.

Note

In the first date format, a single space character separates date components.

Note

Additionally, in the first date format, the month component is alphabetical. The Dynamic User
Import Module will parse the first three letters of the month component.
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Appendix A: Comms Task Configuration

Insight communicates with panels via an Insight comms task. This comms task must be CT001
in the panel.

To configure the Insight comms task:

1.

2.

Using an elite terminal, log in with the Installer PIN and go to menu 7-3-1 (comms
tasks).

If your panel is using factory settings (or the panel has been defaulted) then CT0O01 will
be set to Insight. In this case, you will only need to adjust the settings in red.

Press help > 9, and change the panel ID to a unique, non-zero value. The first two digits
should be 00. The value you enter here must match the number assigned in the Insight
front-end software (see pages 28 and 39).

Leave all other settings on their defaults, which are listed below:

Panel ID = 00xxxxxx* (¥)
Port: 1

Baud: 9600 (*)

Opts NUIP = nnnn
Ethernet = ..... ACE

For direct serial connections: if you are using a
DTR/DSR comms cable, you can set opts to nYnn.
This stops phantom mouse detection on older
PC’s. Most cables do not have DTR/DSR
connected, and will not work with this option.

A

For Ethernet UART only. If you don’t intend to use
an Ethernet UART, set these flags to nnn.

RS232 = .....ACE
FE3000 = ..... ACE\
Ext. Mod = .....

Int. Mod = ..... nnn

If you don't intend to use this connection type, set
these flags to nnn.

Insight IP: see below

Insight Key1: 0
Insight Key2: 0

/

If you are using the internal modem, set these
flags to .....ACE and configure an I-modem task.

IPFast IP: 0.0.0.0

IPFast Key1: 0

IPFast Key2: 0

Panel IP: see below

Router IP: see below

Subnet Msk: see below
CTO001 Announce Port: 17185
Max Attempts: O

To secure your installation, set these to random
values. They must match the settings on page 37.

(*) Insight requires these settings to enrol the panel. Note them down.

Insight IP is the static IP address of the Insight Server computer. If you aren’t using the
Ethernet or FE3000 connection paths, leave this as zero.

Panel IP is the static IP address of the panel. If you aren’t using the Ethernet or FE3000
connection paths, or if you want the panel to obtain an IP address from a DHCP server,
leave this as zero.

Router IP is the static IP address of the local router or gateway. If you aren’t using the
Ethernet or FE3000 connection paths, leave this as zero.

Subnet Mask is the TCP/IP subnet mask for the local network. If you aren’t using the
Ethernet or FE3000 connection paths, leave this as zero.

! Pick a random or sequential number for each panel. The number must be unique for all panels
|n your Insight installation.
2 Control Module firmware prior to V6.0 doesn’t support an external modem connection with

Insight.
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5.

Make CTO0O01 idle then active.

To configure the I-modem comms task:
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1.
2.
3

Change CT002 from active to idle
Change CT002 to I-modem
Press help > 9, and make sure the following settings are selected:

Rings to answer = 15
Ans. Options = nnnnnn..
Line Test Time =20

For timed fax bypass, set these options to
nnnYnnn..

Insight # = None - - -
IPFast # = NOne\ If you want the panel to dial Insight when there is
ISP Accnt = an alarm, set this to the phone number of the

ISP Passwd = Insight Server computer.

Dial = nnnnnnnn
PABX No. = None
Back No. = None
Cust No. = None
Seize Aux =

Single DTMF Tone =
Line Test Count=0

Make CT002 active.
In CT001, make sure Int. Mod = ..... ACE and restart CT0O1.



Appendix B: Upgrading the Database to SQL Express 2005

This appendix applies to installations that are upgrading to Insight V3.2 or higher from a
previous version of Insight (V3.1x or earlier).

Prior to V3.2, Insight Professional used MSDE (Microsoft Server Desktop Engine) SQL as the
default database platform. This limited the maximum database size to 2 GB of data.
Commencing with V3.2, Insight ships with MS SQL Express 2005 which is used in new
installations. If upgrading from an earlier version of Insight, the installer will retain the previous
database (either MSDE or SQL Server).

Since MS SQL Express 2005 allows a database limit of 4 GB and is compatible with MS Vista,
some installations that are upgrading to Insight 3.2 may benefit from upgrading the database
platform to SQL Express 2005.

To Upgrade from Insight 3.1 (or earlier) to Insight 3.2 (or higher) and use SQL Express
2005:

1. Before installing Insight 3.2, use the Insight Archiver SQL module to back up the Insight
database

2. Remove MSDE (Microsoft SQL Server Desktop Engine) completely using Add or
Remove Programs from the Windows Control Panel (Start—Control Panel—Add or
Remove Programs)

3. Install the new version of Insight, following all the prompts

4. Restore the Insight database which was backed up in step 1

Note

The Insight installer will prompt the user that SQL Server 2005 will be installed to run under a
particular account (usually, “NT AUTHORITY\Network Service”) and that the account needs
access to the Insight installation folder. The user should answer “Yes” to the dialog.

Note

If the previous version of Insight was set up to have its database back ups stored to a location
outside the Insight installation folder, then the “NT AUTHORITY\Network Service” account on
the Insight ‘server’ machine needs to have full access to the location the Insight database back
ups are kept in
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